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1. Initial Setup

The Firewall VPN 600/2 - 1200/2 is configurable for a variety of network environments, and will
automatically reconfigure itself, if possible, to avoid collision with your existing networks.

Each HotBrick box contains the following:

1 HotBrick 1200/2 Firewall VPN or 1 HotBrick 600/2 Firewall VPN

1 Power Cord

2 Patch Cables (1 red cross over cable, 1 blue straight-thru patch cable)
2 Mounting Brackets

4 Mounting Screws

Connect either a 568A or 568B standard straight-thru network patch cable plug from one of the LAN ports
of the Firewall VPN 600/2 - 1200/2 to the network card of a client computer.

1. Plug in the power cable into your Firewall VPN 600/2 - 1200/2.
2. Power on your client computer.

3. Verify you client computer has the following network setup.

Windows 2000 Professional

Start>Settings>Network and Dial-up connections>Local Area Connection (Figure 1.1)

Windows 200

FIEELE

Figure 1.1
Windows 2000 Professional, Network configuration
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This will bring up a window like Figure 1.2.

[ocol Area Connection status R TFY

Generd |
-~ Conmection
Shabus: Connected
Duaation: 000253
Speed 100.0 Mbps
Sent — ﬁ —— Receved
Packets: am | B
=) e |

_ Coe |
Figure 1.2

Windows 2000 Professional, Local Area Connection Status, Properties button circled.

Click on the properties button to bring up a window like Figure 1.3. First click on Internet Protocol
(TCP/IP), then click the properties button.

Local Area Connection Properties ﬂ_ﬁl

General |

Connact wsng.
| B3 Reabek RTLATIVE 0 Famly PCI Fast Ethemet NIC

Componerts checked are used by this connection:

o] ™ Cherdt for Mictozsolt Metworks
b Pii fiai Microsolt Netwaik s

1
2.
instal.. | Uninstal |

— Description
Transmizzaon Contiol Prolocolintamet Protocol. The defauk
seioss divatss nberconneched networs.

¥ Show icon in taskbar when connected

ok | cancel |

Figure 1.3
Windows 2000 Professional, Local Area Connection Properties, TCP/IP marked, Properties button circled.
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This should bring up the Internet Protocol (TCP/IP) Properties page, please make sure that both “Obtain
an IP address automatically,” and “"Obtain DNS server address automatically” are both selected.

Internet Protocol (TOP/IF) Properties 2ix|

Genmral |

Wemi can gat P seitings: acsgned sutomaticaly i yous nebwork suppors
Bt capablly, Dteivwess, pou resed 1o sek wour nstwork sdeminestislon ol
the sppeopiale [P setingt

% Dbk an IP addess subcmatic sy
£ Lloe the bollowing P addiess:

R E—
——
——

% Dibkan DNS serves addeess aubomasbic.ally
7 Ll ths Pollowingg DOMS sarved adcbastas

——

Advarced
[ ox ] cocd |

Figure 1.4
Windows 2000 Professional, Internet Protocol (TCP/IP) Properties

The Firewall VPN 600/2 - 1200/2 will automatically assign your computer an IP address, netmask and
gateway.

You can verify this by opening a command or Ms-Dos prompt on your windows machine and typing
ipconfig into the command line. You should see something like Figure 1.5.

*Note: The default configuration for the Firewall VPN 600/2 - 1200/2 is to allocate a 192.168.1.1/24 IP
address with a gateway of 192.168.1.1. If that does not work use 172.16.0.1

Cixipoconk ig

Windows 2088 1P Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix local.intranet .com

IP Address. . . . . . . . . . = 172.16.8.2
Subnet Maszk . . . . . . . . . . 255 .255.255.8
Default Gateway . . . . . . . =« 172.16.8.1

Figure 1.5
Verify your setup using the command line and typing ipconfig

If you fail to receive an IP address, netmask, and gateway, the result from ipconfig may look something
like Figure 1.6. To remedy this, please reboot your client computer, and try the previous steps again.

Don’t get hacked, get... -MlBI‘iCk
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Connection—specific DNS Suffix
Autoconf iguration [P Address.

Figure 1.6
If your computer fails to receive DHCP, this is what may appear when you type ipconfig

More advanced windows users can try typing ipconfig /renew as seen in Figure 1.7.

Windows 2888 [P Configuration

Ethernet adapter Local Area Connection:

Connect mn—.,pec:lfln IIHS Suffix . ¢ local.intranet.com
IP Rddress. . . . e s« = » = =« 2 172.16.8.2
thnnl, l‘l.nrk . s = . = 255, 2";5 ?5‘1 [}

Figure 1.7
Renew your DHCP allocation using ipconfig /renew

If this should still fail, you can try manually configuring your client computer.

Don’t get hacked, get... -MlBI‘iCk 8

Firewall VPN 600/2 - 1200/2 User Manual



L ]
|Il!lBI'ICk HotBrick Firewall VPN 600/2 - 1200/2

2. Logging In

Once you have physically connected the necessary network cables and powered up both the Firewall VPN
600/2 - 1200/2 and the client machine, and verified your network setup on the client computer, you need
to open a SSL enabled web browser that can handle forms and connect to the web GUI of the Firewall
VPN 600/2 - 1200/2

Using the gateway IP that is displayed when you type ipconfig, open up a browser, and type in (in the
case shown before) https://172.16.0.1:8443 into the URL field. If you have some other gateway, such as
192.168.1.1, type https://192.168.1.1:8443 into the URL field.

+Z} about:blank - Microsoft Internet Explorer

J File Edit Miew Favorites Tools  Help

J #=Eack - = - () il | ‘Qisearch  [GlFaw

J.ﬁ.ddress @ tbps: 172, 16.0,1: 54435

Figure 2.1
Type https://172.16.0.1:8443 or other gateway IP address shown when you type ipconfig

You will see a Security Alert popup dialog box (Figure 2.2) warning you that you are switching to a secure
connection, followed by a second Security popup dialog box warning about the details of the actual
security certificate (Figure 2.3). Click through these dialog boxes answering in the affirmative and you will
see the login interface (Figure 2.4).

=

demt = = - @ H | Dsewch Girworte (Jewtorr | e S 5
Bakirest [ Bt T EL 146.0.0 8443 =] #e |
=

E':II Fond o BboAk k0 v RAGET SEI B ISCLEY CONTeshon

sy FRTR T stk s b LT b
s by arpene che on the 'wich

™ o Futarm, o et shoes s s

Mo by

£ Dare o e

Figure 2.2
Secure connection security alert with URL highlighted.
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Figure 2.3
Security certificate security alert with URL highlighted

Firewall VPN 1200/2
Hot

&f‘n*ﬂl_ﬁ 2 E”i_-

Jioe

Figure 2.4
Firewall VPN 600/2 - 1200/2 login interface

The default login is "admin” with a password “123456" (Figure 2.5). If you should enter any of the above
incorrectly, the Firewall VPN will let you know (Figure 2.6).
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Firewall VPN 1200/2
Hot

*f s IO
41,2

Figure 2.5
Firewall VPN1200 login interface with default login entered

Account name or passveord errord

it

Figure 2.6
Incorrect account or password
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3. Changing the Administrator Account and Password

Once you have logged in, the first thing you should do is change the administrator password and/or the
administrator account name. To do this from the default login screen, click on the Advanced Setup button
on the left panel to access the advanced menus (Figure 3.1).

A |
mllnk Firewall VPN 120002

weloome - admin

W conrmchon dropeed | LA 193, LAS.X0.101 540 -
Far M0G0 1%  Poky Warmnng ll':'l'l’?-m-l_ﬁ-ﬂv‘ 100 ]

How 0020434 Polcy  Waming et mestace repmsted 47 ey |

LUOE conradion dropped | LAM: 193, L6877, 1011543 -
Pow I CISHLR  Pok  WAMNG 199 108.06.154:1000 ]
i  Waming kng repeated 4% i |
R e UEE conncton deepped [ LAH: 173, 1683700031543 -2

(WD w192, 164.26.3541 W0 |

Wow J0GOAEDE  Adwn  Iformaton Delets Backup e T1SA11IO0ATS0 BUC
Fge B0 0T Adrmin  nformahion Rert mesneoE FEeated | Drer

Wow 30 QOAT 4 Admin  Irformatn (Pange bachup s b nonthly

Figre 30 Q1L 47 Admar. Informabann acimen bogen from $97 168,51 2

Fore 30 DOGD4:07 Admin Hobfication [Booraole] Programs has teesanabed

Fre 30 001205 O O Informabon farcing oe pubnet tallhack -nat,

Now J0 QO ddmn  rfoempton [Soegcie] Shart

e 38 QA1 000 5 Adrmar, Informaton Sythem Power On

Figure 3.1
Default login screen with Advanced Setup button circled

The advanced menus are a series of links across the top in alphabetical order, matched with tabs specific
to the selected menu. The default page showing when you click on the Advanced Setup button will be the
Basic Setup menu with the Status tab selected (Figure 3.2).

|
mrlnk Fierwall VPN 17002

TOL b Bani rotmark Setep | Metwsrk Policy | #FM | Webldter | Intranet | & yotem Seraoe | Lag

[T rre— faske Sebrmork Sobup

Srtap Wirsed

B i el Seten

— Uphima 3 LAWS G 314
SOy IS BPLC 1 g M

Flagh: 0192 kB

i wywiewn Whalus EtFareit Staluck: WAN I, WAN 2, 12 LAN
Sarial Mamnberr Sarial Pormbar ANT TREOOEEE TVMOS
AETTRSEEE S TRES Firmraware venion: Hobbnck Vention 0_L_034+
The machins bas been AbSE LAN IP: 1.0.5.1

us: Managemenk LA [P; 1.1.1.3

S Management LiH Ketmadk; S55 355355 253

(41
L ]

w Log BT b A S igid wall D 2671 00 ASSOITAT
A

Totsl: KIFSN B
Feun 'H!'E

e age

Towd: LELS £R
Tewss 434 KB

S rimerk Slate
meal 1e

Figure 3.2
Default Advanced Setup page with advanced menus circled
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From here, click on the System Service menu link to bring up the System Service tabs. The default tab
showing will be the Time tab which allows you to configure the Firewall VPN’s clock. You are looking for
the Administrator tab (Figure 3.3). Click on it to bring up Figure 3.4.

M Brick

Fieewall VPN 120072

TOL b Basi retmark Setap | Metwsrk Policy | #FM | Webldter | Intranst | Syeiem Serein | Log

Coprant Tiss: Tus Koy 30 00 1502 QuT 1999

Eynchronl ration Seftings
Syncheonges now T ats T bMasusl T Me
Gelact Tass Tone
Marnal Tt Cosredtan

Tl dear

Fens iddn) Automatc sy pynchmonse ©

La wrtmerk ot
el i

pEp a1 R
FartualiLan] IF
PEiErreTE

Figure 3.3
System Service tabs with Administrator tab circled.

T Brick

Fisewall VPN 1300

TOL Baak bptwork Sotup | Sctwork Felicy | WS | Webldter | Isfranct | Syvberm Sorwice | Leg

Setup Wirsrd

' Ay anced Isiup

Narse[sden
o Pamswnrd [
MNaw Paii=ird I—
ety [

[scmingns imp com
{ee ; 1o spht sach Emal)

E-dndd Addridd

BMTP Server
i ST Swrvar 309010 10 (I A, FOOAY

Tonsli 1518 £B
Free | i o

Addminbktrator Inactivity Timeout
1"-""'--" Slatus Tierw ot ot [0 margsben of pemaapirador mactnty
Aeal ¥
1 L

U WAN TP o Remote /CME Mansgensent
© hligw T Dgny

B arigreee o Fre ramanbe b U L I L

Figure 3.4
Administrator tab with Administrator Status block marked.

Once on this tab, you can see immediately the first item on the page is the Administrator account
information (Figure 3.4). This should be fairly self-explanatory; Name is the current login name of the
administrator, Old Password is the old password, New Password is the password you want to change the
old password to, Verify is a second New Password field to be sure you have not mistyped it the first time,
and E-mail Address is the email address of the administrator, to which critical email messages from the

Don’t get hacked, get... .II!IBI'iCk 13

Firewall VPN 600/2 - 1200/2 User Manual




L ]
|Il!lBI'ICk HotBrick Firewall VPN 600/2 - 1200/2

Firewall VPN will be sent. Make any changes to these fields as you like. These changes are not final until
you scroll down and click on the Update button (Figure 3.5). The Firewall VPN will verify it has performed
the change (Figure 3.6). Click Exit to return to the Administrator tab. Note: You may change the
administrator login name and the email address without entering a password. Changing the password is
the only function that requires a reconfirmation of the old password. Additionally, the administrator login
name cannot have any slashes (*/” or “"\") or spaces and is limited to 16 characters, while the password
cannot have any spaces, backslashes (*\"”), or periods and is limited to 12 characters.

Congratulations, you have performed your first Firewall VPN customization!

[ '!*B“ﬂl'l Firewall VPN 1200
TOC Baair hrtmerk Sohap | Mebmork Palicy | 9F% | Webfifter | [ntrasst | Spoiem Service | Log
e Pasiwerd |
Hamr
P — verty |
PP — ol Imm_n|.=--...:.."~. g cbm

(e ; B0 Bpbt mach Emad)

EMTP Server
o npine Analus
Al s e SMTE Server 1050510 (B AadnessFODH)
ANTPRERNURESTHOS
The madliss bas been
up
CREEATE B Administrator Inactivity Timeout
[T
[ T ot after |20 minutas of sdrertrabar sty
kA
Totuk JITEE W
Fres; BRE KB Ulse WAN 1P to Remote,/CME Managemaent

I—I ™ alkgw Drry
Sarane —_—
:c-. ‘:'I-.I*;h P gddrgny of the menote hoat | M B L |!
Tl T
1
HEL Hekting

™ LAM ute S5L b0 Bemole Muragement
™ wiah wae 551 b Rencts Mansgenent

Figure 3.5
Administrator tab with Update button circled.

".H!Brlnk . |

Firewall VPN 13002
TOL b Bask retmark Srtup | ~ebmerk Pelicy | ¥Py | 'Webifdter | Intranset | Syviem Servie | Lag

[ #ysvtem Servon

Merage
Totad: 1114 &R
Frea, 4§ BE

S rbmerk st
Rial 1p
ITEADADY

Wity adiLan ) 1P
A03EE &%

Figure 3.6
Password Updated Confirmation Screen

Don’t get hacked, get... .II!IBI'iCk 14

Firewall VPN 600/2 - 1200/2 User Manual



T Brick

HotBrick Firewall VPN 600/2 - 1200/2

4. Configuring the Firewall VPN for Your Network

To configure your Firewall VPN for the first time we recommend using the Setup Wizard, which can be
accessed at any time from a similarly named button on the left menu (figure 4.1).

M Brick

i Setup Wizard
P Friwp Wirsrd

Firrweall VFM 1002

TER b riarimearhs Bty | Ferimarlk Faliny | il HPT Tassessl

Advaraed Srivg

Ewit Stk Hade

AT G £ paT with i bard
& Sysiem Shals HAT Oty L ot Cher
ferrial smmben AT with DHEP Clarl
ARTTRSNIESTRCS

e ot B e e
g

D 2o g :11

L

buz =7

i —

LS
Totad: 5220 WE
Frug i K

[
Totad: 15108 £B
L L

3 mrtmerk Slatuy
Beal 1m
FEAETELER]
artusitLan) 1P
HEATTE T

Figure 4.1
System Service menu, Administrator tab with the Setup Wizard button circled.

Clicking on the Setup Wizard button will bring up the first of four major steps to configuring your Firewall
VPN, Network Mode (Figure 4.2). You might notice along the top there are different menus, Network
Setup, Network Policy, and Add VPN Tunnel. These menus lead to different wizards covering the major

aspects of your Firewall VPN; network configuration, Firewall rules, and adding new VPN tunnels
respectively.

M Brick

[rem Setup Wizard

B Srtep Wirerd

Firrwall VP 100072
1O b Peeterark Selup | Prtmark Pelicy | Bdd VP50 Temmsl

Advara od Srivg

Ewit Leteark Wade

@ Srste Saluy ® AT ety AT with BEPal Chent
Serial smmber I MAT With DHCP Chirt
ANTTBSNEETRDS
Ths mashing s been e pr—
b 2 g 2113
i
bams =T
- -

R
Totad: A2PE0 WB
Fran & i

Wrrage
Foead; 15106 0B
Feea i BE

3 mirtmerk Slatun
sl iF

FERETET T
VartaifLan) IF
10303 .A%

Figure 4.2
Setup Wizard, Network Setup Step 1/4, Network Mode.
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The network modes are defined as follows.

NAT Only:

This mode refers to the network configuration in which the Firewall VPN external IP and DMZ IP’s share
the same subnet, but the LAN uses a private addressing scheme for its IP’s. This is one of the most
common network configurations for fixed external IP’s on broadband connections; with the only major
difference between implementations is how LAN IP addresses are handled.

NAT with PPPoOE Client:

This mode is similar to the NAT only network configuration except that your ISP configures the gateway
IP address and Firewall VPN external IP and netmask. There is no DMZ in this configuration, since PPPoE
only supports the auto-configuration of a single “dial-up” machine by the ISP. This is increasingly
becoming a common network configuration for the home user subscribing to ADSL.

NAT with DHCP Client:

This mode is similar to the NAT with PPPoE Client network configuration except that instead of using
PPPOE, the Firewall VPN obtains its gateway, external IP and netmask from a DHCP server. This is not to
be confused for using DHCP in your own LAN, but rather DHCP for configuring your external real IP of
the Firewall VPN. Like the PPP and PPPoE configurations, there is no DMZ.

Depending on the type of network mode you choose, your second step, the configuration of real IPs of

Y

our Firewall VPN, will vary.

If you selected NAT only, your second step (Figure 4.3a) will again consist of filling in the blanks
corresponding to information given to you by your ISP.

Setup Wizard

Network Setup STEP 2/4

MNetwork Settings

Gateway IP: [24 | [65 |1z . [137

External IP: [24 |65 13 .|142
Netmask: [ 255.255.255.248 =]

Back | Mext| Reset |

Figure 4.3a
Setup Wizard, Network Setup 2/4, Network Settings, NAT Only, sample settings.

Selecting NAT with PPPoE Client will bring you to a screen where you enter your user name and password
to log into your ADSL provider (Figure 4.3b).

Don’t get hacked, get... .!l!lBI'iCk
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Setup Wizard

Metwork Setup STEP 2/4

User Name fPassword Setup

User Name: [51332678@hinet.net

Password: Iv--r- ok

Back | Mext| Reset |

Figure 4.3b
Setup Wizard, Network Setup 2/4, Network Settings, NAT with PPPoE Client, sample settings

Selecting NAT with DHCP Client, luckily means that there is no configuration needed in this step. Click on
Next to continue (Figure 4.3d).

Setup Wizard

MNetwork Setup STEP 2/4

Metwork Settings

Gateway [P: Auto Detected
External IP: Auto Detected

Baﬂ:l Ham:| R.aﬁal:|

Figure 4.3d
Setup Wizard, Network Setup 2/4, Network Settings, NAT with DHCP Client

The third step is for configuring the internal IP of the Firewall VPN. Naturally for Standard Transparent
mode, which has no internal IP, this step needs no configuration (Figure 4.4a). However for all NAT
modes, this step is the same. You may notice the Firewall VPN is already configured for a 192.168.0.1/16
network (Figure 4.4b). Simply change these values to match your internal network needs. All computers
connecting to the LAN ports of the Firewall VPN require the IP entered here as their gateway.

Don’t get hacked, get... .IlHBI'iCk
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Setup Wizard

MNetwork Setup STEP 3/4

LAMN IP Settings

1P address: Auto Detected
Matrmask: Auto Detected

Back | Next| Reset |

Figure 4.4a
Setup Wizard, Network Setup 3/4, Network Settings, Standard Transparent

Setup Wizard

Network Setup STEP 3/4

Yirtual IP Settings

1P Address: [192 .[188 . [o N
Metmask: [255.255.00 =]

Back | Hnn:t] Rasat ]

Figure 4.4b
Setup Wizard, Network Setup 3/4, Network Settings, all NAT modes

The fourth and final step for configuring the network setup of the Firewall VPN is setting the Firewall VPN’s
hostname and primary DNS. The hostname cannot have any uppercase or otherwise non-alphanumeric
characters. Once you have filled in this information, click Finish to finalize your network configuration.

Setup Wizard

Network Setup STEP 4/4

Host Name/DMNS

[Back | [ Finish | [ Reset |

Figure 4.5
Setup Wizard, Network Setup 4/4, Network Settings, all modes.
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Firewall VPN 600/2 - 1200/2 User Manual



L ]
|IIHBI'ICk HotBrick Firewall VPN 600/2 - 1200/2

Clicking on finish will bring up a screen that shows text similar to Figure 4.6. You might notice there is a
thirty second countdown in the lower left hand status bar. When the countdown is finished, the Firewall
VPN will confirm what mode you have selected, and then will ask you to reconnect (Figure 4.7).

Congratulations, your Firewall VPN is now ready to be placed into your network!

Program executing, please wait !!

Figure 4.6
Setup Wizard, Network Setup finalization.

The "NAT Only" mode Information

Please re-login after changing the network mode

https:i1192.168.0.1:8443

Figure 4.7
Setup Wizard, Network Setup Changed, NAT Only, “please reconnect.”
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5. Configuring the Firewall VPN

By default, the Firewall VPN is completely open to minimize installation problems. However, this is not
optimal in terms of information security. To begin configuring the firewall, click on the Setup Wizard
button on the left menu. This will bring up the Network Settings Wizard (Figure 4.2). As noted before, the
menus along the top change to reflect the three major wizards for the Firewall VPN. In this case we are
interested in the Network Policy link (Figure 5.1).

T Brick
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hriwork Weds

® MAT Cusly  MAT with PPoE Chere
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Lo | e |
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Wartualilan] IF
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Figure 5.1
Setup Wizard, Network Setup screen, Network Policy link circled.

After clicking on the Network Policy link, you will see a screen similar to Figure 5.2. This was designed for
quickly adding and removing services, critical for your network needs. Most of the common services can

be added via the Common Services radio button and pull down menu (Figure 5.3).

Setup Wizard

Add a new Service

Sync PackelsfSec
* Common Services I-El-n-:se- ll I_
 Specal Service | o | Protocol | Choose- =] i means unlimited.
F LA to WAN/TDME M WanLAN o DMT

Delete & Modify Services

Delete Port Protocol Gervices Swne Packets/Sec
r ] = e Trarstar(FTR) a0
I 23 TCR Toingt 20
r 53 e tiame_Service(0nE] L
r an TCR Wha b HTTE) 30
o 110 TCP Eotrisve EmsiiPOPI) 30
Figure 5.2

Setup Wizard, Network Policy.
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Setup Wizard

muetwork Pollcy

Add a new Service

sync Packets/Sec

£ Commaon Services | -Chooss- :i
< N
€ Spocial Sorviee [ |oan Loail(SMTE = otoenl [-Choose- 2] 0 means unlimited.

MAMITIME
Funm Mz Mame_SernceSxFR)

g TR )

Gopher

Chat{IRC)
Wdeo_Conference(H323)
P Sl
Kay_ExchangellKE)

Delete & Modify Services

Barthankication = Syne Packets fSec
r 21 TCR B Traeife TR 0
r 23 TCR Teingt 30
rsa P blame Servica(DHE) 0
r om Tep WebiHTTE] e
443 TCR HITPS 30
_pply | Reset |
Figure 5.3

Setup Wizard, Network Policy, Common Services pull down menu

Adding services to the Firewall VPN becomes easy as you select the service and click on the Apply button.
As you add each service, the list under Delete & Modify Services will grow (Figure 5.4).

Setup Wizard

d&dd & new Service

Gync PacketsfSec
 Commen Services [T | [
© special Servcs | port | Protocol [ -Choase- 5] 0 means wnlimited.
¥ Ledd to wWan/DMEZ ' wWahlLan to OMZ
Delete & Modify Services
Debete  Port  Protecol Services Swne PackelsfSec
r n TER Bile TrargterFTP) il
r >3 TCR Teingt 20
r 53 uoe Hame Service(DHS) El
r ga TER Wah{HTTR] x
r 443 TCR HITES 20
Pochy |_Reser |
Figure 5.4

Setup Wizard, Network Policy, after adding services.

If a service you want to add is not listed under Common Services, you can add a Special Service. Select
the Special Service radio button; fill in a name, the port, and protocol it will use. By default all services
are rate limited to thirty initial packets per second. For a small to medium sized company this is more
than enough for normal usage (Figure 5.5). Click on Apply to add it to the list.
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Setup Wizard

smtwark Policy

Add a new Service

Sync Packets fSec

 Eoemon Services [Fohoose- E| i
& Spgial Service [Custom poet [7658  protocol [TCP =) O means unlimited,

F Lar o wiatyDMz B wiakLan to DME

Delete & Modify Serviced

Protodal Syac Packels /Sec
r 23 o Teinet 3
r 3 TCR Send Eenail SMTF) k]
- 80 L= Webl(HTTP) 30
r 1o cP Batrigys EmallPOPd) an
#oply | Feset |
Figure 5.5

Setup Wizard, Network Policy, adding a special service.

After adding the services, you should decide that you no longer want that service, click on the delete
checkbox corresponding to the Service and click Apply. You can remove more than one service at a time
(Figure 5.6).

Setup Wizard

Meetveork Policy

hild & new Service

Synt Packets f5ec
 Commen Services [-Choose- =] -
* special Service [ prt [ pratocal [-Choose- =] O pseans wnlimited,

' LaN to WaN/DMZ B WaAKLAN to D2

Delete & Modily Services

Delete  Part  Protecol Serdies Sync Packols /Sec

K 3 TCR Ieinst 0

¥ 29 TCR Send EmailSMTE) 30

r f:5n] TCR \WebiHTTR) 30

r 150 TCR Estriaxa EmalPOR3) 0

r 7658 TCR Cagitoen 0
_Pooly | Roget |
Figure 5.6

Setup Wizard, Network Policy, removing multiple services.

If you only want to modify some of the settings of a service, you can click on the name of the service
itself make the changes (Figure 5.7). This will bring you to a service modification page (Figure 5.8). Make
you modifications here, and click on Update to finish.

Don’t get hacked, get... .!lHBl'iCk 22

Firewall VPN 600/2 - 1200/2 User Manual



T Brick

Servioe List
Delete  Port Pratocal Earices
- =] http Wb HTTEY
- i10 popd Batrieve Emailitops)
e custon
r TCPRLIDP Others Services and Ports
r ICmp HCMP{ping

HotBrick Firewall VPN 600/2 - 1200/2

ot | voeet |

Sy Packets/ et
25
25
25
S¥nc Packets
Synec Packets
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Figure 5.7

Setup Wizard, Network Policy, “Custom” service circled.

Frafaco

Uipdate

Figure 5.8

Limited nitisd Packela’Sec

—

Advanced Setup, Modify Service, “"Custom” service modification

Once you are finished, be sure to go to the Advanced Setup, Network Policy menu. The default tab
showing will be the Services tab. Then uncheck Others Services and Ports and click Update. This will close
the Firewall VPN and only allow the specified services through. (Figure 5.9)

T Brick
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Figure 5.9

Fieesall VPN 130002
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Advanced Setup, Network Policy, Services, closing the Firewall VPN
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6. Adding a VPN tunnel

Adding a new tunnel can also be done through the Setup Wizard. Click on the Setup Wizard button on the
left and then click on the Add VPN Tunnel link along the top. This will bring up the first step of the wizard
for adding a new VPN Tunnel (Figure 6.1). This wizard is only for adding simple tunnels that do not
require X509 certificates.

mﬂliﬂk Firewall VPN 120012
TE b ropimark Selap | tetwark Palay | Al 15 Tusnel

Husmr Al VBN Tunned
B | Srtup Wirard m oy Tiegd [ree) fiepd

Advasced Sabep

- Al howa Tunnal
4 Syatem tatus Tl Harrs [

et Erael
Figure 6.1

Setup Wizard, Add VPN Tunnel, first step

Enter a tunnel name and click Next. This will take you to the second step (Figure 6.2). This step concerns
itself with the type of authentication you wish to use. Most simple tunnels use pre-shared keys in which
both sides of a VPN connection share the same secret key. More secure is the RSA signature, in which
both sides generate a RSA key pair, one private and one public. You share your public key with everyone
so that they can encrypt information intended for you with that public key and only your private key can
decrypt that information. So if you intend to use an RSA signature to authenticate the VPN you will need
the public key of the machine you will connect to and vice versa. Select the type you intend to use and
click on Next.

Aclel VPN Tunme

Sapl .im SepE SReg Sreps

suthentication Typae

™ pre-Shared Koy

i~ RS Signatsre

Back I Hext | Feset |

Figure 6.2
Setup Wizard Add VPN Tunnel, second step
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Selecting pre-shared key will bring up a screen to enter the pre-shared key (Figure 6.3a). Enter a pre-
shared key, hopefully a big more devious than the example, and click Next to continue.

Aclel VP Tunmel

Shapl m Stapd Bhingd Shasd

authentication Type

# pre-Shared Key
Vey
Irr-.rs:-: retkey

L1

HIMT:The maxifmum length af Pra-Ghaned Key 9 128 $trmgs

| Back I Mext | Reset |

Figure 6.3a
Setup Wizard, Add VPN Tunnel, step two, sample pre-shared key.

Selecting a RSA signature will bring up a screen to enter the RSA public key of the remote machine with
whom you intend to build a tunnel (Figure 6.3b). Copy and paste in the public key, and click Next to
continue. Be careful to watch for new line characters, as they also count as spaces and will cause the
Firewall VPN to complain about the key.

Add VPN Tunmel

apl Repd e Sepd

suthentication Type
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FRCFCHRECI L RO ARRCIT B TE R T TTORAD L ORI I EFT A SR I BV ICIRTINT &

HINT: The: maximum length of Bemote Public Key is 512 hex,

[ mack | memt | meser |

Figure 6.3b
Setup Wizard, Add VPN Tunnel, step two, sample remote RSA public key.

The Firewall VPN supports the gamut of VPN protocols; step three allows you to select what protocol you
intend to use for this connection. The remote site must support the same protocols you select here. Click
Next to continue.
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Aclel VPN Tunme
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Figure 6.4
Setup Wizard, Add VPN Tunnel, step three, selected IPSec encryption protocols.

The fourth step is the network configuration of the Firewall VPN you are currently performing
administrative functions upon. The Firewall VPN will attempt to fill in previously entered values; there
should be no problem in simply clicking Next to continue.

Al VPN Tunnel

Sepl Rep ep3 m Eeed

fource City Netwaorking

©

T b Logal Ares Matwiek

Lol fen s eteark
(AT : I ]
ufu Subaac |10 |10 |1 . L] #| 255,255 255.0 >

otk fream

|

| Lazal VPH Gumsway 1P

LET

Rack I Mt | Reset |

Figure 6.5
Setup Wizard, Add VPN Tunnel, step four, source city networking.

The fifth and last step of adding a new VPN tunnel is the network configuration of the remote site. Since
the Firewall VPN does not have any administrative access to the remote site, this information must be
completely entered by hand. (Figure 6.6) Click on Finish once you are done to finalize adding a new
tunnel. The tunnel will not be created until you hit finish.
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Figure 6.6
Setup Wizard, Add VPN Tunnel, step five, destination city networking

For more information on how to configure the connection for your remote users to your corporate office,
please refer to page 43, sections “Configure a VPN Connection to Your Corporate Network in Windows
2000” or “Configure a VPN Connection to Your Corporate Network in Windows XP”
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7. Overview of Advanced Setup

Basic Network Setup

Status

This is the first page of the Firewall VPN web administration interface after logging in. This page displays
various pieces of information about your Firewall VPN and its current runtime performance. To return to

this page later, simply click on the “Basic Setup” menu button.
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Figure 7.1

Setup

. |
TH!Brlnk Fieewall VPN 17002

The next tab under the Basic Setup menu button is the Setup tab. This tab allows you to configure the
Firewall VPN to conform to your internal network. The first option is the Network Mode. Please refer to
section 4. “Configuring the Firewall VPN for Your Network” for more detail about each mode.

Basic Network Setup

Stakus Load Dalance
MNetwork Maode
I Standard Transparent 7 MAT Only T HAT With PRPoE Chant © NAT with PPP Chent © NAT With DHCP Chent

Hask Mane NS Server

Hegt Hame |hotbnek 1000 ™ DNS Ralay
pwsy res  ps i i
owsz | o | | {optional}
ohE3 | o i | {optiomaly

Figure 7.2

Network Modes

You might note that the network picture below changes from mode to mode, this is because of the

nature of each mode lends itself to different network configurations.
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Basic Metwork Setup
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Figure 7.3
NAT Only Mode
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Basit Metwork Setup
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Figure 7.4
NAT with PPPoE Client
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Basit Metwork Setup
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Figure 7.5
NAT with DHCP Client

Don’t get hacked, get... .II!IBI'iCk 31

Firewall VPN 600/2 - 1200/2 User Manual



L ]
|Il!lBI'ICk HotBrick Firewall VPN 600/2 - 1200/2

Load Balance

This function allows you to setup network for “Load Balance”. The Firewall VPN’s “Load Balance” function
can select one of the Fixed IP, PPPoE or DHCP. The load balance in HotBrick works in the following way:

1. When you have both of your connections active, HotBrick will be constantly checking in which of the
connections is faster at that time. For example, if the link in the WAN1 is having a lot of traffic then
when the requests from your users will be directed preferably to the WAN?2. It also works the other
way around.

2. If for whatever reason your connection in either of the WAN connections is down, then the remaining
connection will maintain your access to the Internet.

'.H!Brlnk Firewall VPN 12002
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Figure 7.6
Load Balance

You can also specify in this tab the number of times HotBrick will try to reestablish the connection you
have for your PPPoE or DHCP connection if for any reason it goes down. By default number of attempts is
5.

Monitor

This function allows you to get a quick overview of the Firewall VPN’s status. By selecting which
summary report you want to display and then clicking "Update” you can view the current statistics for
the given report. You may select more than one at a time, and they will all be displayed in a single pop
up window sequentially. The reports will refresh in the pop up window every seven seconds. To close
this pop up window you can click the “Exit” button at the bottom of the page or click on the close
window icon for your browser.

Traffic Control

This summary report shows current bandwidth usage statistics for each service listed under the
Network Policy Services Tab (This is the default tab that is displayed when you click on the Network
Policy menu button).

VPN Tunnel

This summary report shows the current status of all VPN tunnels.
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DoS

This summary report shows all logged DoS attacks detected and stopped by the Firewall VPN.
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Figure 7.7
Monitor with Traffic Control and DoS selected.

Network Policy

This menu button allows for configuration of the Firewall VPN to conform to your organization’s security
policies and information security needs.

Service

This is the default tab that is displayed when you click on the “Network Policy” menu button. This shows
a list of services currently known by the Firewall VPN.

Rules

This list of services known by your Firewall VPN allows for quick enabling and disabling of traffic flows in
any given direction through the Firewall VPN. To clarify, these flows, LAN to WAN/DMZ, WAN to
LAN/DMZ, and WAN to LAN refer to the capability of the source network to access a server in the
destination network. For example, DMZ/LAN to WAN is the direction of network traffic flowing from your
local network (DMZ/LAN) to the Internet, referred to as the WAN or wide area network. By clicking the
checkbox and thereby enabling this traffic flow for a given service, you allow users from your DMZ or
LAN to access that given Internet service from some Internet server. In many cases enabling this flow
alone is enough for the typical end-user, since by doing so you do not restrict flow back through the
firewall for established TCP connections to Internet servers. Likewise for WAN to DMZ and WAN to LAN,
this allows users from the Internet to access servers that you are providing in your DMZ and or LAN, but
does not restrict data flowing back to these Internet clients for established connections to your servers.
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The final column, "One to One NAT Server,” will not show any servers for any services unless you are
using one of the NAT modes and add a server into your LAN. The latter of which can be done through
the “Add Service” tab, or by clicking on the “Intranet” menu button, then the "One to One NAT” tab. This
will be covered in more detail later.

To make changes to this page, and therefore to network policy through the Firewall VPN, simply click on
the checkbox desired and click “Update” at the bottom of the list.
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Figure 7.8
Network Policy, Services tab

Add Service

This tab allows the administrator to add and remove services from the Firewall VPN. You might note that
under “Service List,” the Firewall VPN lists all of the known services by increasing port humber order,
regardless if they are enabled or not. Common services, such as email and web access can be quickly
added and removed, since they are included by default into the Firewall VPN database of services. To
add such a service, simply click on the radio button for Common Services, select the service desired
from the pull down menu, and click on the “Update” button at the bottom of the screen.

In the event that the service you wish to add is unlisted, you can add the service manually clicking on
the Special Service radio button, filling in some name, the port, and the protocol that the service will
use. The name may not have any spaces or dashes. It might take some investigation to find the
correct settings to enable a custom service.

You might notice that the “Transmission Rate” and the “"New Rule” fields are filled in with some default
values as you select what service or what protocol to use. The “Transmission Rate” field allows you to
control possible attacks over a given service by limiting the number of new connections per second. If
the value set for “"Sync Packets/Sec” is exceeded, then those connections above the threshold will be
dropped and logged, under the “Log” menu button. The “New Rule” options allow you to configure the
service being added for the directions of traffic you want enabled for the new service.

After adding a new service, it will be added to the list below, for further modification. To modify an
existing service, click on the underlined name in this list, and it will bring up a window for changing the
port, protocol, and the “"Sync Packets/Sec,” the humber of new connections before the Firewall VPN
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begins dropping packets for that service. To delete a service from the Firewall VPN database, click on
the delete checkbox next to the desired service and click “Update” at the bottom of the screen.

Example: Let's open MSN Messenger ports for file transfer. Per the product documentation you have to
open as many TCP ports between 6891 and 6900.

Click in “Special Service”, type the a name for it like MSN_Messenger, choose the “Protocol” to TCP, then
type the port range separating the lower and the higher ports using a colon, like > 6891:6900. Hit
Update and you will see the new service in the “Service List”.
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Network Policy, Add Service tab

Special Rules

This tab allows the administrator to allow or deny a service from a user or group of users. This page is
closely linked with the first “Services” tab. This can be exemplified by enabling some of the traffic flows
for "Other Services and Ports” on the “Services” tab, then clicking back to the “Special Rules” tab to
view the changes.

To enable a service for a single user or group of users and deny the service to all other users, go back to
the “Services” tab, and disable all directions of traffic for the service in question. Then return to the
“Special Rules” tab, select the service from the pull down menu, select the “Allow” radio button, and
then configure the direction of the traffic. To do the last step requires knowledge from which part of your
network you will be attempting to access the service and to which part of the network the service is
being served, whether it is the LAN, DMZ, WAN. The character ‘*’, is a wildcard character meaning all
networks. Additionally you must know the IP addresses of both the source networks for which you would
like to have this service available too and the destination networks from which you expect will be serving
this service.

To disable a service for a single user or group of users, and allow the service for all other users, make
sure that the service has been enabled on the “Services” tab, and then return to the “Special Rules” tab.
Again, select the service from the pull down menu, select the “Deny” radio button, and then configure
the direction of the traffic.
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To remove any such special rules for a service, simply click on the checkbox next to the specific rule you
want to remove and click “"Update” at the bottom of the screen.

Matvenrk Policy

Servies Add Service Sessbon [ omtrol Anti-Dos Traftic Contral

Add New Network Access Rule
Sanaca ['Chtﬂ!lﬁ' "I

action © Allew T Deny
Natwork IP duddrwss Natmask

souce [ =1 F.F P P I 255.255.255.0 =
Destmation [waH = PPk PP ; 255.255.255.0 =
Metwiork Access Rules List
Source [P Dastmnaton [P
Dalete Action Sarvice SOURCE | rers Range DUSHRRNON o Range

Figure 7.10
Network Policy, Special Rules

Session Control

This tab allows you to control how the Firewall VPN handles sessions. More specifically, how long the
Firewall VPN will wait for each part of a session’s lifespan before closing the connection. For your
reference, a simplified diagram of the TCP/IP handshake is provided (Figure 7.12).

SYH
SYMNACK
ACK

<

Communication (ACK)

Client Server

FIM
ACK

FIM

AA

ACK

Figure 7.11
TCP/IP handshake diagram

e TCP SYN-SENT
The time you put into this field will be the length of time the Firewall VPN will wait for a
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matching SYN-RECV from the remote server before dropping the connection.

e TCP SYN-RECV
This happens when a server in your network transmits a TCP SYN-RECV, Firewall VPN will wait
the length time entered here for a TCP ACK, or acknowledgement from the remote client.

e TCP ESTABLISHED
This is the data transfer phase of an establish TCP connection, the firewall will maintain an idle
session for only as long as the time entered here.

e TCP FIN-WAIT
The Firewall VPN will wait the time entered for a FIN ACK, or a connection termination
acknowledgement from a remote server.

e TCP CLOSE-WAIT
The Firewall VPN will wait the time entered to successfully send a TCP LAST-ACK, or connection
termination request to a remote client.

e TCP LAST-ACK
The Firewall VPN will wait the time entered to receive a TCP ACK, or a connection termination
acknowledgement, from a remote client.

e TCP TIME-WAIT
The Firewall VPN will wait the time entered to receive a TCP LAST-ACK, or a final connection
termination acknowledgement, from a remote server.

e TCP CLOSED
The Firewall VPN will wait the time entered to maintain the TCP connection in closed state.

e UDP session idle timeout
The length of time the firewall will maintain a UDP session with no activity.

Metwork Pollcy

Add Service

Traffic Cantrel

Special Rules

Service Timeout or Threshold Value Comments

TCP SYM=SENT N < 999999 secands Tha firowall waiting for a matching TP
connpction request after having sont &
CONCBC Lo requsst

TCP SYN-RECV 1€ F,] £ B9599%3 secands The firewall waiting for a confirming
TCP connection reguat
acknowlsdgmant aftes hawrg bath
recaivied and sent a connactson
requast.

TCP ESTABLISHED 5 = [F200 & DO0000 saeands The normal state for the data transfer

= phase of the TCF connection. The

length of teme the firewall wil maintain
& TCP session with nd Bctivity.

TCP FIN-WAIT pe |12 © FITIFE secands The firewall waiting for & Connec tion
terrranation reguedt from the remats
TGP, or an acknpwledgment of the
CONFBChon Termaatan reguest

praviously sent.
TCP CLOSE-WATT Em The firgwall waiting for a connection
L= SR s termination requast from the local user.
TCP LAST=ACK 1= @ & Q00000 seeands Tha firowall waiting for an

acknowledgmont of the connection
termination request previously sent to
thé remate TCP,

Figure 7.12
Network Policy, Session Control
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Anti-DoS

This tab allows you to enable the Firewall VPN built-in defenses to common DoS attacks. Disabling is as
easy as clicking disable and then Update. You can disable and enable multiple attacks at once. Since the
last four attacks are not attacks based on flawed TCP/IP stacks, they are regulated instead by rate
limiters. To disable these, set the limit to zero.

Wotwork Palicy

ServiLes Add Service Spedial Bules Session Coabrol Fraffic Control

Dog Attack Prevention
Enable  [sable
LAKD Attack = r
Tosrdoap / Boirk f r
ascend Kill = r
Jolt = r
Onardrop & r
ping of Death L "
SYH Flood Limit |25 paCke 5/ SRC(PEr PRrvice)
SMURF Limit I:‘S pachats/sec
Ping Flood / Echo Stoms Limit [l“'a_ pachkats/sec
chaegen / Echo umic PS packals/sec
(HINT: O maans wandinited.)

Figure 7.13
Network Policy, Anti-DoS

IPS

This tab allows you to enable the Firewall VPN built-in defenses to common IPS (Intrusion Prevention
Systems) attacks. Disabling is as easy as clicking disable and then Update. You can disable and enable
multiple attacks at once. Also can select both Log and Drop or one.
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WER=115 Uricode2.pl sonpt (File parmissian
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Figure 7.14
Network Policy, IPS

Traffic Control

This tab shows current bandwidth usage for the three directions of traffic flow through the Firewall VPN.
It also allows the administrator to set traffic limiters for each individual service, to ensure quality of
service. Refer to the section above if you are still unclear about the directions of traffic.

Metvrork Policy

Add Service

Service

Total Services Flow

Qthlr Serviced Flow
File_Transfer(FTR N ApH211cp]
Wab{HT TR http)[E0tcp]

VPN

Special Rules

= Enable ™ Dissble

Bl Wi

F Auto Dats Pefresh per |7 ARconil

Setting Curent Setting
Ouas
000

ouaa | Ehite/Sec

o “I Ebits/Sac

Figure 7.15
Network Policy, Traffic Control

This menu allows the administrator to manage, add, and delete VPN tunnels that are routed through the

Firewall VPN.

Status

This tab allows for quick management of existing VPN tunnels. Selecting the tunnel type will show
tunnels corresponding to that type. If you disable the tunnel status, no VPN tunnel can be established
with your Firewall VPN and existing tunnels will be shutdown. This is a quick way to shutdown all

tunnels.
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Configure Certific ate PRTP/L2TP

Tunmel Type
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Tunnel Status
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(LNTR RN 2 ETE 85,0 SELEPOLLZA45 L7206 024

Figure 7.16
VPN, Status tab, two disabled VPN showing, and no refresh

Configure

This tab is for adding new L2TP/IPSec VPN tunnels.

Cerificate FFTRFLZTP

Acdd Mewr Tunimel

Tuneal Hama: |

IKE
Authentcation Type: & Pra-Bhared Key
String

Lo o)

KRy
MIMT: The masieum length of Pre-Shared Key 5 126 strings.
© REA Signature
™ %509
fgenote 10 |
i
Remota Public Ky

Figure 7.17
VPN, Configure tab

Certificate

This tab is for managing, adding, and deleting certificates from third party certificate authorities.
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Figure 7.18

VPN, Certificate tab, sample RSA public key

RADIUS

This tab is for configuring the Firewall VPN to dial into a RADIUS server, to configure the Firewall VPN to
be a RADIUS server itself, as well as management of any clients that will use the Firewall VPN as a

RADIUS server.

Certslicate

Candigure

FPTPfLETP

Crlalup Setting

Local RADIUS Server

Secrat

" Enable = Disablo

Tima out after [3 seconds for each Radius servar query
Time out after |11 mirutis of weers inactivity

Shared Secrat ey [singlzs
Assigred Usor I Addross [/ il A B
Prmary DN 152 G =
Secondary DNS | 5 A A
FADIUS Server Primary|152 1887 40 (P Addross,Mama)

Secandary (1P Address,Mame)

" Enable ™ Dvable

Allow RADNIS Clent (1P Acddress)

vey[

Figure 7.19

VPN, RADIUS tab, sample dial-up information for the Firewall VPN to dial another RADIUS server for remote
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Users

This tab is for managing, adding, and deleting of users for all VPN tunnels. You must tell what kind of
tunnels your users can access and their password. After you're done creating them, go to the
“PPTP/L2TP” tab to configure the tunnel you wish to use if creating a tunnel of that kind.

Canfigure Certificate Hadius FPTPSLETE
Add Mew User
Uwrﬂam| r mapius T oepTe T L2TR
FPassword |
Condiren I
User List
Ot LUsar Hame RADIE  PPTR L2TR

Figure 7.20
VPN, Users tab

PPTP/L2TP

This tab is for management of the PPTP and L2TP settings. To create a PPTP or L2TP tunnel for your
remote users, click either in "PPTP Remote IP” or "L2TP Remote IP” and define the ranges that you want
to give your remote users when they gain access to your corporate network. Do not forget to change the
tunnel status to “Enable” when configuring your PPTP or L2TP tunnel.

batuy tanFigure Lertific ale Radius Users PETR/LITE
Status
FPTP i Enable © Disable LZTP  Enable © Cisable
P Configure
FETP Pamate (P TP B L
PRTP Settings
PETP authentication Protocols B PaP B CHAP FF ME=CHAPyl FF MS=CHAPYZ
PPTP Encryplion F MepE 40-bit W MFPE 128-bit W Stateless mode
Mansmvum Eonnect Tima I miniutes (0 means unbmited. )
Primary DWS [1 It o [T N
LZTP Seltings
LITP authentication Protocols ¥ pap B CHAP F MS-CHAPw1 P MS-CHAaPv2
Maximum Connect Tlmﬂﬁ miniutes (0 means unlmited.)
Frimary DS 4 a1 B g
Figure 7.21

VPN, PPTP/L2TP tab
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View Log

This tab is for viewing all logs related to the VPN.

Status Certific ate adius PETPSLETE

Configure

Typa Lwal
n:";f; IKE  Notification [ Twnned Mame:"wpnl® | added connection description
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How 30
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Figure 7.22
VPN, View Log tab
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How to Configure the HotBrick Firewall VPN Server for Remote User access

The first thing you have to do is decide which kind of encryption you’re going to use in the VPN connection
you're about to create. You have the option to use either PPTP or L2TP.

After you decide what kind of tunnel will be used, we need to create its users. Let’s create PPTP tunnels
for this example, but if you plan to use L2TP the steps are the same, just make sure to apply the patches
explained at the end of this section about your Windows clients’ connections.

PLUnNe

Click in Advanced Setup

On the top menu choose VPN

In VPN, choose the tab Users.

In this tab you will give them a username, then click in the checkbox VPN, then create and
confirm the password. When you’re done hit Update.

Now let’s configure the tunnel:

PLUNE=

PN U

9.

On the top menu choose VPN

Click in the tab PPTP/L2TP.

In this tab go to the section IP Configure, click in the link PPTP Remote IP.

In the section Add PPTP/L2TP IP Range, choose the radio button PPTP and let’s use a range of
10 IPs for this example, so let’s type 230 to 239 (assuming that the IP schema you have in your
network is 192.168.1.X), when you’re done hit Update.

On the top menu choose VPN

Click in the tab PPTP/L2TP.

Under the section Status, choose the option Enable under PPTP

In the section PPTP Settings, keep all the authentications protocols and PPP encryptions checked.
In the Maximum Connect Time leave the as 0, and in the Primary DNS and Secondary DNS use
the information provided by your ISP.

Hit Update

You're done configuring the HotBrick. Now it’s time to configure the client side, just follow the steps for
your windows client computer.

Configure a VPN Connection to Your Corporate Network in Windows 2000

To create a VPN connection under Windows 2000, you should:

PN

ow

Go to the Control Panel and then Network and Dial-up Connections

Select Make New Connection. This will open the Network Connection Wizard.

Select the option Connect to a private network through the Internet and click Next.
Because you are already connected to the Internet, click Do not dial the initial connection.
Click Next.

In the Host name field, enter the IP address for the HotBrick to which you are connecting

Select whether you want the connection to be available for all users/accounts on your machine, or
just for yourself. Click Next.

Finally choose a name for the connection and click Finish. You can specify for a shortcut to be
added to your desktop if required.

Configure a VPN Connection to Your Corporate Network in Windows XP

How to Create a New VPN Connection

1.

2.

To open the Network Connections folder, click Start, click Control Panel, click Network and
Internet Connections, and then double-click Network Connections.

Click Create a new connection, and then click Next. Click Connect to the network at my
workplace, and then click Next.
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3. Click Virtual Private Network connection, click Next. Type a descriptive name for your
company, and click Next.

Because you are already connected to the Internet, click Do not dial the initial connection.
Type the host IP address for the HotBrick to which you are connecting, and then click Next.
Choose whether you want this connection to be shared by all users (Anyone's use) of this
computer, or only for yourself (My use only).

7. Click Next, and then click Finish to end the Setup process.

ouk

How to Modify the VPN Connection to use L2TP

1. To open an existing connection, click Start, click Control Panel, click Network and Internet
Connections, and then double-click Network Connections.

2. Click the connection, and then click Change settings of this connection.

3. On the General tab, you can change the IP address for the HotBrick to which you are connecting
if you want or need to.

4. On the Networking tab, you can change the type of secure protocol to L2TP IPSec VPN.

5. On the Security tab, click in the Advanced option, and click in the Settings button.

6. On the drop down menu choose, Requires Encryption (disconnect if the server declines).

7. In Logon Security, click in Allow These protocols:

a. Unencrypted Password (PAP)
b. Challenge Handshake Authentication Protocol (CHAP)
c. Microsoft CHAP
d. Microsoft CHAP Version 2
e. Click OK, and OK again.

Note: If you are creating a L2TP tunnel to your remote office from your client computer, Microsoft has
released an update package to enhance the current functionality of the Layer Two Tunneling Protocol
(L2TP) and Internet Protocol security (IPSec) on computers that are running Windows XP or Windows
2000. We strongly recommend that you apply these patches.

Please review the article number 818043: L2TP/IPSec NAT-T Update for Windows XP and Windows 2000:

http://support.microsoft.com/default.aspx?scid=kb;%5bLN%5d;818043

Also it will be necessary to disable IPSec policy in order for the L2TP tunnel to work, go to the article
258261: Disabling IPSEC Policy Used with L2TP for the step-by-step on how to perform this procedure.

http://support.microsoft.com/default.aspx?scid=kb;en-us;258261

Web Filter

This menu is for filtering web content to conform to your organization’s policies. The rules for this can be
quite complex but are based on the regular expression engine used on *NIX systems. Additionally, the
web filter can support multi byte characters.

Character Matches Examples

\ Quote the next character \. =>,

. any single character l.ve => love, live, I-ve, ...

? 0 or 1 matches to the preceding se?x => sex, SX
character

nc?tu => ntu, nctu
* 0 or more matches to the preceding |ab*c => ac, abc, abbc, abbbc, ...
character. (repeating characters)

Zyx* => zy, ZyX, ZyXX, ZyXXX, ...
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*rst => st, rst, rrst, rrrst, ...

1 or more matches to the preceding
character. (repeating characters)

W+ => w, ww, www, ...

h+ => h, hh, hhh, ...

Y+ => VY, VY, YYY, ..

These regular expressions can be combined for maximum effect to block a range of possible URL and
content string matches. For example, foreignaffairs?\.c. can block:

foreignaffair.com, foreignaffairs.com, foreignaffairs.cc, foreignaffair.cx, foreignaffair.cc and so on...

URL

This tab is for filtering web content based on its URL, or universal resource locator. You can block a
specific domain or use fuzzy logic to block domains with similar names.
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Web Filter, URL Filter tab, sample filters in place
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Schedule

This tab is for setting up a schedule to filter content.

Contenk

Add Mew Schedule
Option ¥ URL Fiker ¥ Content Filter

Time  Dady: [00 =] - [o0 =] <[00 =] - [oo =] [Enatie =
© weekly, [Sun =] Time 00 =] - [0 =] o0 =] - foo 2] [Ensese =]
™ Morthty-day [01 =] Time [00 =] : [00 =] ~[o0 =] . [00 =] [Enable =]

Schedule List

L1 Dekete Tovwt URL Fatar Cowdierd Fita Hatus
1 Daiy0B00-1200 v =<
2 Day 12061300 v ot

™ Delote ol filter strings of this page
1125

Figure 7.24
Web Filter, Schedule tab, sample schedules in place
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Access Forbidden

Your HTTE request s not permitted by " aotdronics. oom
Eenpon [[TRL Eher] match rue [DomunltTume)

Figure 7.25
Access Forbidden when attempting to access a page that is screened out by the content filter.

Intranet
This menu is for configuring your Intranet, referred to earlier as the LAN, or local area network.
DHCP Information

This tab is for a quick overview and basic configuration of the Firewall VPN’s built-in DHCP server.
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DHCP Add & Del

This tab is for configuring the Firewall VPN’s built-in DHCP server. More specifically, this page allows the
administrator to add new ranges to the dynamic IP allocation, or add fixed IP allocations for specific

machines.

Intranat

Figure 7.26
Intranet, DHCP Information tab, sample settings in place.
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Figure 7.27
Intranet, DHCP Add&Del tab

This tab is for configuring the Firewall VPN to allow users from the DMZ or Internet (WAN), to access

servers in the Intranet (LAN).
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Intranat

DHOP Informstion DHCF AddiDel
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Figure 7.28
Intranet, One to One NAT tab

System Service

This menu is to configure the Firewall VPN’s system. Items such as system time, backup, and version are
included in this.

Time

This tab shows the current system time, and allows the administrator to synchronize the time or
schedule when they would like synchronization with a network timeserver to take place.

Aystem Sarvice

Administrator Version Backup Restore Diagnestic

Current Teme: Tue Nov 30 02: 50022 GMT 1989

synchronization Settings
Syncheonize row | T Auto ¢ Manual & Ho
Salact Tava Zore ! [.:.mp-u'.a,.-‘.t.n:' Fef @iy 3
Manual Time Comection ! ggpe. i 3 _| Manth -] by - wear

Tm:m:

Time servar © o~ | (1P Address,/FQON)
& [ vime.rest. goy =]
Automatically synchronize | = aneg par[1hr =
= Disabla

Figure 7.29
System Service, Time tab

Administrator

This tab allows the administrator to change information pertaining to the "Administrator” account. In
addition it allows for configuration of remote (Internet) administration of the Firewall VPN.
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Figure 7.30

System Service, Administrator tab

Time out! Please re-login!

Version

Figure 7.31
Time out screen

This tab shows the current version of the Firewall VPN, and allows the administrator to update the

Firewall VPN immediately.
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Figure 7.32

System service, Version tab
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Backup

This tab allows the administrator to backup critical system configuration files, and then restore the
Firewall VPN from a backup.

Systam Sarvice

Thiie Adinlsitratar Verslan Boatare Blagaaitic

System Backup
Backip File by Mail
Mail to Admirstrator © Enable & Dicable

Backup Schrdule
™ Backup now
~ paby: [05]: [5]
r waskhy: [E0n =] Time [55 =] [087+]
= paonthly:Day [01 =] Time [05 =1 [05 =]

Backup File List
Dalgta Filg mama Tima Dowrdoad
Dafault File 04172003 Hbeick. bak New 30 0301 ra

Figure 7.33
System Service, Backup tab

Restore

This tab allows the administrator upload System Backup File.
By sbam Sarvice

Administrator Version Batkup Disgnastic

Upload System Backup File
Fida Mamg (From your campiter) |C \Documents and Seotey S0

Figure 7.34
System Service, Backup, restoring from a backup file

Diagnostic

This tab allows the administrator to execute standard diagnostic tools from the Firewall VPN.
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Systom Sorvioe

Administrater Backup Reatore

Chiogse a Dlagnostic Tool
# Look up the DNS name: I—
© Find lecation of this IP address of domain nams; |
™ Ping the 1P address or domain rumll

Diagnostic Result

Figure 7.35
System Service, Diagnostic tab

System Bervice

Thme Adnwinkstrator Wersiom Badhip Reslore

Choose a Diagnostic Tool
™ Logk up the DNS mame: I—

' Find location of this 1P address or domain name: |

' Ping the [ address or domain name |

Diagnostic Result

PING 10.10,.3.%6 [10,30.1.66]; 5§ data hytes

64 bytes from 10.10.1.486: lcmp seq=0 tEl=128 Eilme=10.0 ma
84 bytea from 10.10.1.46: icep seq=l tel=12@ cime=10.0 ma
64 byres feem 10.10.3.486: iesp seq= rel=128 cime=0.0 ms
64 byres from 10.10.1.661 lesmp seqed cel=128 cise=0.0 =
64 byres from 10.10.1.%61 icmp seqed tol=lif cise=0.0 =

=== 10.10-1.6& ping statistice --—-
5 packata CIAsEmitted, 5 packets cecelved, Ot packet loas
cound=trip BiR/ave may = 0.0/4.0/10.0 ms

Figure 7.36
System Service, Diagnostic tab, sample ping data

Log

This menu summarizes all of the logs for the Firewall VPN, allowing the administrator to configure, search,
and save these logs.

View Log

This tab displays the main log for the Firewall VPN.
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Lzg Sekting Remate Log ek Statiakic Soarch

Time Type Lavel Massage
Mo 30
00:00: 52 Admin  Information System Power On.
Mow 301
00-00: 54 tdmin  Information [Scomgale] Start
Moy 30

e pHCP  Information Sending on subnat fallback-nat
00:02:26
Moy 30
O0-05:49 admin  Information admin login from 10.10. 1.66
I 1EE Picitificati Tuminol Mamo: 1* | added Tion dier i
00:20:56 incRbio [ <*wpnl® | added connac scription
Mo 30 =
oo ;u._s',r IKE  Motification [ Tunnel Msme:"wprnl® ] Phase 1: initisting Main Mode
olopeg  Admn  information IPSec Configuration Add a Tummel vpnl
How 30 : .
00-22:07 IKE Matification [ Tunnel Mema:*wprl® ] Phase 1: nitisting Main Mode

1KE Matification last message répeated 1 times

Agdmin  Information Change backip echedula to manthily

Figure 7.37
Log, View log, sample policy warnings

Log Settings

This tab allows the administrator to configure some of the log settings, such as where th

mailed to, when to send the log, and what should be logged.

e logs will be

Wiew Log Remate Lag wWeh Statintic smarch
Fratus
= Enable ™ Dwsable
Lag Mailing Settings
Mal Subject [VPHLog  (ex: System Log)
The log wil be sent to *admingims.isp.com * Change E-mail
Tha SMTP server is "10.10, 10,10, * Changs Mail Senver
Schedule
~ Band lag maw
 Sand log now and chaar log
Sard Log [when Ful =] gvery [9507 =] at [00 -] ;0o
Find Log Matching Critena

Packet Dlecking B pokcy (Metwork Policy) ¥ URL (web Fiter) ¥ Content (web Fiter)
Gession GroationfRemove F (e F pppal B ERTR B L2TE P RaDius
Intrasion Detection & ios F psec
User Authentication ¥ popgg B ppTe B L2TP & RADIUS
Bystam Malntenance F sdmn B SyMe B oMce F Clock

Figure 7.38
Log, Log Setting tab
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Remote Log

This tab allows the administrator to configure remote log settings, such as setup the remote server IP or
FQDN.

View Lag Lisg Setting Wekb Statistic

Status
™ Enable * Disable

Remate Log Servar [1010T0T1E (1P Addross/FQON}

Figure 7.39
Log, Remote Log Setting tab

Web Statistics

This tab allows the administrator to track the most visited web sites.

Wiew Limg Log Setting Wemols Log
Status
Currant Sample Pencd: 0 Days. 0 Howrs,D Minutes, 0 Seconds
 Enable  Disable

Figure 7.40
Log, Web Statistic tab

Search

This tab allows the administrator to search the main log.

Web Statistic

Yiewm Loq Log Setting HRemate Log

Select Log
typelar o

Laval |Emergency = gg [Infarmation =]

MeEEags |

Figure 7.41
Log, Search tab, sample search data
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Exit
This menu item exits the Firewall VPN web administration interface, returning to the login screen.

Quick Tips
How do I reset my HotBrick to factory defaults if everything else fails?

Press the reset button 5 times in a row (with a half second interval). The box will reboot; since it is a
master reboot, it will take approximately 5 minutes.

I have a cable modem and when I connect it to my HotBrick I have no link light. What can be
wrong?

Cable modems are characterized by storing the MAC address of the device they were attached previously.
What you have to do it to unplug the cable modem from the HotBrick wan port. Remove the power cable
of the cable modem for about 10 seconds. After that plug the power back into the cable modem and wait
until its lights go back to their normal behavior. Now, plug to cable modem into the HotBrick WAN port
again and it will start to work normally.
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How to Use Port Triggering

Port Triggering

HotBrick Firewall VPN 600/2 - 1200/2

If a connection from LAN to Internet matches a rule range, then initiates another special rule mapping
wan port (range) to LAN host.

Here we get an example case:

Example case:

n

A web-based media server need to click movie via browser, then player will be initialized and “receive”
movie.

Setting Steps: (Adding entry)

PLunNke

Deleting entries:

1.

Trigger port

Incoming Port

80

8100~8199

GUI location: Advanced Setup > Network Policy > Port Trigger
Insert trigger port (could be a range)
Insert Incoming port (could be a range)
Click update button to apply setting.

Select “"Del” check box in front which item you want to delete.
2. Click update box, the entry and rules will be flushed after executing.
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e Created with HyperSnap-DX 4

i To svcid tni;stsrnl;_ ouy 2 licenss 5t
vy Hyperionics.com
T IO Special Session Traffic Port
I Service I Rules Control Control Trigger
Del| Mo Trigger Name Trigger Port Range Incoming Port Range
7 1. |Media_Server_Trigger [s0 ~ [a0 {5100 ~ [8199
2. | oz ~ |

| BT TS BT P BT B B T

Update

Note:

1. Trigger port will be blocked if there’s any blocking rule in firewall setting.

2. If trigger port is free to Internet, Incoming port will not be blocked even if the service is not in allow
list of firewall.

3. It doesn’t matter what IP address of Client host IP or remote server IP when setting.
But connection incoming will only match the source and destination of trigger connection.

Ex: LAN user 192.168.0.1 trigger TCP 80, Incoming a connection TCP 8100 from 61.62.30.251
Then only 192.168.0.1 receive incoming data, other packet from another server or to another LAN
user will not be send to 192.168.0.1
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How to Use Standard Transparent Mode
Standard Transparent mode

This mode means forwarding packets without NAT. This Network mode used on a topology which all in
real IP.

Example case:

Router IP 192.168.1.254

HotBrick IP 192.168.1.253

Client hosts stand behind of HotBrick, IP range start from 192.168.1.10
All hosts in this case in 192.168.1.0/16, go to Internet through HotBrick.
Admin login from 192.168.1.10

kN
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Setting steps:

Login GUI management interface

Go to Advanced > Setup - Setup > Select “Standard Transparent”
Insert gateway and VPN WAN IP into setup screen

Insert Client IP in to setup screen

Click Update, apply setting.

uhwnN =

. juw Created with HyperSnap-Di 4
i To svcid this stamp, ouy 2 license st
WA HypEFIDI'IICS.CGn'I

ent © NAT Only © NAT With PPPoE Client © NAT With DHCP Client

Host Name DNS Server

Host Name [vpnfirewall " DNS Relay
pns1 (188 L fss 1 Al
onsz (168 Lfes 12 L [1 {optional)
DNS3 | . I 3 I i I (optional)

Basic Information

B (B e B L VPN IP Configuration
=i == T
Gatewmyrea 192 188 |1 fess
sernsize 192 168 1 [283 femirse
L2 Switoh Matmask: [ 255.255.0.0 =

= HotBrck Fireugll WP .
w @ Admin IP Configuration
| [cu.emclmz Jwes 1l |
|

6. All routing will be flushed but “Client IP” and “Gateway”
7. Move to “"LAN IP range” - Build a LAN hosts list.

o Created with HyperSnap-DX 4 ey

.@' To =wcid this stamp, ouy & license st i
ww Hyperionics.com E
| I N | Gataway I-P:|192 |153 |1 ,|25-1-
Externz| [P !192 i1EB I‘1 !253 fram ISE

Netmaski| 255.255.0.0 7]

HotBACK FInsusll “P i

cient1=:[192 L [188 |1 |[10

Build LAN hosts list here.

TUEr: I

sarver [P Range:
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8. Insert LAN IP which under HotBrick, by range.

Monitor

Add LAN IP Range Insert here

mAddressan—ﬂw_ﬁ s LM ok o192 ifes [ L |254 ]

LAN IP Range

Delete IP Address Range
Apply here

Update

9. Make sure LAN IP range exists.

o Creatn_ad \.yith HyperSnE_lp-DX 4
i To svcid this sEmE, Duy 2 licenz= 5t

vy Hyperionics.com
Status I Setup I Load

Monitor

Add LAN IP Range
1P Address From [192 . [168 |, | . Taltoz . [1e8 |, i

LAN IP Range
Delete IP Address Range
[l_ 192,168.1,1-192,168.1.254 ]

Note:

1. Client IP = Admin IP, Admin login into management GUI only from this source IP.

2. Make sure all exist IP (range) is in LAN IP range or users will unable to access Internet

3. In this release so far (0_1_0471), Admin must modify LAN IP range after switching to Transparent
Mode.
Do not support setup LAN IP range before switching to Transparent Mode.
(Entry will be flushed after executing.)
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APPENDIX A - Commonly Used Ports and Services

HotBrick Firewall VPN 600/2 - 1200/2

~ PortNo.  Protocol  Service Name Aliases | Comment

7 TCP echo Echo

7 UDP echo Echo

9 TCP discard sink null Discard

9 UDP discard sink null Discard

13 TCP daytime Daytime

13 uDP daytime Daytime

17 TCP gotd quote Quote of the day

17 UDP gotd quote Quote of the day

19 TCP chargen ttytst source | Character generator

19 UDP chargen ttytst source | Character generator

20 TCP ftp-data File Transfer

21 TCP ftp FTP Control

23 TCP telnet Telnet

25 TCP smtp mail Simple Mail Transfer

37 TCP time Time

37 UDP time Time

39 UDP rip resource Resource Location Protocol

42 TCP nameserver name Host Name Server

42 UDP nameserver name Host Name Server

43 TCP nicname whois Who Is

53 TCP domain Domain Name

53 UDP domain Domain Name Server

67 UDP bootps dhcps Bootstrap Protocol Server

68 UDP bootpc dhcpc Bootstrap Protocol Client

69 UDP tftp Trivial File Transfer

70 TCP gopher Gopher

79 TCP finger Finger

80 TCP http www, http World Wide Web

88 TCP kerberos krb5 Kerberos

88 UbDP kerberos krb5 Kerberos

101 TCP hostname hostnames NIC Host Name Server

102 TCP iso-tsap ISO-TSAP Class 0

107 TCP rtelnet Remote Telnet Service

109 TCP pop2 postoffice Post Office Protocol - Version 2

110 TCP pop3 postoffice Post Office Protocol - Version 3

111 TCP sunrpc rpcbind SUN Remote Procedure Call
portmap

111 ubpP sunrpc rpcbind SUN Remote Procedure Call
portmap

113 TCP auth ident tap Authentication Service

117 TCP uucp-path UUCP Path Service

119 TCP nntp usenet Network News Transfer Protocol

123 UubP ntp Network Time Protocol

135 TCP epmap loc-srv DCE endpoint resolution

135 UDP epmap loc-srv DCE endpoint resolution

137 TCP netbios-ns nbname NETBIOS Name Service

137 UDP netbios-ns nbname NETBIOS Name Service

138 UDP netbios-dgm nbdatagram NETBIOS Datagram Service

139 TCP netbios-ssn nbsession NETBIOS Session Service

143 TCP imap imap4 Internet Message Access Protocol

158 TCP pcmail-srv repository PC Mail Server

161 UbP snmp snmp SNMP

162 UDP snmptrap snmp-trap SNMP TRAP

170 TCP print-srv Network PostScript

179 TCP bgp Border Gateway Protocol

194 TCP irc Internet Relay Chat Protocol

213 UDP ipx IPX over IP

389 TCP Idap Lightweight Directory Access Protocol
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443 TCP https MCom
443 UDP https MCom
445 TCP Microsoft CIFS
445 uDP Microsoft CIFS
464 TCP kpasswd Kerberos (v5)
464 UubP kpasswd Kerberos (v5)
500 UDP isakmp ike Internet Key Exchange (IPSec)
512 TCP exec Remote Process Execution
512 UDP biff comsat Notifies users of new mail
513 TCP login Remote Login
513 UDP who whod Database of who's logged on, average load
514 TCP cmd shell Automatic Authentication
514 UDP syslog
515 TCP printer spooler Listens for incoming connections
517 UDP talk Establishes TCP Connection
518 UDP ntalk
520 TCP efs Extended File Name Server
520 UDP router router RIPv.1, RIPv.2

routed
525 uDP timed timeserver Timeserver
526 TCP tempo newdate Newdate
530 TCP,UDP courier rpc RPC
531 TCP conference chat IRC Chat
532 TCP netnews readnews Readnews
533 UbP netwall For emergency broadcasts
540 TCP uucp uucpd Uucpd
543 TCP klogin Kerberos login
544 TCP kshell kremd Kerberos remote shell
550 UDP new-rwho new-who New-who
556 TCP remotefs rfs Rfs Server

rfs_server
560 UDP rmonitor rmonitord Rmonitor
561 UDP monitor
636 TCP Idaps sldap LDAP over TLS/SSL
749 TCP kerberos-adm Kerberos administration
749 uDP kerberos-adm Kerberos administration
1109 TCP kpop Kerberos POP
1167 ubpP phone Conference calling
1433 TCP ms-sql-s Microsoft-SQL-Server
1433 UDP ms-sql-s Microsoft-SQL-Server
1434 TCP ms-sqgl-m Microsoft-SQL-Monitor
1434 UDP ms-sgl-m Microsoft-SQL-Monitor
1512 TCP wins Microsoft Windows Internet Name Service
1512 UDP wins Microsoft Windows Internet Name Service
1524 TCP ingreslock ingres Ingres
1701 UDP 12tp Layer Two Tunneling Protocol
1723 TCP pptp Point-to-point tunneling protocol
1812 UDP radiusauth RRAS (RADIUS authentication protocol)
1813 UDP radacct RRAS (RADIUS accounting protocol)
2049 uDP nfsd nfs Sun NFS server
2053 TCP knetd Kerberos de-multiplexer
2504 ubpP nlbs Network Load Balancing
9535 TCP man Remote Man Server

Don’t get hacked, get... .ll!lBI‘iCk

Firewall VPN 600/2 - 1200/2 User Manual



T Brick

APPENDIX B - Common Services and Ports
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Service Name ~_ ubP TCP |
Browsing datagram responses of NetBIOS over TCP/IP 138
Browsing requests of NetBIOS over TCP/IP 137
Client/Server Communication 135
Common Internet File System (CIFS) 445 139, 445
Content Replication Service 560
Cybercash Administration 8001
Cybercash Coin Gateway 8002
Cybercash Credit Gateway 8000
DCOM (SCM uses udp/tcp to dynamically assign ports for DCOM) | 135 135
DHCP client 67
DHCP server 68
DHCP Manager 135
DNS Administration 139
DNS client to server lookup (varies) 53 53
Exchange Server 5.0
Client Server Communication 135
Exchange Administrator 135
IMAP 143
IMAP (SSL) 993
LDAP 389
LDAP (SSL) 636
MTA - X.400 over TCP/IP 102
POP3 110
POP3 (SSL) 995
RPC 135
SMTP 25
NNTP 119
NNTP (SSL) 563
File shares name lookup 137
File shares session 139
FTP 21
FTP-data 20
HTTP 80
HTTP-Secure Sockets Layer (SSL) 443
Internet Information Services (IIS) 80
IMAP 143
IMAP (SSL) 993
IKE 500
IPSec Authentication Header (AH)
IPSec Encapsulation Security Payload (ESP)
IRC 531
ISPMOD (SBS 2nd tier DNS registration wizard) 1234
Kerberos de-multiplexer 2053
Kerberos klogin 543
Kerberos kpasswd (v5) 464 464
Kerberos krb5 88 88
Kerberos kshell 544
L2TP 1701
LDAP 389
LDAP (SSL) 636
Login Sequence 137,138 139
Macintosh, File Services (AFP/IP) 548
Membership DPA 568
Membership MSN 569
Microsoft Chat client to server 6667
Microsoft Chat server to server 6665
Microsoft Message Queue Server 1801 1801
Microsoft Message Queue Server 3527 135, 2101
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Microsoft Message Queue Server 2103, 2105
MTA - X.400 over TCP/IP 102
NetBT datagrams 138

NetBT name lookups 137

NetBT service sessions 139
NetLogon 138

NetMeeting Audio Call Control 1731
NetMeeting H.323 call setup 1720
NetMeeting H.323 streaming RTP over UDP Dynamic

NetMeeting Internet Locator Server ILS 389
NetMeeting RTP audio stream Dynamic

NetMeeting T.120 1503
NetMeeting User Location Service 522
NetMeeting user location service ULS 522
Network Load Balancing 2504

NNTP 119
NNTP (SSL) 563
Outlook (see for ports)

Pass Through Verification 137, 138 139
POP3 110
POP3 (SSL) 995
PPTP control 1723
PPTP data

Printer sharing name lookup 137

Printer sharing session 139
Radius accounting (Routing and Remote Access) 1646 or 1813

Radius authentication (Routing and Remote Access) 1645 or 1812
Remote Install TFTP 69
RPC client fixed port session queries 1500
RPC client using a fixed port session replication 2500
RPC session ports Dynamic
RPC user manager, service manager, port mapper 135
SCM used by DCOM 135 135
SMTP 25
SNMP 161

SNMP Trap 162

SQL Named Pipes encryption over other protocols name lookup 137

SQL RPC encryption over other protocols name lookup 137

SQL session 139
SQL session 1433
SQL session 1024 - 5000
SQL session mapper 135
SQL TCP client name lookup 53 53
Telnet 23
Terminal Server 3389
UNIX Printing 515
WINS Manager 135
WINS NetBios over TCP/IP name service 137

WINS Proxy 137

WINS Registration 137
WINS Replication 42
X400 102
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