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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Please consult the DrayTek web site for more information on newest firmware, tools
and documents. For more detailed information, please refer to http://www.draytek.com

Parts of the anti-virus features are powered by Kaspersky Lab ZAO. For more detailed
information, please refer to http://www.kaspersky.com.
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European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, HuKou County, HsinChu Industrial Park, Hsin-Chu, Taiwan 303
Product: VigorPro 5300 Series

DrayTek Corp. declares that VigorPro 5300 Series is in compliance with the following essential requirements and
other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class A and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the use is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different form that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Taiwanese BSMI (Bureau of Standards, Metrology and Inspection) A Warning:

Warning: This device might cause interference of radio frequency under the environment of dwelling. In such
condition, the users might be asked to adopt some proper strategies.

Please visit www.draytek.com/about_us/R_TTE_Certification.php.

ZCeOFE

This product is designed for the ISDN and 2.4GHz WLAN network throughout the EC region and Switzerland
with restrictions in France. Please see the user manual for the applicable networks on your product.
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(]:, Preface

VigorPro 5300 is a broadband router with dual-WAN interface. It provides policy-based
load-balance, fail-over and BOD (Bandwidth on Demand), also it integrates IP layer QoS,
NAT session/bandwidth management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform, hardware encryption of AES/DES/3DS and
hardware key hash of SHA-1/MD?5, the router increases the performance of VPN greatly,
and offers several protocols (such as IPSec/PPTP/L2TP) with up to 100 VPN tunnels.

The object-originated design used in SPI1 (Stateful Packet Inspection) firewall allows users to
set firewall policy with ease. CSM (Content Security Management) provides users control
and management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than
before. By the way, DoS/DDoS prevention and URL/Web content filter strengthen the
security outside and control inside.

Obiject-based firewall is flexible and allows your network be safe. In addition, through VolP
function, the communication fee for you and remote people can be reduced.

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.

Cancel Cancel current settings and recover to the previous saved settings.

Clear

-
P

Clear all the selections and parameters settings, including selection from
drop-down list. All the values must be reset with factory default settings.

Add Add new settings for specified item.

St Edit the settings for the selected item.

Delete

Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 3 for
detailed explanation.
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1.2 LED Indicators and Connectors
1.1.1 For VigorPro5300

DrayTek

VIGORFRO 53200

UNIFIED SECURITY FIREWALL

LED Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

IDP (Intrusion Detection and On The anti-intrusion function is enabled.

Prevention) (Yellow)

Virus On The anti-virus function is enabled.
(Yellow)

CsSM On The profile of CSM (Content Security

Management) for IM/P2P, URL content filter
and/or Web content filter application is enabled
from Firewall >> General Setup or Filter Setup.
(Such profile is established under CSM menu).

WAN1/2 On The WAN1 or WAN2 port is connected.
Blinking It will blink while transmitting data.
MGMT On The router is managed by Telnet.
Blinking It will blink while being managed by IE browser.
VPN On The VPN tunnel is launched.
Off The VPN tunnel is closed.
QoS On The QoS function is active.
LED on Connector
Left LED On The port is connected.
WAN 1/2 Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
Off The port is connected with 10Mbps
LAN 1/2/3/4 Left LED On The port is connected.
Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
Off The port is connected with 10Mbps

2 VigorPro5300 Series User's Guide



Interface Description

Factory Reset

Restore the default settings.

Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
configuration.

Restart Restart the router forcefully.

WAN(1/2) Connecters for remote networked devices.
LAN (1-4) Connecters for local networked devices.
PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.1.2 For VigorPro5300n

DrayTek

VIGORPRO S300mn

UHIFIED SECURITY FIREWALL

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
IDP (Intrusion Detection and On The anti-intrusion function is enabled.
Prevention) (Yellow)
Virus On The anti-virus function is enabled.
(Yellow)
WLAN On Wireless access point is ready.
Blinking It will blink slowly while wireless traffic goes
through.

If ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and it will
return to normal condition after two minutes. (You
need to setup WPS within 2 minutes.)

WAN1/2 On The WAN1 or WAN2 connection is ready.
Blinking It will blink while transmitting data.
MGMT On The router is managed (handled) by Telnet.
Blinking It will blink while being managed by IE browser.
VPN On The VPN tunnel is active.
QoS On The QoS function is active.
LED on Connector
Left LED On The port is connected.
WAN 1/2 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.
Left LED On The port is connected.
LAN 1/2/3/4 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.
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Interface Description

Wireless LAN
ON/OFF/WPS

Factory Reset

Press "Wireless LAN ON/OFF/WPS" button for 2 seconds to wait for client
device making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button once to enable (WLAN LED on) or
disable (WLAN LED off) wireless connection.

Restore the default settings. Usage: Turn on the router (ACT LED is blinking).
Press the hole and keep for more than 5 seconds. When you see the ACT LED
begins to blink rapidly than usual, release the button. Then the router will restart
with the factory default configuration.

Restart Restart the router forcefully.

Phone (1/2) Connecters for PSTN phones.

WAN (1/2) Connecters for remote networked devices.
LAN (1-4) Connecters for local networked devices.
PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.1.3 For VigorPro5300Vn

DrayTek

VIGORPRO 5300V

UNIFIED SESURITY FIRE

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
IDP (Intrusion Detection and On The anti-intrusion function is enabled.
Prevention) (Yellow)
Virus On The anti-virus function is enabled.
(Yellow)
WLAN On Wireless access point is ready.
Blinking It will blink slowly while wireless traffic goes
through.

If ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and it will
return to normal condition after two minutes. (You
need to setup WPS within 2 minutes.)

WAN1/2 On The WAN1 or WAN2 connection is ready.
Blinking It will blink while transmitting data.
MGMT On The router is managed by Telnet.
Blinking It will blink while being managed by IE browser.
Phone 1/2 On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
Blinking A phone call comes.
LED on Connector
Left LED On The port is connected.
WAN 1/2 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.
Left LED On The port is connected.
LAN 1/2/3/4 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.
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Interface

Wireless LAN
ON/OFF/WPS

Factory Reset

Description

Press "Wireless LAN ON/OFF/WPS" button for 2 seconds to wait for client
device making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button once to enable (WLAN LED on) or
disable (WLAN LED off) wireless connection.

Restore the default settings. Usage: Turn on the router (ACT LED is blinking).
Press the hole and keep for more than 5 seconds. When you see the ACT LED
begins to blink rapidly than usual, release the button. Then the router will restart
with the factory default configuration.

Restart Restart the router forcefully.

Phone (1/2) Connecters for PSTN phones.

WAN (1/2) Connecters for remote networked devices.
LAN (1-4) Connecters for local networked devices.
PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.1.4 For VigorPro5300VS

DravTek

VIGORPRO 5300VS

UNIFIED SECURITY FIREWALL

LED Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

IDP (Intrusion Detection and On The anti-intrusion function is enabled.

Prevention) (Yellow)

Virus On The anti-virus function is enabled.
(Yellow)

CSM On The profile of CSM (Content Security

Management) for IM/P2P, URL content filter
and/or Web content filter application is enabled
from Firewall >> General Setup or Filter Setup.
(Such profile is established under CSM menu).

WAN1/2 On The WAN1 or WAN2 connection is ready.
Blinking It will blink while transmitting data.
MGMT On The router is managed by Telnet.
Blinking It will blink while being managed by IE browser.
Phone 1/2 On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
Blinking A phone call comes.
LED on Connector
On ISDN NT (ISDN SO0 intern) mode is active and an
ISDN SO 1 Left LED ISDN phone adapter is connected.
(Orange) Blinking ISDN NT (ISDN SO intern) mode is active and an
ISDN phone adapter is not connected.
On A phone has been connected. If not, green LED will
Right LED be off.
(Green) Blinking An ISDN phone is off-hook or a phone call comes.
On ISDN NT (ISDN SO0 intern) mode is active
ISDN S0 2 Left LED configured from VolP>>Phone Settings and an
(Orange) ISDN phone adapter is connected.
Blinking ISDN NT (ISDN SO0 intern) mode configured from

VolP>>Phone Settings is active and an ISDN
phone adapter is not connected.

Off It means ISDN TE mode is active which is
configured from VolP>>Phone Settings.
Right LED On A phone adapter with phone set has been connected
(Green) (ISDN SO0 intern mode) or ISDN line has been

connected (ISDN SO extern mode). It will be off if
there is nothing connected.

Blinking In ISDN NT (ISDN S0 intern) mode, it means an
ISDN phone is off-hook or a phone call comes.

In ISDN TE mode, it means data, fax or voice
(phone call) is transmitting.

Left LED On The port is connected.
WAN 1/2 (Green) Off The port is disconnected.
Blinking The data is transmitting.
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Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.
Left LED On The port is connected.
LAN 1/2/3/4 (Green) Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.

Interface
Factory Reset

Description

Restore the default settings.

Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
configuration.

Restart Restart the router forcefully.

Phone (1/2) Connecters for PSTN phones.

ISDN SO 1 Connecter for ISDN phone(s) only via ISDN phone adapter. Do not connect any
other device to such port or connect ISDN line, otherwise the router might be
damaged.

ISDN S0 2 Connecter for ISDN line or ISDN phone adapter in particular condition. Refer to
section 2.2 for more details.

WAN (1/2) Connecters for remote networked devices.

LAN (1-4) Connecters for local networked devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.1.5 For VigorPro5300VSn

DrayTek

VIGORPRDO 5300VSn

1ED SECURITY FIREWALL

LED

Status

A |-

Phone 150N 50 WAN

Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
IDP (Intrusion Detection and On The anti-intrusion function is enabled.
Prevention) (Yellow)
Virus On The anti-virus function is enabled.
(YYellow)
WLAN On Wireless access point is ready.
Blinking It will blink slowly while wireless traffic goes
through.
If ACT and WLAN LED:s blink quickly and
simultaneously when WPS is working, and it will
return to normal condition after two minutes. (You
need to setup WPS within 2 minutes.)
WAN1/2 On The WAN1 or WAN2 connection is ready.
Blinking It will blink while transmitting data.
MGMT On The router is managed by Telnet.
Blinking It will blink while being managed by IE browser.
Phone 1/2 On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
Blinking A phone call comes.
LED on Connector
On ISDN NT (ISDN S0 intern) mode is active and an
ISDN SO 1 Left LED ISDN phone adapter is connected.
(Orange) Blinking ISDN NT (ISDN SO intern) mode is active and an
ISDN phone adapter is not connected.
On A phone has been connected. If not, green LED will
Right LED be off.
(Green) Blinking An ISDN phone is off-hook or a phone call comes.
On ISDN NT (ISDN SO0 intern) mode is active
ISDN SO 2 Left LED configured from VolP>>Phone Settings and an
(Orange) ISDN phone adapter is connected.
Blinking ISDN NT (ISDN SO0 intern) mode configured from
VolP>>Phone Settings is active and an ISDN
phone adapter is not connected.
Off It means ISDN TE mode is active which is
configured from VolP>>Phone Settings.
Right LED On A phone adapter with phone set has been connected
(Green) (ISDN SO0 intern mode) or ISDN line has been
connected (ISDN SO extern mode). It will be off if
there is nothing connected.
Blinking In ISDN NT (ISDN SO0 intern) mode, it means an
ISDN phone is off-hook or a phone call comes.
In ISDN TE mode, it means data, fax or voice
(phone call) is transmitting.
Left LED On The port is connected.
WAN 1/2 (Green) Off The port is disconnected.
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Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.
Left LED On The port is connected.

LAN 1/2/3/4 (Green) Off The port is disconnected.

Blinking The data is transmitting.
Right LED On The port is connected with 100Mbps.
(Green) Off The port is connected with 10Mbps.

Interface

Wireless LAN
ON/OFF/WPS

Factory Reset

Description

Press "Wireless LAN ON/OFF/WPS" button for 2 seconds to wait for client
device making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button once to enable (WLAN LED on) or
disable (WLAN LED off) wireless connection.

Restore the default settings. Usage: Turn on the router (ACT LED is blinking).
Press the hole and keep for more than 5 seconds. When you see the ACT LED
begins to blink rapidly than usual, release the button. Then the router will restart
with the factory default configuration.

Restart Restart the router forcefully.

Phone (1/2) Connecters for PSTN phones.

ISDN SO 1 Connecter for ISDN phone(s) only via ISDN phone adapter. Do not connect any
other device to such port or connect ISDN line, otherwise the router might be
damaged.

ISDN SO 2 Connecter for ISDN line or ISDN phone adapter in particular condition. Refer to
section 2.2 for more details.

WAN (1/2) Connecters for remote networked devices.

LAN (1-4) Connecters for local networked devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.

1.  Connect a cable Modem/DSL Modem/Media Converter (depends on your requirement)
to any WAN port of router with Ethernet cable (RJ-45). The WAN1/WAN2 LED
(Right) will light up according to the network speed (100 or 10) of the device that it
connected.

2. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer.

3. Connect the telephone sets with phone lines (for using VolP function). For the model
without phone ports, skip this step.

4.  Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

5. Power on the device by pressing down the power switch on the rear panel.

6.  The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

(For the detailed information of LED status, please refer to section 1.1.)

Internet

r ISP1/1SP 2
Analog Phone @

Pow @ [ I'. -
ower Adapter \ A Cable/DSL Modem

ii! or Media Converter

Draylek ©.

VIGORPRO O00vSn
f 3ITY FIREWALL

UMIFIED SECURITY FIF

. DN
g OFF

I

roR RS

Power Switch j‘ i ‘ >

Caution: Each of the Phone ports can be connected to an analog phone only. Do
not connect the phone ports to the telephone wall jack. Such connection might
damage your router.

1.4 ISDN Phone Adapter Installation

Such information is provided for Vigor5300 S models (e.g., Vigor5300VS/VSn).

ISDN SO0 1 is always fixed to connect ISDN phone. However, ISDN S0 2 is configurable as
NT (ISDN SO intern) or TE (ISDN SO extern) mode. When the user configures ISDN SO 2 as
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NT mode in VolP>> Phone Settings, the orange LED will light on to indicate ISDN2-S0 is
selected. And by using ISDN phone adapters (coming from the router package), the user can
connect several phones to Vigor5300VS for communication. Refer to the following figure

for reference.

Internet

ISDN Phone
Adapter

~] Cable/DSL Modem
:,,, or Media Converter

ISDN Phone

ISDN Phone
Adapter

Analog Phone

Yet, if the user configures ISDN S0 2 as TE Mode in VolP>> Phone Settings, the green
LED will light on to indicate ISDN2-TE is selected. Then, the port is specified for ISDN
line only. Refer to the following figure for reference.

[
i

[ ISDN Phone

Analog Phone \ \ ISDN Phone
9 ;;:] Adapter

Phone
Line

DrayTek

(For the detailed information of LED status, please refer to section 1.2.)
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2 Configuring Basic Settings

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP dynamically from the

v router or set up the IP address of the computer to be the same subnet as the default
IP address of Vigor router 192.168.1.1. For the detailed information, please refer
to the later section - Trouble Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type default values (both username and
password are Null) on the window for the first time accessing and click OK for next
screen.

Connect to 192.168.1.1
(=
T
I.:'TI \l

Login ta the Router Web Configuratar

LJset namme: [ 4] v
Password:

[T remember my password

[ [l 4 I [ Cancel

VigorPro5300 Series User's Guide 15



3. Now, the Main Screen will pop up.

Il VIGORPRO 5300
a e UNIFIED SECURITY FIREWALL
A
System Status
Model Name : VigorPro5300 series
Firmware Version :33.1_RC1
Build Date/Time - Apr 11 2008 11:08:09
Signature Version : basic
Signature Build Date  : Tue Aug 29 09:16:25.00 2006
LAN WAN 1
MAC Address i 00-50-7F-22-33-44 Link Status : Connected
1st IP Address 1 192,168,111 MAC Address © 00-50-7F-22-33-45
1st Subnet Mask . 255,255.255.0 Connection : Static IP
DHCP Server . Yes 1P Address 1 172.16.3.229
DNS 1 194.109.6.66 Default Gateway 1 172.16.3.4
Mode T MAT
YoIP
Port Prafile Reg.  InfOut WAN 2
Phonel No 0/0 Link Status : Disconnected
Phone2 No 0/0 MAC Address : 00-50-FF-22-33-46
ISDN1-S0 Mo 0/0 Connection P o——-
ISDMNZ-TE Mo 0/0 IP Address P o——-
Default Gateway e
Mode D MAT
Wireless LAN
MAC Address 1 00-50-7f-22-33-44
Frequency Domain : Europe
Firmware Version : %1.04.11.09.7.5
SSID : default
b

Note: The home page will change slightly in accordance with the router you have.
4.  Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password Setup

Administrator Password

0ld Password | |

Mew Password | |

Confirm Password | |

5.  Enter the login password (the default is blank) on the field of Old Password. Type a
new one in the field of New Password and retype it on the field of Retype New
Password. Then click OK to continue.

6.  Now, the password has been changed. Next time, use the new password to access the
Web Configurator for this router.
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Connect to 192.168

=

Login to the Router Web Configurator

Liser name: [ 5§ v

Password: ssse

[CIremember my password

[ ok J[ concel |

2.2 Quick Start Wizard

If your router can be under an environment with high speed NAT, the configuration provide

here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is entering login password. After typing the password, please click Next.

CGuick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters),

MNew Password |uu |

Confirm Password |nu |

On the next page as shown below, please select the WAN interface that you use. Choose
Auto negotiation as the physical type for your router. Then click Next for next step.

VigorPro5300 Series User’s Guide
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Quick Start Wizard

Select WaAN Interface

Select WAN Interface: WWANT »
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation v
(<o) [Feas ]

On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if
the ISP provides you PPPoE interface. Then click Next for next step.

Quick Start Wizard

Connect to Internet

WaAN 1
Select one of the following Internet Access types provided by your ISP,
& PPPOE
O pRTP
O Static Ip
O DHcp

[ < Back ] [ Mext = ]

In the Quick Start Wizard, you can configure the router to access the Internet with different
protocol/modes such as PPPoE, PPTP, Static IP or DHCP. The router supports the DSL
WAN interface for Internet access.

2.2.1 PPPoE

PPPoE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.
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If your ISP provides you the PPPoE connection, please select PPPoE for this router. The

following page will be shown.
Quick Start Wizard

PPPoE Client Mode

WAN 1
Enter the user name and password provided by your ISP,

User Name admin
Password seee
Confirm Password sase
[ < Back ] [ Mext = ]
User Name Assign a specific valid user name provided by the ISP.
Password Assign a valid password provided by the ISP.

Confirm Password  Retype the password for confirmation.
Click Next for viewing summary of such connection.

GQuick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPoE

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the vigor rauter.

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 1!!
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2.2.2 PPTP

Click PPTP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

PPTP Client Mode

WAN 1

Enter the user name, passwaord, WaN IP configuration and PPTP server IP provided by
wour ISP,

User Marne admin

Password LTI}

Caonfirm Password LTI}

WAN IP Configuration
O Obtain an IP address automatically
@ specify an IP address
IP Address 172.16.3.229
Subnet Mask 20525500

PPTP Server IP

[ < Back ] [ Mext = ]

Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Phiysical Type: Auto negotiation
Internet Access: PRTR

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!
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2.2.3 Static IP

Click Static IP as the protocol. Type in all the information that your ISP provides for this
protocol.

Quick Start Wizard

Static IP Client Mode

WAN 1

Enter the Static IP configuration probided by your ISP,

WaN IP 172.16.3.229

Subnet Mask 25528500

Gateway 172.16.1.1

Prirmary OMS 168.95.1.1

Secondary DMS {optional)

[ = Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Phiysical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 1!
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2.2.4 DHCP

Click DHCP as the protocol. Type in all the information that your ISP provides for this
protocol.
Quick Start Wizard

DHCP Client Mode

WAN 1
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in,

Host Mame (optional)

MAC 00 | -50 | —7F | -[22 | (33 | /45 |(optionaly

[ = Back ] [ Mext = ]

After finishing the settings in this page, click Next to see the following page.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W AN

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK 11!
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2.3 Online Status

The online status shows the system status, WAN status, ADSL Information and other status
related to this router within one page. If you select PPPOE/PPTP as the protocol, you will
find out a link of Dial PPPoE/PPP0oA or Drop PPPOE/PPPOA in the Online Status web

page.
Online status for PPPoE (WAN2)

System Status

LAMN Status Primary DNS: 168.95.192.1
IP Address TX Packets RX Packets
192.168.1.1 7T =]

WAN 1 Status
Enable Line Name Mode
Yes Ethernet Static IF
P GW IP TX Packets TX Rate
192,168.5.100 192.168.5.1 3 17

WARN 2 Status
Enable Line Name Mode
Yes Ethernet PPPOE
IP GW IP TX Packets TX Rate
51,230.209.207 61.230.192.254 10 16

Online status for PPTP (for WAN2)

System Status

LAMN Status Primary DNS: 165.95.192.1
IP Address TX Packets RX Packets
192.168.1.1 T =)

WaN 1 Status
Enable Line Name Mode
Yes Ethernet Static IP
1P GW IP TX Packets TX Rate
192,168.5.100 192,168.5.1 3 17

WaN 2 Status
Enable Line Name Mode
Yes Ethernet W A2 PRTR
P GW IP T¥ Packets TX Rate
192,168.29.202 192.168.29.1 103 119

Online status for Static IP (for WAN1)

System Status

LAMN Status Primary DNS: 158.95,192.1
IP Address TH Packets R¥ Packets
192.168.1.1 7T =]

WARN 1 Status
Enable Line Name Mode
Yes Ethernet Static IP
IP GW IP TX Packets TX Rate
192.168.5.100 19%2.168.5.1 3 17

WAN 2 Status
Enable Line Name Mode
Yes Ethernet PPPOE
1P GW IP TX Packets TX Rate
61,230.,209,207 61.230,192.254 10 16
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System Uptime: 0:0:18
Secondary DNS: 1565.95.1.1

Up Time

0:00:11

RX Packets RX Rate

3 42

== Drop PPPoE

Up Time

0:00:11

RX Packets RX Rate

10 1z

System Uptime: 0:0:18
Secondary DNS: 1558.95.1.1

Up Time
00011
RX Packets RX Rate
3 42
== Drop PPPoE
Up Time
0:00:15
RX Packets R¥ Rate
14 =]

System Uptime: 0:0:18
Secondary DNS: 158.95.1.1

Up Time

0:00:11

RX Packets RX Rate

3 42

== Drop PPPoE

Up Time

0:00:11

RX Packets RX Rate

10 12
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Online status for DHCP

System Status
LAMN Status
IP Address
192.168.1.1

WAN 1 Status
Enable
Yes
1P
192.168.5.10

WAN 2 Status
Enable
Yes
1P
61.230.213.66

Primary DNS: 168.95.192.1

System Uptime: 0:6:52
Secondary DNS: 1658.95.1.1

T¥ Packets RX Packets
G677 558
=> Release
Line Name Mode Up Time
Ethernet DHCP Client 0:06: 45
GW IP T¥ Packets TX Rate RX Packets RX Rate
192.168.5.1 89 3 63 3
== Drop PPPoE
Line Name Mode Up Time
Ethernet PPPOE 0:01:34
GW IP T¥ Packets TX Rate RX Packets RX Rate
51.230,192.254 21 7 45 13

Detailed explanation is shown below:
Primary DNS
Secondary DNS

LAN Status
IP Address
TX Packets
RX Packets

WAN1/2 Status

Line

Name
Mode

Up Time

IP

GW IP

TX Packets
TX Rate
RX Packets

RX Rate

Displays the IP address of the primary DNS.
Displays the IP address of the secondary DNS.

Displays the IP address of the LAN interface.
Displays the total transmitted packets at the LAN interface.

Displays the total number of received packets at the LAN interface.

Displays the physical connection (Ethernet) of this interface.
Displays the name set in WAN1/WAN web page.

Displays the type of WAN connection (e.g., PPPoE).

Displays the total uptime of the interface.

Displays the IP address of the WAN interface.

Displays the IP address of the default gateway.

Displays the total transmitted packets at the WAN interface.
Displays the speed of transmitted octets at the WAN interface.

Displays the total number of received packets at the WAN
interface.

Displays the speed of received octets at the WAN interface.

Note: The words in green mean that the WAN connection of that interface
(WAN1/WAN?2?) is ready for accessing Internet; the words in red mean that the
WAN connection of that interface (WAN1/WAN?2) is not ready for accessing

Internet.
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2.4 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find
messages showing the system interaction with you.

Status: Ready

Ready indicates the system is ready for you to input settings.
Settings Saved means your settings are saved once you click Finish or OK button.

VigorPro5300 Series User's Guide
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This page is left blank.
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@ Advanced Web Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 4.

3.1 WAN

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the Internet Access link.

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.

VigorPro5300 Series User's Guide 27



Below shows the menu items for WAN.

l'|I|“|I|'Ilﬂ'-.'l|I r".]

b General Setup
k Internet Access

b Load-Balance Policy

3.1.2 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1 and WANZ2 in details.

This router supports dual WAN function. It allows users to access Internet and combine the
bandwidth of the dual WAN to speed up the transmission through the network. Each WAN
port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the

normal communication port for proper operation. Please configure WAN1 and WAN2
settings.

This webpage allows you to set general setup for WAN1 and WAN respectively.
Note: In default, WAN1 and WANZ2 are enabled.

WAN == General Setup

General Setup

WaM1 WAN2
Enable: Yes | Enable: Yag ¥
Display Name: Display Mame:
Physical Mode: Ethernet Phiysical Mode: Ethernet
Physical Type: Auto negatiation Physical Type: Auto negotiation v
Load Balance Mode: Auto Weight v Load Balance Mode: Auto Weight hi
Line Speed(kbps):  Downlink Line Speedikbps):  Downlink
UpLink UpLink
Active Mode: Always On A Active Mode: Active on dernand
Active on demand: Active on demand:
WANZ Fail O wanN1 Fail
WANZ Upload speed exceed Kbps @ wanN1 Upload speed exceed |0 Kbps
WANZ Download speed exceed Kbps wiaM1 Download speed exceed |U Kbps
Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.
Display Name Type the description for the WAN1/WAN?2 interface.
Physical Mode For WANL1, the physical connection is done through ADSL

port; yet the physical connection for WAN2 is done through
an Ethernet port (P1). You cannot change it.
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Physical Type

Load Balance Mode

Line Speed

Active Mode
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You can change the physical type for WAN2 or choose Auto
negotiation for determined by the system.

Physical Type: Auto negotiation ,V-

Auto negotiation
10M half duplex
10M full duplex

100M half duplex
1000 full duplex

If you know the practical bandwidth for your WAN interface,
please choose the setting of According to Line Speed.
Otherwise, please choose Auto Weigh to let the router reach
the best load balance.

Load Balance Mode: Auto YWeigh W

Auto Weigh

According to Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading through WAN1/WANZ2. The unit is kbps.

Choose Always On to make the WAN connection
(WAN1/WAN2) being activated always; or choose Active on
demand to make the WAN connection (WAN1/WAN2)
activated if it is necessary.

Active Mode: Active on demand
Always On

Active on demand
If you choose Active on demand, the Idle Timeout will be
available for you to set for PPPoE and PPTP access modes in
the Details Page of WAN>>Internet Access. In addition, there
are three selections for you to choose for different purposes.
WAN2 Fail — It means the connection for WAN1 will be
activated when WANZ2 is failed.

WAN2 Upload speed exceed XX kbps — It means the
connection for WANL1 will be activated when WAN2 Upload
speed exceed certain value that you set in this box for 15
seconds.

WANZ2 Download speed exceed XX kbps— It means the
connection for WAN1 will be activated when WAN2
Download speed exceed certain value that you set in this box
for 15 seconds.

WANL1 Fail — It means the connection for WAN2 will be
activated when WANL1 is failed.

WAN1 Upload speed exceed XX kbps — It means the
connection for WAN2 will be activated when WAN1 Upload
speed exceed certain value that you set in this box for 15
seconds.

WAN1 Download speed exceed XX kbps— It means the
connection for WAN2 will be activated when WAN1
Download speed exceed certain value that you set in this box
for 15 seconds.
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3.1.3 Internet Access

For the router supports dual WAN function, the users can set different WAN settings (for
WAN1/WAN2) for Internet Access. Due to different physical mode for WAN1 and WAN2,
the Access Mode for these two connections also varies slightly.

WAN == Internet Access

Internet Access

Index Display Name

WANT

WANZ

Index

Display Name

Physical Mode

Access Mode

Details Page

Physical Mode Access Mode
Ethernet Static or Dynamic IP » Details Page
Ethernet Mane e

It shows the WAN modes that this router supports. WANL1 is the
default WAN interface for accessing into the Internet. WAN2 is
the optional WAN interface for accessing into the Internet when
WAN 1 is inactive for some reason.

It shows the name of the WAN1/WAN?2 that entered in general
setup.

It shows the physical port for WAN1/WAN2.

Use the drop down list to choose a proper access mode. The details
page of that mode will be popped up. If not, click Details Page for
accessing the page to configure the settings.

otatic or Dynamic [P %

Mone

PPPoE
Static_or Dynamic |P
PPTF

There are three access modes provided for PPPoE, Static or
Dynamic IP and PPTP.

This button will open different web page according to the access
mode that you choose in WAN1 or WAN2.
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Details Page for PPPoE

To use PPPOE as the accessing protocol of the internet, please choose Internet Access from
WAN menu. Then, select PPPoE mode for WANZ2. The following web page will be shown.

WAN >> Internet Access

WAN 1
PPPoE Client Mode PPP/MP Setup
®Enable O Disable PPP suthentication PAP or CHAP v
Idle Timeout secondis)
ISP Access Setup ;
- IP Address Assignment Method
Usernare adrmin (pcpy WM P Alias

Password sesee Fixed IP: O ves & Ma (Dynamic IP)

Index(1-15) in Schedule Setup:

Fixed IP Address
==

ISDN Dial Backup Setup ® Default MAC Address

Dial Backup Mode Mone v O Specify a MAC Address
MaC address:
WAN Connection Detection oo | a0 | J7F 422 |33 | |45
Mode ARP Detect (v
Ping IFP
TTL:
[ Ok ] [ Cancel ]

PPPoE Client Mode  Click Enable for activating this function. If you click Disable, this
function will be closed and all the settings that you adjusted in this
page will be invalid.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your ISP. If
you want to connect to Internet all the time, you can check Always
On.

Username — Type in the username provided by ISP in this field.
Password — Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously
in Application — Schedule web page and you can use the number
that you have set in that web page.

ISDN Dial Backup This setting is available for the routers supporting ISDN function
Setup only. Before utilizing the ISDN dial backup feature, you must
create a dial backup profile first.

None - Disable the backup function.
Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

This setting is available for i model only.
Dial Backup Mode I

W

.PacketTﬂgger

WAN Connection Such function allows you to verify whether network connection
Detection is alive or not through ARP Detect or Ping Detect.
Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.
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PPP/MP Setup

IP Address
Assignment Method
(IPCP)

Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

PPP Authentication — Select PAP only or PAP or CHAP for
PPP.

Idle Timeout — Set the timeout for breaking down the Internet
after passing through the time without any action. This setting is
active only when the Active on demand option for Active Mode is
selected in WAN>> General Setup page.

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever
you request. In this case, you can fill in this IP address in the
Fixed IP field. Please contact your ISP before you want to use
this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using.

7} hitp://192.168.1.1 - WAK IP Alias - Microsoft Internet Explorer = | [ /[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, WV 172.16.3.229 WV
2, L
3 L
4, L
5 L
B, L
7. L
B d

[ ok | [ Clearal | [ Close

Fixed IP — Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address — Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.

Details Page for Static or Dynamic IP

VigorPro5300 Series User's Guide



For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP
address to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please choose
Internet Access from WAN menu. Then, select Static or Dynamic IP mode for WAN2.
The following web page will be shown.

WAN == Internet Access

WAN 1

Static or Dynamic IP {DHCP Client)

@ Enable O Disable

ISDN Dial Backup Setup

Dial Backup Mode Maone

Keep WAN Connection

WAN IP Network Settings | YYAN IP Alias

(C Obtain an IP address automatically
Router Mame *

v Domain Mame *
* 1 Required for some ISPs

@ Specify an IP address

[ Enable PING to keep alive IP Address 172.16.3.229
PING to the IP Subnet Mask 25525500
PIMG Interval ] minuters) Gateway IP Address 172.16.3.4

WAN Connection Detection & Default MAC Address
Mode ARP Detect v O Specify a MAC Address
Ping IP MAC Address:

TTL: 255
DMNS Server IP Address
RIP Protocol ]
[Clenable RIP Primary IP Address
Secondary IP Address
[ QK ] [ Cancel ]

Static or Dynamic IP
(DHCP Client)

ISDN Dial Backup
Setup

Keep WAN
Connection

VigorPro5300 Series User's Guide

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you adjusted
in this page will be invalid.

This setting is available for the routers supporting ISDN function
only. Before utilizing the ISDN dial backup feature, you must
create a dial backup profile first.

None - Disable the backup function.
Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

This setting is available for i model only.
ISDN Dial Backup Setup

Dial Backup Mode Mone e

Mone
Packet Trigger
Ahiays Cn

Normally, this function is designed for Dynamic IP environments
because some ISPs will drop connections if there is no traffic
within certain periods of time. Check Enable PING to keep alive
box to activate this function.

PING to the IP - If you enable the PING function, please specify
the IP address for the system to PING it for keeping alive.
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WAN Connection
Detection

RIP Protocol

WAN IP Network
Settings

PING Interval - Enter the interval for the system to execute the
PING operation.

Such function allows you to verify whether network connection is
alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you have
to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

Routing Information Protocol is abbreviated as RIP(RFC1058 )
specifying how routers exchange routing tables information. Click
Enable RIP for activating this function.

This group allows you to obtain an IP address automatically and
allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using. Notice that this setting is available for
WANTL1 only.

7} hitp://192.168.1.1 - WAK IP Alias - Microsoft Internet Explorer = | [ /[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, WV 172.16.3.229 WV
2, L
3 L
4, L
5 L
B, L
7. L
B d

[ ok | [ Clearal | [ Close

Obtain an IP address automatically — Click this button to obtain
the IP address automatically if you want to use Dynamic IP mode.
Router Name: Type in the router name provided by ISP.

Domain Name: Type in the domain name that you have assigned.
Specify an IP address — Click this radio button to specify some
data if you want to use Static IP mode.

IP Address: Type the IP address.

Subnet Mask: Type the subnet mask.

Gateway IP Address: Type the gateway IP address.

Default MAC Address: Click this radio button to use default MAC
address for the router.
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DNS Server IP
Address

Specify a MAC Address: Some Cable service providers specify a
specific MAC address for access authentication. In such cases you
need to click the Specify a MAC Address and enter the MAC
address in the MAC Address field.

Type in the primary IP address for the router if you want to use
Static IP mode. If necessary, type in secondary IP address for
necessity in the future.

Details Page for PPTP

To use PPTP as the accessing protocol of the internet, please choose Internet Access from
WAN menu. Then, select PPTP mode for WAN2. The following web page will be shown.

WAN == Internet Access

WaAN 1
PPTP Client Mode
(O Enahle @ Disable

FPTP Server

ISP Access Setup

Username

Password

Index(1-15) in Schedule Setup:

== i i
I1SDN Dial Backup Setup

Dial Backup Mode Mane

PPTP Setup

ISP Access Setup

ISDN Dial Backup
Setup

VigorPro5300 Series User's Guide

PPP Setup

PPP authentication PAP or CHAP
Idle Timeout

IP Address Assignment Method

(IPCP) WAN P Alias

Fixed IP: O ves @& Mo (Dynamic IP)
Fized IP Address
WAN IP Network Settings

second(s)

) Obtain an IP address automatically
@ Specify an IP address

|" IP Address 172.16.3.229

Subnet Mask 25525500

[ DK ] [ Cancel ]

PPTP Link - Click Enable to enable a PPTP client to establish a
tunnel to a DSL modem on the WAN interface.
PPTP Server - Specify the IP address of the PPTP server.

Username -Type in the username provided by ISP in this field.
Password -Type in the password provided by ISP in this field.
Index (1-15) in Schedule Setup - You can type in four sets of time
schedule for your request. All the schedules can be set previously
in Application — Schedule web page and you can use the number
that you have set in that web page.

This setting is available for the routers supporting ISDN function
only. Before utilizing the ISDN dial backup feature, you must
create a dial backup profile first.

None - Disable the backup function.
Packet Trigger -The backup line is not on until a packet from a
local host triggers the router to establish a connection.

This setting is available for i model only.

Mone v

one

Facket Trigger

Dial Backup Mode
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PPP Setup

IP Address
Assignment
Method(IPCP)

WAN IP Network
Settings

PPP Authentication - Select PAP only or PAP or CHAP for PPP.
Idle Timeout - Set the timeout for breaking down the Internet after
passing through the time without any action. This setting is active
only when the Active on demand option for Active Mode is
selected in WAN>> General Setup page.

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP address
in the Fixed IP field. Please contact your ISP before you want to
use this function. Click Yes to use this function and type in a
fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use WAN
IP Alias. You can set up to 8 public IP addresses other than the
current one you are using. Notice that this setting is available for
WANL1 only.

7} hitp://192.168.1.1 - WAK IP Alias - Microsoft Internet Explorer = | [ /[X]

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, WV 172.16.3.229 WV
2, L
3 L
4, L
5 L
B, L
7. L
B d

[ ok | [ Clearal | [ Close

Default MAC Address — Click this radio button to use default
MAC address for the router.

Specify a MAC Address - Some Cable service providers specify a
specific MAC address for access authentication. In such cases you
need to click the Specify a MAC Address and enter the MAC
address in the MAC Address field.

Obtain an IP address automatically — Click this button to obtain
the IP address automatically.

Specify an IP address — Click this radio button to specify some
data.

IP Address — Type the IP address.

Subnet Mask — Type the subnet mask.

VigorPro5300 Series User's Guide



3.1.4 Load-Balance Policy

This router supports the function of load balancing. It can assign traffic with protocol type,
IP address for specific host, a subnet of hosts, and port range to be allocated in WAN1 or
WANZ interface. The user can assign traffic category and force it to go to dedicate network
interface based on the following web page setup. Twenty policies of load-balance are
supported by this router.

Note: Load-Balance Policy is running only when both WAN1 and WAN?2 are
activated.

WAN == Load-Balance Policy

Load-Balance Policy

Src IP SrcIP  DestIP Destp DEst  Dest

Index Enable Protocol WAN start End Start End SPtc;r:t FI'E?]r;
1 O any W WART v
2 O any | WYANT W
3 O any W WYANT W
4 Il any v | [ YWANT v
5 O any W WYARNT v
6 O any | YANT
7 O any W WYANT W
8 Il any v | [ WWANT v
9 O any W WYANT W
10 O |any V| [WANT v
< 110 | 1120 == Next ==
Index Click the number of index to access into the load-balance policy

configuration web page.

Enable Check this box to enable this policy.

Protocol Use the drop-down menu to change the protocol for the WAN
interface.

WAN Use the drop-down menu to change the WAN interface.

Src IP Start Displays the IP address for the start of the source IP.
Src IP End Displays the IP address for the end of the source IP.
Dest IP Start Displays the IP address for the start of the destination IP.
Dest IP End Displays the IP address for the end of the destination IP.
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Dest Port Start

Dest Port End

Displays the IP address for the start of the destination port.

Displays the IP address for the end of the destination port.

Click Index 1 to access into the following page for configuring load-balance policy.

WAN == Load-Balance Policy

Index: 1
[ Enable
Protocal TCP hd
Binding WAN interafce VWANT |
Src IP Start 192.168.1.3
Sre 1P End 192 168.15
Dest IP Start 168.95.0.0
Dest IP End 168.95.0./100
Dest Port Start g0
Dest Port End 100
[ Ok ] [ Cancel ]
Enable Check this box to enable this policy.
Protocol Use the drop-down menu to choose a proper protocol for the WAN
interface.
Protocal
Binding WAN Choose the WAN interface (WAN1 or WANZ2) for binding.
interface

Src IP Start

Src IP End

Dest IP Start

Dest IP End

Dest Port Start

Dest Port End

Type the source IP start for the specified WAN interface.

Type the source IP end for the specified WAN interface. If this
field is blank, it means that all the source IPs inside the LAN will
be passed through the WAN interface.

Type the destination IP start for the specified WAN interface.

Type the destination IP end for the specified WAN interface. If this
field is blank, it means that all the destination IPs will be passed
through the WAN interface.

Type the destination port start for the destination IP.

Type the destination port end for the destination IP. If this field is

blank, it means that all the destination ports will be passed through
the WAN interface.
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3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

LAM
b General Setup
b Static Route
b AN
k- Bind IP to MAC

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does is
to translate the packets from public IP address to private IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that
assigns private IP address to each local host. See the following diagram for a briefly
understanding.

Internet

DHCP Server
Public IP Address

—— o — e s mmm e — o ———— —

Private Subnet
Router IP Address:192.168.1.1

w o B P

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor
router will serve for IP routing to help hosts in the public subnet to communicate with other
public hosts or servers outside. Therefore, the router should be set as the gateway for public
hosts.

VigorPro5300 Series User's Guide 39



Internet

Public IP Address: @
220.135.240.207

Private Subnet
Router IP Address:192.168.1.1

Public Subnet

L e

192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way
for connection is the Static routes function rather than other method. You may simply set
rules to forward data from one specified subnet to another specified subnet without the
presence of RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 4 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN)
function and the rate of each.

Internet

VLAN1

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10
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3.2.2 General Setup
This page provides you the general settings for LAN.
Click LAN to open the LAN settings page and choose General Setup.

LAN == General Setup

Ethernet TCP / IP and DHCP Setup

LAMN IP Network Configuration

DHCP Server Configuration

For MAT Usage

@ Enable Server O Disable Server

1st IP Address 192.168.1.1 Relay Agent: O 1st Subnet  2nd Subnet
1=t Subnet Mask 285 2852550 Start IP Address 192.168.1.10
Far IP Routing Usage O Enable & Disable IP Pool Counts a0
2nd IP Address 192.168.2.1 Gateway IP Address 182.168.1.1
2nd Subnet Mask 2552652550 DHCP Server IP address
[ Znd Subnel DHCP Berver ] | 1 X912V Agent
DNS Server IP Address
[ Force DNS manual setting

RIP Protocal Contral Disable v Primary 17 Address 1BR.O5 11

1st IP Address

1st Subnet Mask

For IP Routing Usage
2" IP Address

2" Subnet Mask

2" DHCP Server
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Secondary IP Address

Type in private IP address for connecting to a local private network
(Default: 192.168.1.1).

Type in an address code that determines the size of the network.
(Default: 255.255.255.0/ 24)

Click Enable to invoke this function. The default setting is
Disable.

Type in secondary IP address for connecting to a subnet.
(Default: 192.168.2.1/ 24)

An address code that determines the size of the network.
(Default: 255.255.255.0/ 24)

You can configure the router to serve as a DHCP server for the 2nd
subnet.

2} htip:/7102_168.1 1 - Router Web Configurator - Microsoft Internet Explorer

2nd DHGP Server
Start IP Address

1P Pool Counts 0 {max, 107

Index Matched MAC Address given IP Address

MAC Address : H H H H H
[ Add | [ Delete | [ Edit | [ cCancel |

[ oK ] [Clearal | [ Clse |
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RIP Protocol Control

DHCP Server
Configuration

Start IP Address: Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 2nd IP
address of your router is 220.135.240.1, the starting IP address
must be 220.135.240.2 or greater, but smaller than
220.135.240.254.

IP Pool Counts: Enter the number of IP addresses in the pool. The
maximum is 10. For example, if you type 3 and the 2nd IP address
of your router is 220.135.240.1, the range of IP address by the
DHCP server will be from 220.135.240.2 to 220.135.240.11.

MAC Address: Enter the MAC Address of the host one by one
and click Add to create a list of hosts to be assigned, deleted or
edited IP address from above pool. Set a list of MAC Address for
2" DHCP server will help router to assign the correct IP address of
the correct subnet to the correct host. So those hosts in 2" subnet
won’t get an IP address belonging to 1% subnet.

Disable deactivates the RIP protocol. It will lead to a stoppage of
the exchange of routing information between routers. (Default)

RIP Protocol Control Disable v

1st Subnet - Select the router to change the RIP information of the
1st subnet with neighboring routers.

2nd Subnet - Select the router to change the RIP information of
the 2nd subnet with neighboring routers.

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network so it
automatically dispatch related IP settings to any local user
configured as a DHCP client. It is highly recommended that you
leave the router enabled as a DHCP server if you do not have a
DHCP server for your network.

If you want to use another DHCP server in the network other than
the Vigor Router’s, you can let Relay Agent help you to redirect the
DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host in
the LAN.

Disable Server — Let you manually assign IP address to every host
in the LAN.

Relay Agent — (1% subnet/2" subnet) Specify which subnet that
DHCP server is located the relay agent should redirect the DHCP
request to.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the 1st IP
address of your router is 192.168.1.1, the starting IP address must
be 192.168.1.2 or greater, but smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is 50
and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP address for
the DHCP server. The value is usually as same as the 1st IP address
of the router, which means the router is the default gateway.
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DNS Server
Configuration

DHCP Server IP Address for Relay Agent - Set the IP address of
the DHCP server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS stands for Domain Name System. Every Internet host must
have a unique IP address, also they may have a human-friendly,
easy to remember name such as www.yahoo.com. The DNS server
converts the user-friendly name into its equivalent IP address.

Force DNS manual setting - Force router to use DNS servers in
this page instead of DNS servers given by the Internet Access
server (PPPoE, PPTP, L2TP or DHCP server).

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more than
one DNS Server. If your ISP does not provide it, the router will
automatically apply default DNS Server IP address: 194.109.6.66
to this field.

Secondary IP Address - You can specify secondary DNS server IP
address here because your ISP often provides you more than one
DNS Server. If your ISP does not provide it, the router will
automatically apply default secondary DNS Server IP address:
194.98.0.1 to this field.

The default DNS Server IP address can be found via Online Status:

System Status System Uptime: 0:53:43

LAMN Status I Primary DNS: 168.95.1.1 Secondary DNS: 168.95.1.1 I
IP Address TX Packets R Packets

192.168.1.1 1878 1739

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users as a
DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS cache, the
router will resolve the domain name immediately. Otherwise, the
router forwards the DNS query packet to the external DNS server
by establishing a WAN (e.g. DSL/Cable) connection.

There are two common scenarios of LAN settings that stated in Chapter 4. For the
configuration examples, please refer to that chapter to get more information for your

necessity.

3.2.3 Static Route

Go to LAN to open setting page and choose Static Route.

LAN == Static Route Setup

Static Route Configuration

| Setto Factory Default | View Routing Table |

Index Destination Address Status Index Destination Address Status
1. 777 7 6. 777 7
2. 777 7 s 777 7
3. 777 7 8. 777 7
4. T T 9. T T
5. 777 7 10. 777 7
Status: v —-- Active, ¥ --- Inactive, 7 --- Empty
Index The number (1 to 10) under Index allows you to open next page to
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Destination Address  Displays the destination address of the static route.
Status Displays the status of the static route.
Viewing Routing Table Displays the routing table for your reference.

Diagnestics >> View Routing Table

Current Running Routing Table | Refresh |
Key: C - connected, 3 - static, R - RIP, * - default, ~ - private A
0.0.0.0/ 0.0.0.0 wia 172.16.3.1, TAN1
C~ 192.168.1.0/ 255.255.255.0 is directly connected, LAN
C 172.16.3.0/ £55.255.255.0 is directly connected, WANL

Add Static Routes to Private and Public Networks

Here is an example of setting Static Route in Main Router so that user A and B locating in
different subnet can talk to each other via the router. Assuming the Internet access has been
configured and the router works properly:

® use the Main Router to surf the Internet.

®  create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

® create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Internet

Set

Router C Static Route
192.168.1.1

Router A Router B
192.168.1.2 | 192.168.1.3
(Gateway:192.168.1.1)

Private subnet
211.10.88.0/24

Private subnet :l

192.168.10.0/24 @ ;@

User A UserB

Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.
Then click the OK button.
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Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring routers via the 1st subnet (192.168.1.0/24). The second is that those hosts
on the internal private subnets (ex. 192.168.10.0/24) can access the Internet via the
router, and continuously exchange of IP routing information with different subnets.

1.  Click the LAN - Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN => Static Route Setup

Index No. 1

Enable
Destination IP Address
Subnet Mask
Gateway IP Address

MNetwork Interface

[

192.165.10.0
255.2565.255.0
192.168.1.2
LAN  »

Ok

] [ Cancel ]

2. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be

forwarded to 192.168.1.3.

LAN == Static Route Setup

Index No. 1

Enable
Destination IP address
Subnet Mask
Gateway IP Address

MNetwoark Interface

211.100.88.0
266,255 25500
192.165.1.3|
LAM

l

Ok

] [ Cancel ]

3. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics >> View Routing Table

Current Running Routing Table

KEey: C - connected,
*

0.0.0.0/

S~ 192.168.10.0/ 255.255.
G~ 19z.168.1.0/ £55.255.
C 172.16.3.0/ 255.255.
S~ 211.100.88.0/ 255.255.
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3 - static,

o.

| Refresh |
E - RIP, * - default, ~ — private -
0.0.0 wvia 172.16.3.1, WAN1
Z255.0 wia 192.168.1.2, LAN
255.0 is directly connected, LA
255.0 is directly connected, WAN1
Z255.0 wia 192.168.1.3, LAN
v
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3.2.4 VLAN

Virtual LAN function provides you a very convenient way to manage hosts by grouping
them based on the physical port. You can also manage the in/out rate of each port. Go to
LAN page and select VLAN. The following page will appear. Click Enable to invoke
VLAN function.

LAN == VLAN Configuration

¥LAMN Configuration

ClEnakle
P1 P2 P3 P4
YLAND
YLAMNL
YLANZ
VLANG
[ [0]24 ] [ Clear ] [ Cancel ]

To add or remove a VLAN, please refer to the following example.

1. If, VLAN 0 is consisted of hosts linked to P1 and P2 and VLAN 1 is consisted of hosts
linked to P3 and P4.

Internet

DrayTek

VLAN1

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10
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2. After checking the box to enable VLAN function, you will check the table according to
the needs as shown below.

LAN == VLAN Configuration

YLAMN Configuration

Enable
P1 P2 P3 P4
YLAND O O
VLAN1 O O
VLANZ O O O ¥
VLANS O O O ¥

Ok ] [ Clear ] [ Cancel ]

To remove VLAN, uncheck the needed box and click OK to save the results.
3.2.5Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC
MNote: IP-MAC hinding presets DHCP Allocations.

If you select Strict Bind, unspecified LAN clients cannot access the Internet.
@ Enable O Disable O Strict Bind

ARP Table | Select All | Sort | Refresh | IP Bind List | Select All | Sort |
IF Address Mac Address Index IF Address Mac Address

192 188.1.10 00-0E-AF—2A4-DE-A1

192 1s8.1.100 00-08-41-36-97-5D

192 1s8.1.11 00-13-D4-A4-99-97

192 188.1.12 00-0B-CD-55—CB—-45

192 . 168.1.10 00-13-D4-A4-99-92

192 .168.1.123 00-08-41-01-53-BE

Add and Edit
IP Address

Mac sddress

Enable Click this radio button to invoke this function. However, IP/MAC
which is not listed in IP Bind List also can connect to Internet.

Disable Click this radio button to disable this function. All the settings on
this page will be invalid.

Strict Bind Click this radio button to block the connection of the IPPMAC
which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The information

for IP and MAC will be displayed in this field. Each pair of IP
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3.3 NAT

and MAC address listed in ARP table can be selected and added
to IP Bind List by clicking Add below.

Add and Edit IP Address - Type the IP address that will be used for the
specified MAC address.
Mac Address - Type the MAC address that is used to bind with
the assigned IP address.

Refresh It is used to refresh the ARP table. When there is one new PC
added to the LAN, you can click this link to obtain the newly
ARP table information.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Edit It allows you to edit and modify the selected IP address and MAC

address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will be
removed from the IP Bind List.

Note: Before you select Strict Bind, you have to bind one set of IP/MAC address for one
PC. If not, no one of the PCs can access into Internet. And the web configurator of the
router might not be accessed.

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry
in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal 1P addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

On NAT page, you will see the private IP address defined in RFC-1918. Usually we use
the 192.168.1.0/24 subnet for the router. As stated before, the NAT facility can map one
or more IP addresses and/or service ports into different specified services. In other words,
the NAT function can be achieved by using port mapping methods.
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Below shows the menu items for NAT.
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b Port Redirection
b OME Host
b Open Forts

3.3.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of
the router, and identified by its private IP address/port, the goal of Port Redirection function
is to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

Internet Destined to
220.135.240.207
Port 213

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 20 port-mapping entries for the internal hosts.
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NAT == Port Redirection

Port Redirection

| Setto Factory Default |

Index Service Name Public Port Private IP Status
1. %
2. %
3. %
4. "
5. P
6. ®
i ®
8. ®
9. ®
10. ®

== 110 | 1120 == Next ==

Press any number under Index to access into next page for configuring port redirection.

NAT == Port Redirection

Index No. 1

Enable
Mode

Service Mame
Protocol
WAN IP
Public Port
Private IP

Private Port

Range |+

learning

TCRP &

2WAN IP Alias[1[172.16.3.229 +
g2 -100

192.168.1.55 -

20

Mote: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP

have been entered.

Enable
Mode

Service Name
Protocol
Public Port

Private IP

[ Ok ] [ Clear ] [ Cancel ]

Check this box to enable such port redirection setting.

Two options (Single and Range) are provided here for you to
choose. To set a range for the specific service, select Range. In
Range mode, if the public port (start port and end port) and the
starting IP of private IP had been entered, the system will calculate
and display the ending IP of private IP automatically.

Enter the description of the specific network service.
Select the transport layer protocol (TCP or UDP).

Specify which port can be redirected to the specified Private IP
and Port of the internal host. If you choose Range as the port
redirection mode, you will see two boxes on this field. Simply type
the required numbers on these two boxes.

Specify the private IP address of the internal host providing the
service. If you choose Range as the port redirection mode, you will
see two boxes on this field. Simply type the IP address in the first
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box (as the starting point). The second one is assighed
automatically after you type the private port number below.

Private Port Specify the private port number of the service offered by the
internal host. After you enter the proper number in this box, the
second box of Private IP address will be assigned accordingly.

Active Check this box to activate the port-mapping entry you have
defined.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web configurator in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup.
You then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Mai e == Manag t

Management Setup

Management Access Control Management Port Setup
O allow management from the Internet ® User Define Ports O Default Ports
FTP Server Telnet Port 23 (Default: 23)
HTTP Server HTTE Port a0 (Default: 80)
HTTRS Server HTTPS Port 443 (Default: 443)
Telnet Server
Disable PING from the Internet FTP Port L (Default: 21)
Access List SNMP Setup
List 1P Subnet Mask [ Enable SNMP Agent
1 v | | Get Community public
o w | | Set Community private
3 w Manager Host IP
Trap Community public

Matification Host IP

Trap Timeout 10 seconds
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3.3.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.

Destined to
Internet 220.135.240.207
Protocol: Any
Port: Any

192.168.1.22 DMZ FETP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

Note: The inherent security properties of NAT are somewhat bypassed if you set up
DMZ host. We suggest you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page:

NAT == DMZ Host Setup

DMZI Host Setup
WaN 1
Active True [P 1w

Private IP

MAC Address of the True IP DMZ Host oo | oo | |00 o0 oo | |oa

Note: “When a True-IP DMZ host is turned on, it will force the router's WaMN connection to
he always on.

WAN 2
Enable Private IP
O
WAN1 This page allows you to configure Private IP or Active True IP as
DMZ host.
Private IP If you choose Private IP as DMZ host, you can type a private IP in

this box or use Choose PC button to choose the one you want.
MAC Address of the  If you choose Active True IP as DMZ host, please type the
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True....

MAC address of the one you want.

If you previously have set up WAN Alias in Internet Access>>PPPoE, you will find them
in Aux. WAN IP list for your selection.

NAT == DMZ Host Setup

DMZ Host Setup

WaAN 1
Index Enable
1. [l
2. O
WAN 2
Enable
O
Enable
Private IP
Choose PC
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Aux. WAN IP Private IP
172.16.3.229
172.16.3.22

Private IP

[ Ok | [ Clear |

Check to enable the DMZ Host function.

Enter the private IP address of the DMZ host, or click Choose PC
to select one.

Click this button and then a window will automatically pop up, as
depicted below. The window consists of a list of private IP
addresses of all hosts in your LAN network. Select one private IP
address in the list to be the DMZ host.

19t1es.1.10
192.168.1.18

When you have selected one private IP from the above dialog, the
IP address will be shown on the following screen. Click OK to
save the setting.

NAT == DMZ Host Setup

DMZ Host Setup
WAN 1
Index Enable

Aux. WAN IP Private IP

1. 172.16.3.229 192 168.1.10 Choose PC
2. [F 172.16.3.22
WAN 2
Enable Private IP
O
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3.3.3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.
Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface Local IP Address Status
1. ]
2. H
3. M
1. %
5. M
6. ]
1. %
8. ]
9. H
10. M
<< 110 | 1120 == Next ==
Index Indicate the relative number for the particular entry that you want to

offer service in a local host. You should click the appropriate index
number to edit or clear the corresponding entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface for the entry.

Local IP Address Display the private IP address of the local host offering the service.
Status Display the state for the corresponding entry. X or V is to represent

the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.

VigorPro5300 Series User's Guide



NAT == Open Ports == Edit Open Ponts

Index No. 1

Enable Open Ports

Camment P2P

wal Interface WANT v

Local Computer 192.168.1.10

Protocol Start Port End Port Protocol Start Port End Port
1. TCP » 4500 4700 6. |- v 0 0
2, LDP ~ 4500 4700 P e 0 1]
3 |- v 0 0 8 - b 0 ]
4, |- v 0 0 9, [ b 0 ]
L A a 0 1. |- A 0 ]
[ Ok l [ Clear l [ Cancel ]

Enable Open Ports
Comment
WAN Interface

Local Computer

Choose PC

Protocol

Start Port

End Port
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Check to enable this entry.
Make a name for the defined network application/service.
Specify the WAN interface that will be used for this entry.

Enter the private IP address of the local host or click Choose PC to
select one.

Click this button and, subsequently, a window having a list of
private IP addresses of local hosts will automatically pop up. Select
the appropriate IP address of the local host in the list.

Specify the transport layer protocol. It could be TCP, UDP, or -----
(none) for selection.

Specify the starting port number of the service offered by the local
host.

Specify the ending port number of the service offered by the local
host.
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3.4 Objects Settings

For IPs in a range, service ports in a limited range and keywords usually will be applied for
configuring router’s settings, we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/service/keyword for applying. For
example, all the IPs in the same department can be defined with an IP object (a range of IP
address).

Chjects Setting
b [P Object
b P Group
b Service Type Object

b Setvice Type Group
b Feyward Object

b Keywiord Group

b File Extension Object
b (W Object

b P2F Object

b Misc Object

3.4.1 IP Object
You can set up to 192 sets of IP Objects with different conditions.

Objects Setting == IP Object

IP Object Profiles: | Setto Factory Default |
Index Name Index Name

17.

FRrREREREBE®NE @R
[ L L | [ [ | [ [ | | [ [ I L )
BREEREREREEREERERE B

M
M
-
o
[gx]

| 3364 | 6596 | 97128 | 129-160 | 161192 == Next ==

Set to Factory Default Clear all profiles.
Click the number under Index column for settings in detail.
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Objects Setting >> IP Object

Profile Index : 1
Mame:
Interface:
Address Type:
Start IP Address:
End IP Address:
Subnet Mask:

Invert Selection:

Name

Interface

Address Type

Start IP Address
End IP Address
Subnet Mask

Invert Select

RO Departrment
Any ¥

Range Address  »
192.168.1.64
192.168.1.75

Type a name for this profile. Maximum 15 characters are
allowed.

Choose a proper interface (WAN, LAN or Any).

Interface: Any ¥

For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or LAN or any IP
address. If you choose LAN as the Interface here, and choose
LAN as the direction setting in Edit Filter Rule, then all the
IP addresses specified with LAN interface will be opened for
you to choose in Edit Filter Rule page.

Determine the address type for the IP address.

Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet for
IP address.

Select Any Address if this object contains any IP address.

Type the start IP address for Single Address type.
Type the end IP address if the Range Address type is selected.
Type the subnet mask if the Subnet Address type is selected.

If it is checked, all the IP addresses except the ones listed
above will be applied later while it is chosen.

Below is an example of IP objects settings.

Objects Setting >> IP Object

IP Object Profiles:

Index

= || = |
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Name
RD Department
Financial Dept.

HE. Department
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3.4.2 IP Group

This page allows you to bind several IP objects into one IP group.

Objects Setting == |P Group

IP Group Table:

Index Name

FRERREBE = NE @ E =N

Set to Factory Default

| Setto Factory Default |
Index Name
17.

P T L T T | T | S [ T | T I S | [ P
(T R (T =T (== et I (= L B £ o (R (— T L= - -

Clear all profiles.

Click the number under Index column for settings in detail.

(Objects Setting == IP Group

Profile Index : 1

Marre: Adrninistration|
Interface: Any ™
Available IP Objects Selected IP Objects
1-RD Department
2-Financial Dept.
3-HR Departrnent
DK ] [ Clear ] [ Cancel ]

Name

Interface

Available IP Objects

Selected IP Objects

Type a name for this profile. Maximum 15 characters are
allowed.

Choose WAN, LAN or Any to display all the available IP
objects with the specified interface.

All the available IP objects (created in IP Object web page)
with the specified interface chosen above will be shown in this
box.

Click button to add the selected IP objects in this box.
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3.4.3 Service Type Object

You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting >> Service Type Object

Service Type Object Profiles:

Index Name

FRERBRERBE P NP P E @M=

- | I

=< 132 | 3364 | 6596 ==

Set to Factory Default

| Setto Factory Default |
Index Name

P T L | T ™ O [ T T | N | | | O R R
(I N (T LT (== T et (= (O e L R | i = -

Clear all profiles.

Click the number under Index column for settings in detail.

Objects Setting >> Service Type Object Setup

Profile Index : 1
Mame
Protocol
Source Port

Destination Port

Name

Protocol

Source/Destination Port
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SR
TCR \4
=~ -~ |B5535
= % | |80 -~ |80
[ (8124 ] [ Cancel ]

Type a name for this profile.

Specify the protocol(s) which this profile will apply to.
Any e

Source Port and the Destination Port column are available

for TCP/UDP protocol. It can be ignored for other protocols.

The filter rule will filter out any port number.

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.
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(1=) — when the first and last value are the same, it indicates
all the ports except the port defined here; when the first
and last values are different, it indicates that all the ports
except the range defined here are available for this service

type.
(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

Below is an example of service type objects settings.

Service Type Object Profiles:

Index Mame
1. SIP
2. RTP
3.

3.4.4 Service Type Group
This page allows you to bind several service types into one group.

Objects Setting >> Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Name Group Name

17.

FRrRBEBRERBE P NE @M
[ L N T [ B [ T [ T [ T | T T [ [ [ O P
REERREREEERERERERE

Set to Factory Default Clear all profiles.

Click the number under Index column for setting in detail.
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Objects Setting >> Service Type Group Setup

Profile Index : 1

Mame: WalP
Available Service Type Objects Selected Service Type Objects
1-5IF
2-RTF
[ oK ] [ Clear ] [ Cancel ]

Name

Available Service Type
Objects

Selected Service Type
Objects

3.4.5 Keyword Object

Type a name for this profile.

You can add IP objects from IP Object page. All the
available IP objects will be shown in this box.

Click button to add the selected IP objects in this
box.

You can set 100 keyword object profiles for choosing as black /white list in Anti-Spam

>>Profile Setting.

Objects Setting >> Keyword Object

Keyword Object Profiles:

FPEFRFRERERBE R MNP &= N>

L
(X}

<< | 3364 | 6596 | 97100 ===

Set to Factory Default

Click the number under Index
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| Setto Factory Default |
Index Name Index Name

L L LT T N 1 N [ O 1 T | [ | I e
(T S [ T [ (== R I (= O (- I - [ | N - [ T = T [ = I

Clear all profiles.

column for setting in detail.
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Objects Setting == Keyword Object Setup

Profile Index : 1

Mame
Contents
[ )24 ] [ Clear ] [ Cancel ]
Name Type a name for this profile, e.g., game.
Contents Type the content for such profile. For example, type gambling

as Contents. When you browse the webpage, the page with
gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

3.4.6 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups
set here will be chosen as black /white list in Anti-Spam >>Profile Setting.

Objects Setting >> Keyword Group

Keyword Group Table: | Setto Factory Default |
Index Mame Index Mame
1 9.
2. 10.
3. 11.
4. 12.
3. 13.
6. 1.
1. 15.
8. 16.
Set to Factory Default Clear all profiles.

Click the number under Index column for setting in detail.

Objects Setting >> Keyword Group Setup

Profile Index : 1

Mame:
Available Keyword Objects Selected Keyword Objects{Max 8 Objects)
1-Keyword-1
2-keyword-2
[ k. ] [ Clear ] [ Cancel ]
Name Type a name for this group.
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Available Keyword You can gather keyword objects from Keyword Object page
Objects within one keyword group. All the available Keyword

objects that you have created will be shown in this box.
Selected Keyword Objects Click button to add the selected Keyword objects in
this box.

3.4.7 File Extension Object

This page allows you to set eight profiles which will be applied in CSM>>URL Content
Filter and Defense Configuration>>Anti-Virus. All the files with the extension names
specified in these profiles will be processed according to the chosen action.

Profile 1 with name of “default” is the default profile, some files with the file extensions
specified in this profile will be ignored and not be scanned by Vigor router.

Objects Setting >> File Extension Object

File Extension Object Profiles: | Setto Factory Default |
Profile Name Profile MName
1. default 5.
2. 6.
3. I
1. 8.
Set to Factory Default Clear all profiles.

Click the number under Profile column for configuration in details.

VigorPro5300 Series User's Guide

63



64

Objects Setting == File Extension Object Setup

Profile Index: 1

Categories

Image
Select Al .bmp
V] pct
Clear All M.ps
Video
Select All .asf
[ .qgt
Clear Al Mg
Audio
Select All .aac
.
Clear All .ra
Java
Select Al O .class
Clear All O jse
Activer
Select Al O alx
Clear All L. viv
Compression
Select Al [.ace
Clear All O.rar
Executation
Select Al [ .bas
[ .scr
Clear All

Profile Name

Profile Marne:

default

File Extensions

l

M .dib ] .gif M jpea [ .jpg
M .pex ] .pic [ .pict [+ .png
. avi [] o [ .mpe V] .mpeg
] rm [ wrnw [4].2gp [V 2app
[ . aiff [#].au [ . mp3 [ .maa
[ .ram [¥] . vox [l waw [ . wma
[ .jad [ .jar [ jav [ .java
[.jsp [.jtk
[.aph [.axs [1.ocx [1.0lb
[ wrm
O.arj O.bzipz [ bz2 [O.cab
O =it O.zip
[.bat [J.com [ exe [.inf
Ok ] ’ Clear ] ’ Cancel ]

Type a name for this profile.

Jpg2
if

.mpg

.3gpp2

.mép

O .jem

[.ale

[ .pif

[ .jp2
[ tiff

¥ .mp4
[v].3g2

[¥].0gg

O.tk

[.gzip

O.reg

Type a name for such profile and check all the items of file extension that will be processed
in the router. Finally, click OK to save this profile.
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3.4.8 IM Object

This page allows you to set 32 profiles for Instant Messenger. These profiles will be applied
in Firewall>>IM/P2P Filter Profile for filtering.

Objects Setting => CSM-IM Object Profile

C5M-1IM Profile Table: | Setto Factory Default |

Profile Name Profile Name

FRERRERBEEINE & =N
(T LS T R e O L O [ [ B | o | N [ [ I e N N - ]
REERRREFFERERERR

Set to Factory Default Clear all profiles.

Click the number under Profile column for configuration in details. There are several types
of Instant Messenger (IM) provided here for you to choose to disallow people using. Simple
check the box (es) and then click OK. Later, in the CSM>>IM/P2P Filter Profile page, you
can use IM Object drop down list to choose the proper profile configured here as the
standard for the host(s) to follow.

VigorPro5300 Series User's Guide 65



Objects Setting => CSM-IM Object Profile

Profile Index: 1
Profile Name:
Check for Disallow::

Advanced Management

activity / Application WSH ¥ ahooIh AIM{==5.9) j (ala]
Login O [ L] O
Message [F [F [F] [F
File Transfer ] I O O
Game I ¥ L i
video O O ] O
Voice F O O
Conference F F F
Other activities [F] [F] [F]
Cther IM Application YaolP
O ammes Oag Oichat [Jaabber/GongleTalk Clskype
Ozooglechat  OxFire OGaduGadu Opraltalk s
[Ognesxt [Imeetro OOrocosrraas [ aresChat
web IM { * = more than one address)
eMessenger WebMSN meeho* eBuddy ILovelM*
] WebIM URLs 1CQ J.a.va' 1CQ Flash® goowy” IMhaha* getMessenger
I Unitive* Wablet’ mabber” MSN2GO* KoollM

MessengerFX* MessengerAdictos WebYahoolM

[ Ok ] [ Clear ] [ Cancel ]

Profile Name Type a name for this profile.

Type a name for such profile and check all the items that not allowed to be used in the host.
Finally, click OK to save this profile.
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3.4.9 P2P Object

This page allows you to set 32 profiles for peer-to-peer application. These profiles will be
applied in Firewall>>1M/P2P Filter Profile for filtering.

Objects Setting == CSM-P2P Object Profile

CSM-P2P Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 1.
2. 18.
3. 19.
L. 20,
3. 21.
6. 22.
1. 23.
8. 24.
9. 295.
10. 26.
11 20,
12. 28.
13. 29.
14 30.
15. 31
16. 32.

Set to Factory Default Clear all profiles.

Click the number under Profile column for configuration in details. There are several items
for P2P protocols provided here for you to choose to disallow people using. Simple check
the box (es) and then click OK. Later, in the CSM>>IM/P2P Filter Profile page, you can
use P2P Object drop down list to choose the proper profile configured here as the standard
for the host(s) to follow.
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Objects Setting => CSM-P2P Object Profile

Profile Index: 1

Profile Mame:
Check for Disallow:
Protocol

[ soulsesk
Clebankey
[FastTrack
ClopenFT
anutella
O opentap
OeitTarrent
Ol winny

O xunlei
[Jclubbaoy

Profile Name

Applications
SoulSeek

ebonkey, eMule, Shareaza

Kazah, iMesh

KCeasy, FilePipe

BearShare, Limewire, Shareaza, Foxy
Lopster, xnap, WinLop

BitTaorrent, BitSpirit, BitComet
Winny, Winkx, Share

Other P2P Applications

Ovagaa CrP3ss Oroco
Cares
[ [B]74 ] [ Clear ] [ Cancel ]

Type a name for this profile.

Type a name for such profile and check all the protocols that not allowed to be used in the
host. Finally, click OK to save this profile.
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3.4.10 Misc Object

This page allows you to set 32 profiles for miscellaneous applications. These profiles will be
applied in Firewall>>1M/P2P Filter Profile for filtering.

Objects Setting >> CSM-Misc Object Profile

CSM-Misc Profile Table: | Setto Factory Default |
Profile MName Profile Name
1. 17.
2. 18.
3. 19.
1 20.
a. 21.
6. 22.
1. 23.
8. 24,
9. 25.
10. 26.
1. 21,
12. 28.
13. 29.
14. 30.
15. 3.
16. 32.
Set to Factory Default Clear all profiles.

Click the number under Profile column for configuration in details. Applications for
tunneling and streaming are listed in the page for you to choose to disallow people using.
Simple check the box (es) and then click OK. Later, in the CSM>>IM/P2P Filter Profile
page, you can use Misc Object drop down list to choose the proper profile configured here
as the standard for the host(s) to follow.

Objects Setting == CSM-Misc Object Profile

Profile Index: 1

Profile Mame:
Check for Disallow:

Tunneling
[Jsocks4/ss ClpGPHet [CJHTTP Praxy O1or CIwmm
[JsaoftEther [JFaldershare [Jms TEREDD Owujie/itrasurf  [JHamachi
[JHTTP Tunnel  [JPing Tunnel O TinywPn

Streaming

Crams COrtse Otvants CIppstream
CIPPlive [JFeibian Ouusee I nsPlayer
OpcasT O tvkoa [Osopcast CJupLivex
[ tvuplayer [Omyses [Daoost [OFlashvidea
[ Ok ] [ Clear ] [ Cancel ]
Profile Name Type a name for this profile.
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Type a name for such profile and check all the protocols that not allowed to be used in the
host. Finally, click OK to save this profile.

3.5 CSM Profile

70

Content Security Management (CSM)

CSM is an abbreviation of Content Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

IM/P2P Filter

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserve attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar
situation for corporation towards peer-to-peer applications since file-sharing can be
convenient but insecure at the same time. To address these needs, we provide CSM
functionality.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk
who won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide
a job-related only environment hence to increase the employee work efficiency. How can
URL Content Filter work better than traditional firewall in the field of filtering? Because it
checks the URL strings or some of HTTP data hiding in the payload of TCP packets while
legacy firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature.
If malicious code hides inside, it may occupy user’s system.

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With Web filtering service of the Vigor router, you can protect
your business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or
chat rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories
of website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be
checked against our server database. This database is updated as frequent as daily by a global
team of Internet researchers. The server will look up the URL and return a category to your
router. Your Vigor router will then decide whether to allow access to this site according to the
categories you have selected. Please note that this action will not introduce any delay in your
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Web surfing because each of multiple load balanced database servers can handle millions of
requests for categorization.

\ Note: The priority of URL Content Filter is higher than Web Content Filter.

k- M/P2P Filter Profile
e LUEL Content Filter Profile
b WWeh Content Filter Profile

3.5.1 IM/P2P Filter Profile

You can define policy profiles for different policy of IM (Instant Messenger)/P2P (Peer to
Peer) application. CSM profile can be used in Filter Setup page.

CSM >> IM/P2P Filter Profile

IM/P2P Filter Profile Table: | Setto Factory Default |

Profile Name Profile Name

L L T L o I [ [ S T | 1 | I | | N
(ST S [— T = (== N o IO =T 5 B (U [ ) [ TR (1 T (= - T

FPEERBREBrRENE P EFNE

Set to Factory Default Clear all profiles.
Click the number under Index column for settings in detail.

CSM == IM/P2P Filter Profile

Profile Index: 1

Profile Mame:

IM Object Mone
P2P Object Mone
Misc Object Mone
[ QK ] [ Cancel ]
Profile Name Type a name for the CSM profile.

Each profile can contain three objects settings, IM Object, P2P Object and Misc Object.
Such profile can be applied in the Firewall>>General Setup and Firewall>>Filter Setup
pages as the standard for the host(s) to follow.
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3.5.2 URL Content Filter Profile

Based on the list of user defined keywords, the URL Content Filter facility in Vigor router
inspects the URL string in every outgoing HTTP request. No matter the URL string is found
full or partial matched with a keyword, the Vigor router will block the associated HTTP
connection.

For example, if you add key words such as “sex”, Vigor router will limit web access to web
sites or web pages such as “www.sex.com”, “www.backdoor.net/images/sex/p_386.html”.
Or you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.
Click CSM and click URL Content Filter to open the profile setting page.

CSM >> URL Content Filter Profile

URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 3.
2. 6.
3. I
a. 8.

Administration Message {Max 255 characters)

<body><center><br><p>The requested Web page has been blocked by URL Content
Filter.<p>Please contact yvour system administrator for further
information.</center></hodys>

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.

CSM >> URL Content Filter Profile

Profile Index: 1
Profile Name:

Priority: Bath : Pass ¥ | Log: Mone %

1.URL Access Control

[JEnable URL Access Control [Jprrevent web acess from IP address
Action: Group/Object Selections

2 Web Feature
[JEnable Restrict Web Feature

Action:
[Jcookie Orrowy File Extension Profile: | Mone v
[ (0]34 ] [ Clear ] [ Cancel ]
Profile Name Type the name for such profile.
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Priority

Log

URL Access Control

VigorPro5300 Series User's Guide

It determines the action that this router will apply.

Both: Pass — The router will let all the packages that match with
the conditions specified in URL Access Control and Web Feature
below passing through. When you choose this setting, both
configuration set in this page for URL Access Control and Web
Feature will be inactive.

Both:Block —The router will block all the packages that match
with the conditions specified in URL Access Control and Web
Feature below. When you choose this setting, both configuration
set in this page for URL Access Control and Web Feature will be
inactive.

Either: URL Access Control First — When all the packages
matching with the conditions specified in URL Access Control and
Web Feature below, such function can determine the priority for
the actions executed. For this one, the router will process the
packages with the conditions set below for URL first, then Web
feature second.

Either: Web Feature First —~When all the packages matching with
the conditions specified in URL Access Control and Web Feature
below, such function can determine the priority for the actions
executed. For this one, the router will process the packages with
the conditions set below for web feature first, then URL second.

Priority: Both : Pass g

Bath - Block
Either : LURL Access Contral First
Either : Weh Feature First

None — There is no log file will be recorded for this profile.

Pass — Only the log about Pass will be recorded in Syslog.

Block — Only the log about Block will be recorded in Syslog.

All — All the actions (Pass and Block) will be recorded in Syslog.

Loq: Mone ,v'

MNone
Pass

Block
All

Enable URL Access Control - Check the box to activate URL
Access Control. Note that the priority for URL Access Control is
higher than Restrict Web Feature. If the web content match the
setting set in URL Access Control, the router will execute the
action specified in this field and ignore the action specified under
Restrict Web Feature.

Prevent web access from IP address - Check the box to deny any
web surfing activity using IP address, such as http://202.6.3.2. The
reason for this is to prevent someone dodges the URL Access
Control. You must clear your browser cache first so that the URL
content filtering facility operates properly on a web page that you
visited before.

Action — This setting is available only when Either : URL Access
Control First or Either : Web Feature First is selected. Pass -
Allow accessing into the corresponding webpage with the
keywords listed on the box below.
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Web Feature

Block - Restrict accessing into the corresponding webpage with the
keywords listed on the box below.
If the web pages do not match with the keyword set here, it will be

processed with reverse action.
Action:

Block =

Group/Object Selections — The Vigor router provides several
frames for users to define keywords and each frame supports
multiple keywords. The keyword could be a noun, a partial noun,
or a complete URL string. Multiple keywords within a frame are
separated by space, comma, or semicolon. In addition, the maximal
length of each frame is 32-character long. After specifying
keywords, the Vigor router will decline the connection request to
the website whose URL string matched to any user-defined
keyword. It should be noticed that the more simplified the blocking
keyword list, the more efficiently the Vigor router perform.

A hitp4/192.168.1 1 - Group/Object Edit - Migrosoft Internet Explorer ([=1.3]

Object/Group Edit

Keyword Object
or Keyword Object

or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group

Mone v
MNone v
Mone v
MNone v
Mone v
MNone v
Mone v
MNone v
Mone v
MNone v
Mone v
MNone v
Mone v
MNone v
Mone v

MNone v

Enable Restrict Web Feature - Check this box to make the
keyword being blocked or passed.

Action - This setting is available only when Either : URL Access
Control First or Either : Web Feature Firs is selected. Pass
allows accessing into the corresponding webpage with the
keywords listed on the box below.

Pass - Allow accessing into the corresponding webpage with the
keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage with the
keywords listed on the box below.

If the web pages do not match with the specified feature set here, it
will be processed with reverse action.

Cookie - Check the box to filter out the cookie transmission from
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inside to outside world to protect the local user's privacy.

Proxy - Check the box to reject any proxy transmission. To control
efficiently the limited-bandwidth usage, it will be of great value to
provide the blocking mechanism that filters out the multimedia
files downloading from web pages.

File Extension Profile — Choose one of the profiles that you
configured in Object Setting>> File Extension Objects
previously for passing or blocking the file downloading.

File Extension Profile: DHE b
Mane

3.5.3 Web Content Filter Profile
Click CSM and click Web Content Filter to open the profile setting page.

CSM == Web Content Filter Profile

Web Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Mame
1 a.
2, 6.
3. L.
4. 8.

Wweb Content Filter Setup

Select a server: | dlobal shortest site »
Test a site to verify whether it is categorized

Administration Message {Max 255 characters)

<body><center><br><p>The requested Web page has been bhlocked by Web Content
Filter.«<p>Please contact your system administrator for further
information.</center></hodys>

You can set eight profiles as Web content filter. Simply click the index number under Profile
to open the following web page.
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CSM => Web Content Filter Profile

Profile Index : 1

Profile Mame:

Action - Block + Iug: Block »
Groups Categories
Child Protection Cchat O criminal Oorugs/alcohol
Select All [Jzambling [JHacking [JHate speech
Clear Al [Ozex O vialence Oweapons
Leisure [ advertisements O Eentertainment OFood
Select Al COzames O Glamour O Health
Clear Al [Hobbies CLifastyle Cmotor vehicles
Crersonals Clrhoto Searchas [l shapping
[sports Ol streaming Media O Travel
Business [Jcomputing/internet  [JFinance [l1ob search/Career
el [ ralitics [lreal Estate Clreference
Clear Al [remote proxies [l search Engine Clweb mMail
Others [JEducation [DHasting sites Clkid sites
el CMews [ religion [lsex Education
Clear All [dusenet news Ouncategorised sites
[ Ok ] [ Clear ] [ Cancel ]
Action Pass - allow accessing into the corresponding webpage with the

categories listed on the box below.

Block - restrict accessing into the corresponding webpage with the
categories listed on the box below.

If the web pages do not match with the specified feature set here, it
will be processed with reverse action.

Lo None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.
Block — Only the log about Block will be recorded in Syslog.

All — All the actions (Pass and Block) will be recorded in Syslog.

(=]

|ug: Block
Mone
Fass

]Crimi Black

For this section, please refer to Web Content Filter user’s guide.

3.6 Firewall

3.6.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also
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restricts users in the local network from accessing the Internet. Furthermore, it can filter out
specific packets that trigger the router to build an unwanted outgoing connection.

The most basic security concept is to set user name and password while you install your
router. The administrator login will prevent unauthorized access to the router configuration
from your router.

Quick Start Wizard

Enter login password
Please enter an alpha-numeric string as your Password (Max 23 characters).

Mew Password L T11]

Confirm Passwaord [TIT]

If you did not set password during installation; you can go to System Maintenance to set up
your password.

System Maintenance => Administrator Password Setup

Administrator Password

Old Passwaord
Mew Password

Canfirm Password

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall
facilities:

®  User-configurable IP filter (Call Filter/ Data Filter).

®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

® URL Content Filter

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.
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® Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter
rules. If legal, the packet will pass. Then the router shall “initiate a call”” to build the
Internet connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.

Call Filter —— Initiate a call
| down pass

l block

Outgoing
Traffic status packet
up pass
|—> Data Filter —— /' packey

to WAN

l block

Drop
packet

pass

Send packet ™ - pta Filter «—— < LAN Link

to LAN

1 block

Drop
packet

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all interfaces
of the firewall and makes sure they are valid. The stateful firewall of Vigor router not just
examine the header information also monitor the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
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vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based
on the attack signature database. Any malicious packet that might duplicate itself to paralyze
the host in the secure LAN will be strictly blocked and a Syslog message will be sent as
warning, if you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router
will activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. Smurf attack

2. UDP flood attack 10. SYN fragment

3. ICMP flood attack 11. ICMP fragment

4. TCP Flag scan 12. Tear drop attack

5. Trace route 13. Fraggle attack

6. IP options 14. Ping of Death attack
7. Unknown protocol 15. TCP/UDP port scan
8. Land attack

Anti-Virus and Anti-Intrusion

Users might have much more confidence about the security in the network for data
transmission if the functions of anti-virus and anti-intrusion are activated. The VigorPro
router offers the mechanism of anti-virus and anti-intrusion. What you have to do is to set the
proper profiles and invoke them. The anti-virus profile and anti-intrusion configuration can
be set in Anti-Virus menu (refer to section 3.7) and Anti-Intrusion menu (refer to section 3.6).
However, the mechanism must be enabled either in Firewall>>General Setup or
Firewall>>Filter Setup web page. After you choose proper Anti-Virus profile and check
Anti-Intrusion box, the Anti-Virus and Anti-Intrusion LEDs on the front panel will light up.

Below shows the menu items for Firewall.

Fireweall

b General Setup
k- Filter Setup
b Do= Defense

3.6.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you
can configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Important: When some packet does not fit the rule configured in Filter Setup web page,
the filtering action configured in general setup web page will apply to that packet.

Click Firewall and click General Setup to open the general setup page.
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Firewall >> General Setup

General Setup

Call Filter

Data Filter

@ Enable Start Filter Set | Set#l v
O Disable
® Enable Start Filter Set | Set#2 v
O Disable

Actions for default rule:

Application
Filter

IM/P2P Filter

URL Content Filter
Web Content Filter

Anti-Virus
Anti-Intrusion

Anti-Spam

Asdvance Setting

Action/Profile
Pass |

Syslog

Mone
Mone »
Mone »
Mone

[ Enable

Mone »

Ooooooono

O apply IP filter ta ¥PN incaming packets

accept large incoming fragmented UDP or ICMP packets ( for some games, ex. C5 )

[ Enable Transparent mode

Strict Security Checking

[ anti-virus

Call Filter

Data Filter

Filter

IM/P2P Filter

URL Content Filter

[ anti-spam O1in-sequence

[ oK ] [ Cancel ]

Check Enable to activate the Call Filter function. Assign a start
filter set for the Call Filter.

Check Enable to activate the Data Filter function. Assign a start
filter set for the Data Filter.

Select Pass or Block for the packets that do not match with the
filter rules.

Filter

Pass v

Select a CSM profile for global IM/P2P application blocking. All
the hosts in LAN must follow the standard configured in the
CSM profile selected here. For detailed information, refer to the
section of CSM profile setup. For troubleshooting needs, you can
specify to record information for IM/P2P by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Select one of the URL Content Filter profile settings (created in
CSM>> URL Content Filter) for applying with this router. Please
set at least one profile for choosing in CSM>> URL Content
Filter web page first. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.
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Web Content Filter

Anti-Virus

Anti-Intrusion

Anti-Spam

Apply IP filter to VPN
incoming packets

Accept large
incoming...

Enable Transparent
Mode
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Select one of the Web Content Filter profile settings (created in
CSM>> Web Content Filter) for applying with this router. Please
set at least one profile for anti-virus in CSM>> Web Content
Filter web page first. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the Log
box. It will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Select one of the anti-virus profile settings (created in
Anti-Virus>>Profile Setting) for applying with this router. Please
set at least one profile for anti-virus in Anti-Virus-> Profile
Setting web page first. For troubleshooting needs, you can specify
to record information for Anti-Virus by checking the Log box. It
will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Check the Enable box to invoke anti-intrusion filter function. For
troubleshooting needs, you can specify to record information for
Anti-Intrusion by checking the Log box. It will be sent to Syslog
server. Please refer to section 3.14.4 Syslog/Mail Alert for more
detailed information.

Select one of the anti-spam profile settings (created in
Anti-Spam>>Profile Setting) for applying with this router. Please
set at least one profile for anti-spam in Anti-Spam>>Profile
Setting web page first. For troubleshooting needs, you can specify
to record information for Anti-Spam by checking the Log box. It
will be sent to Syslog server. Please refer to section 3.14.4
Syslog/Mail Alert for more detailed information.

Check this box to enable the function.

Some on-line games (for example: Half Life) will use lots of
fragmented UDP packets to transfer game data. Instinctively as a
secure firewall, Vigor router will reject these fragmented packets
to prevent attack unless you enable “Accept large incoming
fragmented UDP or ICMP Packets”. By checking this box, you
can play these kinds of on-line games. If security concern is in
higher priority, you cannot enable “Accept large incoming
fragmented UDP or ICMP Packets”.

Check this box to enable transparent function for such router. It
is not necessary for users to re-organize the network or configure
the subnet settings for each PC connected under such router.
However, the configured Anti-Virus, Anti-Intrusion and
Anti-Spam profiles can be applied to PCs connected behind vigor
router to have the best security. The following picture explains
the basic structure for using transparent mode for vigor router.
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Advance Setting

Internet

NAT /—I—

DSL Router ‘

VigorPro5300; Enable Tranparent Mode

172.16.X.x

PCs with subnet “172.16.x.x” connected under VigorPro 5300
will be protected by security settings enabled and configured on
the web pages of Vigor router. When the transparent mode has
been checked, hackers from Internet do not sense the existence of
vigor router, therefore they cannot attack the router.

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

A hitp:11192 168 1.1 Moc/ipfzenady him - Microsoft Internet Explozer

Firewall >> General Setup
Advance Setting
Codepage AMSIN252)-Latin | b’
Window size: 65535
Session timeaut: 1440 Minute
Queue timeout: 2 Minute
Max. Queue length: )
Retransmission queue lengh: 32
[ ok ] [ clese |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can help
the system obtaining correct ASCII after decoding data from
URL and enhance the correctness of URL Content Filter. The
default value for this setting is ANSI 1252 Latin I. If you do not
choose any codepage, no decoding job of URL will be processed.
Please use the drop-down list to choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup dialog,
you will see the recommended codepage listed on the dialog box.
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Strict Security
Checking
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|192.168.1.1 WAN Information —

WaNL IP (Fixed)

I WigorProS300 series

172.16.2.215
LAMN Status
[ T4 Packets Rt Packets WANZ IP (Fixed)

| ZE4aD | 15285 |

Tool Setup | Telnet Read-outfetup Codepage Informsation I

Codepage To Belect
Windows Verson: 5,01 2600
RECOMMENDED CODEPAGE:

950 (ANSIAOEM - Traditional Chiness Bigh)
00al1:21 00af:Fe 00a3:63 00aa:61 00ad:2d O0se:52 00b2:22 00b3:33 00b2:31 O0ba:6!

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the performance will
be. However, if the network is not stable, small value will be
proper.

Session timeout /Queue timeout-Setting timeout for sessions
can make the best utilization of network resources. However,
Queue timeout is configured for TCP protocol only; session
timeout is configured for the data flow which matched with the
firewall rule.

Max. Queue length - When the network connection is not
stable, you can set large number for this setting to get better
performance. Yet large value will consume large resource.
Retransmission queue length — Type the number here as a base
for the router to verify if the retransmitted data is the same as the
old one.

For the sake of security, you might want the router executing
strict security checking for data transmission. The router
performance will be affected if you invoke strict security
checking.

Anti-Virus — Check this box to execute the critical checking for
virus.

Anti-Spam — Check this box to execute the critical checking for
e-mails.

In sequence — Check this box to execute the critical checking for
all the files in sequence.
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3.6.3 Filter Setup
Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1. Default Call Filter 1.
2. Default Data Filter 8.
3. 9.
4 10.
3. 1.
6. 12.

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall == Filter Setup == Edit Filter Set

Filter Set 1

Comments : |Default Call Filter

Filter Rule Active Comments Move Up Move Down
Block MetBios Down
o up Down
O up Down
o up Down
g up Down
(e o up Down
o up
Next Filter Set |Mone v
[k ) [oe J (Comoal ]
Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click the

button will open Edit Filter Rule web page. For the detailed
information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the current

filter run. Do not make a loop with many filter sets.
To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.
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Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 1

Check to enable the Filter Rule

cComments:

Index(1-15) in Schedule Setup:

Direction:
Source IP:
Destination IP:
Service Type:

Fragments:

Application
Filter:

Block MetBios

i i 1

LAN -= WAN v

Any
Any
TCRMAUDP, Port: from 137~139 to undefined

Daon't Care v

Branch to Other Filter Set:

IM/P2P Filter:

URL Content Filter
Web Content Filter
Anti-Virus:
Anti-Intrusion:

Anti-Spam:

Advance Setting

Check to enable the
Filter Rule

Comments

Index (1-15)

Direction

Source/Destination IP

VigorPro5300 Series User's Guide

Action/Profile Syslog
Block Immediately v O
Enable
[ Ik ] [ Clear ] [ Cancel ]

Check this box to enable the filter rule.

Enter filter set comments/description. Maximum length is 14-
character long.

Set PCs on LAN to work at certain time interval only. You may
choose up to 4 schedules out of the 15 schedules pre-defined in
Applications >> Schedule setup. The default setting of this filed is
blank and the function will always work.

Set the direction of packet flow (LAN->WAN/WAN->LAN). It is
for Data Filter only. For the Call Filter, this setting is not
available since Call Filter is only applied to outgoing traffic.

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.
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Service Type

3 hitp:f/192 16811 - IP Address Edit - Microsoft Internet Explorer

IP Address Edit
Address Type

Start IP address
End IP address
Subnet Mask
Invert Selection
IP Group

ar IP Object
or IP Chject
or IP Chject

Group and Objects +

1-RD Departrment
2-Financial Dept.
3-HR Department

To set the IP address manually, please choose Any Address/Single
Address/Range Address/Subnet Address as the Address Type
and type them in this dialog. In addition, if you want to use the IP
range from defined groups or objects, please choose Group and
Objects as the Address Type.

Graup and Ohjects +

Any Address
Single Address
Fange Address
|Subnet Addre

From the IP Group drop down list, choose the one that you want
to apply. Or use the IP Object drop down list to choose the object

that you want.

Click Edit to access into the following dialog to choose a suitable
service type.

3 hitp:/f192.168.1.1 - Sexvice Type Edit - Microsoft Internet Explorer

Service Type Edit
Service Type

Protocol

Source Port
Destination Part
Service Group

or Service Object
or Service Object

or Service Object

Group and Objects +

To set the service type manually, please choose User defined as
the Service Type and type them in this dialog. In addition, if you
want to use the service type from defined groups or objects, please
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Fragments

Filter

Branch to other Filter
Set

IM/P2P Filter

URL Content Filter
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choose Group and Objects as the Service Type.
User defined W

User dafired
Group and Ohjects

Protocol - Specify the protocol(s) which this filter rule will apply to.
Source/Destination Port -

(=) — when the first and last value are the same, it indicates one
port; when the first and last values are different, it indicates a range
for the port and available for this service type.

(1=) — when the first and last value are the same, it indicates all
the ports except the port defined here; when the first and last
values are different, it indicates that all the ports except the range
defined here are available for this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for this
profile.

Service Group/Object - Use the drop down list to choose the one
that you want.

Specify the action for fragmented packets. And it is used for Data
Filter only.

Don’t care -No action will be taken towards fragmented packets.
Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short to
contain a complete header.

Specifies the action to be taken when packets match the rule.
Block Immediately - Packets matching the rule will be dropped
immediately.

Pass Immediately - Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule, and that
does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and that
does not match further rules, will be passed through.

If the packet matches the filter rule, the next filter rule will branch
to the specified filter set. Select next filter rule to branch from the
drop-down menu. Be aware that the router will apply the
specified filter rule for ever and will not return to previous filter
rule any more.

Select a CSM profile for global IM/P2P application blocking. All
the hosts in LAN must follow the standard configured in the CSM
profile selected here. For detailed information, refer to the section
of CSM profile setup. For troubleshooting needs, you can specify to
record information for IM/P2P by checking the Log box. It will be
sent to Syslog server. Please refer to section 3.14.4 Syslog/Malil
Alert for more detailed information.

Select one of the URL Content Filter profile settings (created in
CSM>> URL Content Filter Profile) for applying with this router.
Please set at least one profile for choosing in CSM>> URL
Content Filter Profile web page first. For troubleshooting needs,
you can specify to record information for URL Content Filter by
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Web Content Filter

Anti-Virus

Anti-Intrusion

Anti-Spam

Advance Setting

checking the Log box. It will be sent to Syslog server. Please refer
to section 3.14.4 Syslog/Mail Alert for more detailed information.

Select one of the Web Content Filter profile settings (created in
CSM>> Web Content Filter Profile) for applying with this router.
Please set at least one profile for anti-virus in CSM>> Web
Content Filter Profile web page first. For troubleshooting needs,
you can specify to record information for Web Content Filter by
checking the Log box. It will be sent to Syslog server. Please refer
to section 3.14.4 Syslog/Mail Alert for more detailed information.

Select one of the anti-virus profile settings (created in Defense
Configuration>>Anti-Virus>>Profile Setting) for applying with
this router. Please set at least one profile for anti-virus in Defense
Configuration>>Anti-Virus-> Profile Setting web page first. For
troubleshooting needs, you can specify to record information for
Anti-Virus by checking the Log box. It will be sent to Syslog
server. Please refer to section 3.14.4 Syslog/Mail Alert for more
detailed information.

Check the Enable box to invoke anti-intrusion filter function. For
troubleshooting needs, you can specify to record information for
Anti-Intrusion by checking the Log box. It will be sent to Syslog
server. Please refer to section 3.14.4 Syslog/Mail Alert for more
detailed information.

Select one of the anti-spam profile settings (created in Defense
Configuration>>Anti-Spam>>Profile Setting) for applying with
this router. Please set at least one profile for anti-spam in Defense
Configuration>>Anti-Spam>>Profile Setting web page first. For
troubleshooting needs, you can specify to record information for
Anti-Spam by checking the Log box. It will be sent to Syslog
server. Please refer to section 3.14.4 Syslog/Mail Alert for more
detailed information.

Click Edit to open the following window. Click Edit to open the
following window. However, it is strongly recommended to use
the default settings here.

2} hitp://192.168.1 1/doc/ipfedrady.him - Microsoft Internet Explorer

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting

Codepage AMSI1252)-Latin | hd
Window size: 65535
Session timeout: 1440 Minute
Queue timeout: 2 Minute
Max, Queue length: 5
Retransmission queue lengh: 32
[ ok ] [ Chse |

Codepage - This function is used to compare the characters among
different languages. Choose correct codepage can help the system
obtaining correct ASCII after decoding data from URL and
enhance the correctness of URL Content Filter. The default value
for this setting is ANSI 1252 Latin I. If you do not choose any
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codepage, no decoding job of URL will be processed. Please use
the drop-down list to choose a codepage.

If you do not have any idea of choosing suitable codepage, please
open Syslog. From Codepage Information of Setup dialog, you will
see the recommended codepage listed on the dialog box.

WAN Information —
WANL TP (Fixed)
I WigorProS300 seties
I 172,16,2.213

L& Stakus
[ Ti Packets R¥ Packets WANZ TP (Fixed)

| 25453 | 15285 |

J192.168.1.1

Tool Setup | Telnet Read-out Setun Codepage Information I

Codepage To Select
Windows Version: 5.01 2600

RECOMMENDED CODEPAGE:
950 (ANSIAOEM - Traditional Chinese Bigh)
00al:21 0026 Fe 00a9:63 00a:61 00ad:2d O0se:52 00b2:32 00b3:33 00b3:31 O0ba:ai

Window size — It determines the size of TCP protocol (0~65535).
The more the value is, the better the performance will be. However,
if the network is not stable, small value will be proper.

Session timeout /Queue timeout—Setting timeout for sessions can
make the best utilization of network resources. However, Queue
timeout is configured for TCP protocol only; session timeout is
configured for the data flow which matched with the firewall rule.
Max. Queue length - When the network connection is not stable,
you can set large number for this setting to get better performance.
Yet large value will consume large resource.

Retransmission queue length — Type the number here as a base
for the router to verify if the retransmitted data is the same as the
old one.

Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even
link them in a serial manner. Each filter set is composed by 7 filter rules, which can be
further defined. After that, in General Setup you may specify one set for call filter and one
set for data filter to execute first.
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Firewall > General Setup

Gaenaral Satup

call Filtar & Enatln Start Filter Set [Set#! )|
0 Disable

Data Filtar @ Enatiln " "_‘em '_ -
O Disable

ActionProfiliy Syslog
Filtar Pass M| O
Codepage -None_ ||
e ] o
URL Content Fliter | None j» =]
Web Cantent Fliter | None | =]
Suli-Vives | Mone i a Firewall == Fitkr Setup
Lt Intrusion; [ Enabie B
‘e -
Aufi-Spam one ¥ o Filter Setup - et Bastorg lotaly
Hat Commants set Comments
. ik Default Call Filter L
[#] accept large incaming fragmented UOP or ICMP packets { far some games, 3
L1 Enabilie Transparint muode a,
10,
" 11
‘ Ok Can:L] iz
Firewall == Filter Setup == Cdit Filter Set
Firewall == Edit Filtar Set >> Cdit Filter Rule
Fllter Sat 1 -
Comments :
- = = : Fllter Sat 1 Rule 1
C nt: M U
bttt 2eeLE [ check to srable thee Filter Rule
E Block Netdios et
Iil w Index(1-15} in Scheduls Setup: [ _, [
Z] 0 up
7] o up Direction: | LAR > WAN =
3] O up Source 1P Ay |
&) o b Destination 1P Any | [Edit
Service Type: | [ Edit
@ O e
Eragmonta: Dant

Actinn/Pre
Block Immedialely - i