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Federal Communication Commission Interference Statement
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installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device
may not cause harmful interference, and (2) this device must accept any interference received, including interference
that may cause undesired operation.
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the user's authority to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment
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This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
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Terminology

3DES Triple Data Encryption Standard

AES Advanced Encryption Standard

ANSI American National Standards Institute
AP Access Point

CCK Complementary Code Keying
CSMA/CA Carrier Sense Multiple Access/ Collisioncddance
CSMA/CD Carrier Sense Multiple Access/ Collisiont@stion
DDNS Dynamic Domain Name Server

DH Diffie-Hellman Algorithm

DHCP Dynamic Host Configuration Protocol
DSSS Direct Sequence Spread Spectrum
EAP Extensible Authentication Protocol
ESP Encapsulating Security Payload

FCC Federal Communications Commission
FTP File Transfer Protocol

Gl Guard Intervals

IAPP Inter Access Point Protocol

IEEE Institute of Electrical and Electronic Engiree
IKE Internet Key Exchange

IP Internet Protocol

ISM Industrial, Scientific and Medical

LAN Local Area Network

MAC Media Access Control

MCS Modulation Coding Scheme

MD5 Message Digest 5

NAT Network Address Translation

NT Network Termination

NTP Network Time Protocol

PPTP Point to Point TunnelirRyotocol

PSD Power Spectral Density

RF Radio Frequency

SHA1l Secure Hash Algorithm

SNR Signal to Noise Ratio
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SSID Service Set Identification

TCP Transmission Control Protocol
TFTP Trivial File Transfer Protocol
TKIP Temporal Key Integrity Protocol
UPNP Universal Plug and Play

VPN Virtual Private Network

WDS Wireless Distribution System
WEP Wired Equivalent Privacy
WISP Wireless Internet Service Provider
WLAN Wireless Local Area Network
WPA Wi-Fi Protected Access

WPS Wi-Fi Protected Setup
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1 Introduction

The Wireless LAN Broadband Router is an afforddBIEE 802.11b/g with 802.11n Draft 2.0
specifications of wireless LAN broadband routerusioh; setting SOHO and enterprise
standard for high performance, secure, manageablestiable WLAN.

This document describes the steps required fainthal IP address assign and other WLAN
router configuration. The description includes itnplementation of the above steps.

1.1Package contents
The package of the WLAN Broadband Router incluttesfollowing items,

v

v
v
v

The WLAN Broadband Router
The DC Power Adapter

The Documentation CD
RJ-45 Cable Line (Option)

1.2Product Features
Generic Router

>

>

A\

VV V V VY

YV V V V

Compatible with IEEE 802.11n Draft 2.0 Specificas@rovides wireless speed up
to 300Mbps data rate.

Compatible with IEEE 802.11g high rate standargrtivide wireless Ethernet
speeds of 54Mbps data rate.

Maximizes the performance and ideal for media-ecenafplications like streaming
video, gaming and Voice over IP technology.

Supports multi-operation (bridge/gateway/WISP) nwobletween wireless and
wired Ethernet interfaces.

Supports WPS, 64-bit and 128-bit WEP, WPA, WPA2gpiwon/decryption and
WPA with Radius function to protect the wirelessad@ansmission.

Supports IEEE 802.1x Authentication.

Supports IEEE 802.3x full duplex flow control orv100M Ethernet interface.
Supports DHCP server to provide clients auto |IReskks assignment.

Supports DHCP client, static IP, PPPoE, PPTP L&BI3M 3.5G of WAN Interface.
Supports firewall security with Port filtering, fitering, MAC filtering, Port
forwarding, DMZ hosting, URL filtering and Virtu&8erver functions.

Supports WEB based management and configuration.

Supports UPnP for automatic Internet access.

Supports Dynamic DNS service.

Supports NTP client service.
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|
Supports Log table and remote Log service.

Support Setup Wizard mode.

Supports FTP Server function.

Supports USB storage & Printer Server tool.
Supports IPv6 LAN & WAN.

YV V V V VY
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1.3Panel Description (2Tx2R)

LAN LED

:

WPS LED

}

4 3 2 1 WAN WPS WLAN PWR
© 0O O OO0 ©0 O
N
WAN LED  WLAN LED  Power LED
LED Indicator State Description
1. PWR LED On The WLAN Broadband Router is powered on.
Off The WLAN Broadband Router is powered off.
2. WLAN LED Flashing Data is transmitting or receiving on the
antenna.
Off No data is transmitting or receiving on the
antenna.
3. WPS LED Flashing The WPS feature is Enabled.
off The WPS feature is Disabled.
4. WAN LED
ACT Flashing Data is transmitting or receiving on the WAN
interface.
on Port linked.
Off No link.
5. LAN LED
ACT Flashing Data is transmitting or receiving on the LAN
interface.
on Port linked.
off No link.
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Typel
[ LL.—J—l 1 1 1 1 | 0
/usa WAN 1 2 3 4 PWR R§\
T b Y -/ ‘
Rese
usB WAN Powe
LAN
Type2
o L—.—‘_l L1 | || | . 0
WPS WAN 1 2 3 4 PWR 33‘\
A N 20N
WAN Y Rese
WPS
LAN Powe
USB
Interfaces Description
Antenna The Wireless LAN Antenna.
(Fixed / SMA)

PWR (Power)

The power jack allows an external DC power supply
connection.

The external DC adaptor provide adaptive powerirement
to the WLAN Broadband Router.

LAN The RJ-45 sockets allow LAN connection through Gaitg 5
cables. Support auto-sensing on 10/100M speed afiduil
duplex; comply with IEEE 802.3/ 802.3u respectively

WAN The RJ-45 socket allows WAN connection through te@ary

5 cable. Support auto-sensing on 10/100M speedhalficfull
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duplex; comply with IEEE 802.3/ 802.3u respectively

USB The USB port allows USB Storage connection to sugpoP
server- File server.
RS (Reset) Push continually the reset button 5 ~ 10 secondssiet the

configuration parameters to factory defaults.

2 Installation

2.1Hardware Installation
Step 1: Place the Wireless LAN Broadband Routethéobest optimum transmission

location. The best transmission location for youtAM Broadband Router is
usually at the geographic center of your wirelestsvork, with line of sign to all
of your mobile stations.

Step 2: Connect the WLAN Broadband Router to yoiredvnetwork. Connect the
Ethernet WAN interface of WLAN Broadband Router ¢gtegory 5 Ethernet
cable to your switch/ hub/ xXDSL modem or cable nmdé straight-through
Ethernet cable with appropriate cable length igiede

Step 3: Supply DC power to the WLAN Broadband Routise only the AC/DC power
adapter supplied with the WLAN Broadband Routemaybe occur damage by
using a different type of power adapter.

The hardware installation finished.

2.2Software Installation
» There are no software drivers, patches or utilitstallation needed, but only the

configuration setting. Please refer to chapterr&édftware configuration.

Notice: It will take about 50 seconds to complete the boaip sequence aftel
powered on the WLAN Broadband Router; Power LED wil be active,
and after that the WLAN Activity LED will be flashi ng to show the
WLAN interface is enabled and working now.
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3 Software configuration

There are web based management and configurati@tidus allowing you to have the jobs
done easily.

The WLAN Broadband Router is delivered with thddaling factory default parameters on
the Ethernet LAN interfaces.

Default IP Address192.168.1.254

Default IP subnet mask55.255.255.0

WEB login User Name<empty>

WEB login Password<empty>

3.1 Prepare your PC to configure the WLAN BroadbandtBiou
For OS of Microsoft Windows 95/ 98/ Me/XP:

1.

8.

Click theSart button and sele@&ettings, then clickControl Panel. TheControl
Panel window will appear.

Note: Windows Me users may not see the Network cont@okp If soselect View
all Control Panel optionson the left side of the window

. Move mouse and double-click the right buttonNstwork icon. TheNetwork

window will appear.
Check the installed list dietwork Components. If TCP/IP is not installed, click the
Add button to install it; otherwise go to step 6.
SelectProtocol in theNetwork Component Type dialog box and clickAdd button.
SelectTCP/IP in Microsoft of Select Network Protocol dialog box then click OK
button to install the TCP/IP protocol, it may neled Microsoft Windows CD to
complete the installation. Close and go backétwork dialog box after the TCP/IP
installation.
SelectTCP/IP and click theproperties button on théNetwork dialog box.
SelectSpecify an | P address and type in values as following example.

v IP Address192.168.1.1any IP address within 192.168.1.1 to 192.1683.i25

good to connect the Wireless LAN Access Point.

v" IP Subnet Mask255.255.255.0

Click OK and reboot your PC after completes thpdPameters setting.

For OS of Microsoft Windows 2000, XP:

1.

Click theStart button and sele@&ettings, then clickControl Panel. TheControl
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8.

Panel window will appear.

. Move mouse and double-click the right buttonNetwork and Dial-up Connections

icon. Move mouse and double-click thecal Area Connection icon. TheLocal Area
Connection window will appear. Clickroperties button in the_ocal Area
Connection window.
Check the installed list dietwork Components. If TCP/IP is not installed, click the
Add button to install it; otherwise go to step 6.
SelectProtocol in theNetwork Component Type dialog box and cliclAdd button.
SelectTCP/IP in Microsoft of Select Network Protocol dialog box then click OK
button to install the TCP/IP protocol, it may neled Microsoft Windows CD to
complete the installation. Close and go backétwork dialog box after the TCP/IP
installation.
SelectTCP/IP and click theproperties button on théNetwork dialog box.
SelectSpecify an | P address and type in values as following example.

v IP Address192.168.1.1any IP address within 192.168.1.1 to 192.1683.i25

good to connect the Wireless LAN Access Point.

v" IP Subnet Mask255.255.255.0

Click OK to completes the IP parameters setting.

For OS of Microsoft Windows NT:

1.

Click theStart button and sele@&ettings, then clickControl Panel. TheControl
Panel window will appear.

. Move mouse and double-click the right buttonNstwork icon. TheNetwork

window will appear. ClickProtocol tab from theNetwork window.
Check the installed list dietwork Protocol window. If TCP/IP is not installed, click
the Add button to install it; otherwise go to step 6.
SelectProtocol in theNetwork Component Type dialog box and cliclAdd button.
SelectTCP/IP in Microsoft of Select Network Protocol dialog box then click OK
button to install the TCP/IP protocol, it may neled Microsoft Windows CD to
complete the installation. Close and go backétwork dialog box after the TCP/IP
installation.
SelectTCP/IP and click theproperties button on théNetwork dialog box.
SelectSpecify an | P address and type in values as following example.

v IP Address192.168.1.1any IP address within 192.168.1.1 to 192.1683.i25

good to connect the Wireless LAN Access Point.

v" IP Subnet Mask255.255.255.0

Click OK to complete the IP parameters setting.
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For OS of Microsoft Windows Vista:

1. Click theSart button and sele@ettings, then clickControl Panel. The Control
Panel window will appear.

2. Move mouse and double-click the right buttonNetwork Connectionsitem. The
Network Connections window will appear. Double clickocal Area Connection icon,
thenUser Account Control window shown. Right clickContinue button to set
properties.

3. In Local Area Connection Properties window, Chooséetworking tab, move mouse
and clickl nternet Protocol Version 4 (TCP/IPv4), then clickProperties button.

4. Move mouse and clictseneral tab, SelecBpecify an I P address and type in values
as following example.

v IP Address192.168.1.1any IP address within 192.168.1.1 to 192.1683.i25
good to connect the Wireless LAN Access Point.
v" IP Subnet Mask255.255.255.0
5. Click OK to complete the IP parameters setting.

3.2 Connect to the WLAN Broadband Router
Open a WEB browser, i.e. Microsoft Internet Expléré SP1 or above, then enter
192.168.1.254 on the URL to connect the WLAN BraaabRouter.

3.3 Management and configuration on the WLAN BroadbBodter
3.3.1 Status
This page shows the current status and some l&ttiings of the device, includes
system, wireless, Ethernet LAN and WAN configumatioformation.
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system

Upiime Ocazr Ot 00 s
Firmmware Version GFAI2x2-2 402100
Build Time ThuCet 13 16:51:45 3T 2011
USE Memory Uneconnected
Wireless Confizuration

Kode AP

Band 2.4 GHz (BH3+H
S5ID IPVE

Channel Numbex 1

Encryption Digahled

B55ID 000272424278
Associated Clients ]

TCP/AIP Configuration

Attain TP Protocal Fixed [P

IP Address 1921621254
Subnet Mask 25525532550
Default Gateway 1921621254
DHCP Server Enahled

MAC Address 00:02:73:a2 43478
WAN Configuration

Attain IP Protocol Grettitg [P from DHCE setver..
IP Address 0.0.00

Subnet Mask 0.0.0.0

Default Gateway 0.0.00

MAC Address 00:02:72:a2:42:79

Screen snapshot — Status

Item Description

System

Uptime It shows the duration since WLAN Broadbaraliir is
powered on.

Firmware version It shows the firmware version df AW Broadband
Router.

Build time It shows the Build-up time of firmware

USB Memery It shows USB connection status.

Wireless configuration

Mode It shows wireless operation mode

Band It shows the current wireless operating fragye

SSID It shows the SSID of this WLAN Broadband Route
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The SSID is the unique name of WLAN Broadband
Router and shared among its service area, so\atate
attempts to join the same wireless network cantifyeih

Channel Number

It shows the wireless channel caedesurrently.

Encryption

It shows the status of encryption funicti

BSSID

It shows the BSSID address of the WLAN Braaub
Router. BSSID is a six-byte address.

Associated Clients

It shows the number of connecliedts (or stations,
PCs).

TCP/IP configuration

Attain IP Protocol

It shows type of connection.

IP Address

It shows the IP address of LAN interfageWLAN
Broadband Router.

Subnet Mask

It shows the IP subnet mask of LANrfates of WLAN
Broadband Router.

Default Gateway

It shows the default gateway sgtiim LAN interfaces
outgoing data packets.

DHCP Server

It shows the DHCP server is enabletbr

MAC Address

It shows the MAC address of LAN intega of WLAN
Broadband Router.

WAN configuration

Attain IP Protocol

It shows how the WLAN BroadbaRduter gets the IP
address. The IP address can be set manually xed fi
one or set dynamically by DHCP server or attaibyP
PPPoE / PPTP /GSM 3.5G connection.

IP Address

It shows the IP address of WAN interfafcé/LAN
Broadband Router.

Subnet Mask

It shows the IP subnet mask of WANrfate of WLAN
Broadband Router.

Default Gateway

It shows the default gateway sgttom WAN interface
outgoing data packets.

MAC Address

It shows the MAC address of WAN intedfaof WLAN
Broadband Router.

WAN Link Status

It shows WAN connection status.
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3.3.2 Setup Wizard

This page guides you to configure wireless broadlvanter for first time

Setup Wizard

The setup wizard will zuide vou to confizure access point for first time. Please follow the setup wizard step by

step.

Welcome to Setup Wizard.

The Wizard will guide vou the through following steps. Begin by clicking on Next.

Wireless LAN Setting

1. Setup Operation Mode
2. Choose your Time Zone
3. Setup LAN Interface

4. Setup WAN Interface

3.

6.

Wireless Security Setting

Screen snapshot — Setup Wizard

Operation Mode
This page followed by Setup Wizard page to defireedperation mode.

1. Operation Mode

You can setup different modes to LAN and WLAN interface for NAT and bridzging function.

® Gateway:

O Bridge:

) Wireless ISP:

In this mode, the device is supposed to connect to internet via ADSL/Cable Modem.
The WAT is enabled and PCs in four LAN ports share the same IP to ISP through
WAN port. The connection type can be setup in WAN page by using PPPOE, DHCP
client, PPTP client or static IP.

In this mode. all ethernet ports and wireless interface are bridged together and NAT
function is disabled. All the WAN related function and firewall are not supported.

In this mode. all ethernet ports are bridged together and the wireless client will
connect to ISP access point. The NAT iz enabled and PCs in ethemet ports share the
same IP to ISP through wireless LAN. You must set the wireless to client mode first
and connect to the ISP AP in Site-Survey page. The connection type can be setup in

TWAN page by using PPPOE, DHCP client, PPTP client or static IP.

[ Cancel ” <=Back ][ Mexts=

Screen snapshot — Operation Mode

Time Zone Setting
This page is used to enable and configure NTPfclien
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2. Time Zone Setting

You can fmamtain the system time by synchromzing with & public time server over the [nternet.

[ Enable NTP client update
Amomatically Adust Daylight Saving

Time Zone Select

MNTP server !

[ Cancel “ =<Back H N-':xb}]

Screen snapshot — Time Zone Settings

[l LAN Interface Setup
This page is used to configure local area netwBraddress and subnet
mask

3. LAN Interface Setup

This page is used to configure the parameters for local area network which connects to the LAN port of vour
Access Point. Here yvou may change the setting for IP addresss, subnet mask. DHCP, etc..

IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0

[ Cancel H <<Back ” Mext==

Screen snapshot — LAN Interface Setup
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IV WAN Interface Setup
This page is used to configure WAN access type

4. WAN Interface Setup

This page is used to confizure the parameters for Internet network which connects to the WAN port of vour
Access Point. Here you may change the access method to static IP, DHCP, PPPoE or PPTP by click the item
value of WAN Access type.

WAN Access Type: DHCP Client »

| Cancel || <<Back || Next>>

Screen snapshot — WAN Interface Setup

V  Wireless Basic Settings

This page is used to configure basic wireless patars like Band, Mode,

Network Type SSID, Channel Number, Enable Mac QiSimgyle
Ethernet Client)

5. Wireless Basic Settings

This page is vsed to configure the pararnetes for wirsless LAN clients which may connect 40 vour

Aeoess Point,

Band: 24 GHz (B+HHH) w

Mode: aF [

Network Type:

SS5ID: MyWLAN

Channel Width: 20MHz

ControlSideband:

Channel Number: Il o« [ ] [ g ] [ = ]
Enable Mac Clone (Single Ethernet Client)

Screen snapshot — Wireless Basic Settings
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VI Wireless Security Setup
This page is used to configure wireless security

6. Wireless Security Setup

This page allows you setp the wieless seontty, Tom on WEFP or WEA by vsing Bnoryption Eeys
conld prevent any vnanthorized access to vour wieless network,

Encxyption:

WEA (TEIF)
WPAZ(AES)
WEAZ Mixed

[ Cancel | [[<Back | [ Fiished |

Screen snapshot — Wireless Security Setup

3.3.3 Operation Mode
This page is used to configure which mode wirebgssdband router acts

Operation Mode

You can setup different modes to LAN and WLAN interface for NAT and bridging function.

&) Gatewav: In this mode. the dewvice is supposed to connect to intemet via ADSL/Cable Modem.
) The NAT is enabled and PCs in LAN ports share the same IP to ISP through WAN
port. The connection type can be setup in WAN page by using PFPOE, DHCP client,
PPTP client or static IP.

e Bridge: In this mode, all ethernet ports and wireless interface are bridged together and NAT
function is disabled. All the WAN related function and firewall are not supported.

) Wireless ISP: In this mode, all ethernet ports are bridzed together and the wireless client will
connect to ISP access point. The NAT is enabled and PCs in ethemet ports share the
same [P to ISP through wireless LAN. You must set the wireless to client mode first
and connect to the ISP AP in Site-Survey page. The connection type can be setup in

WAN page by using PFPOE. DHCP client, PPTP client or static IP.

’ Apply Change ]’Resetl

Screen snapshot — Operation Mode
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Item Description

Gateway Traditional gateway configuration. It alwapnnects
internet via ADSL/Cable Modem. LAN interface, WAN
interface, Wireless interface, NAT and Firewall males
are applied to this mode

Bridge Each interface (LAN, WAN and Wireless) retmas
bridge. NAT, Firewall and all router’s functionseanot
supported

Wireless ISP Switch Wireless interface to WAN pantl all Ethernet

ports in bridge mode. Wireless interface can do all
router’s functions

Apply Changes Click thapply Changes button to complete the new
configuration setting.
Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.4 Wireless - Basic Settings
This page is used to configure the parameters ii@eags LAN clients that may
connect to your Broadband Router. Here you maygdavnreless encryption
settings as well as wireless network parameters.
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Wireless Basic Settings

This page s used to configure the parameters for wireless LAN clients which may connact o your
Aceess Point, Here vou mav chanae wireless ancrypiaon seiinas a5 well a5 wireless network
T G

|| Disable Wireless LAN Interface

Band: 24 GHz (B+G+N)

ot
Metwork Type:

58I MyWLAMN

Channe] Width: AOnHz

Control Sideband: Upper

Channe] Nurnber: 11

Broadeast 5510 Enabied

WM.

Data Rate: Auta

Associated Clients: [ Show ActiveClients |

Enahle Mac Clone {Single Ethernet Client)
[ Enable Universal Repeater Mode (Acting as AP and clieat simultaneouly)

S5110 of Extended [nterface:

[ Apply Changes | [Rf.':u.:ll

Screen snapshot — Wireless Basic Settings

Item Description

Disable Wireless LAN Click on to disable the wireless LAN data transmoiss

Interface

Band Click to select 2.4GHz(B) / 2.4GHz(G) / 2.4GNYy
2.4GHz(B+G)/ 2.4GHz(G+N) / 2.4GHz(B+G+N)

Mode Click to select the WLAN AP / Client / WDS PAWDS
/ AP+MESH / MESH wireless mode.

Network Type While Mode is selected to bE€lient. Click to select the
network type infrastructure or Ad hoc.

SSID It is the wireless network name. The SSID lbai32
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bytes long.

Channel Width Select the operating channel widtivi2 or 40 MHz.
[N band only]

Control Sideband Select the Sideband with Uppdioerer for channel
width 40MHz.[N band only]

Channel Number Select the wireless communicati@mcél from
pull-down menu.

Broadcast SSID Click to enable or disable the S8tiadcast function.
Refer to_ 4.14 What is SSID Broadcast?

WMM Click Enabled/Disablé to init WMM feature.
[ B/G/B+G Mode only]

Data Rate Select the transmission data rate frdkdpwn menu.

Data rate can be auto-select, 1M to 54Mbps or MCS.
Refer to 4.32 What is Modulation Coding Schemes
(MCS)?

Associated Clients Click thehow Active Clients button to open Active
Wireless Client Table that shows the MAC address,
transmit-packet, receive-packet and transmissitanfoa
each associated wireless client.

Enable Mac Clone  Take Laptop NIC MAC address as wireless client MAC
(Single Ethernet Clien@dddress|[Client Mode only]

Enable Universal Click to enable Universal Repeater Mode

Repeater Mode

SSID of Extended Assign SSID when enables Universal Repeater Mode.

Interface

Apply Changes Click thapply Changes button to complete the new
configuration setting.

Reset Click th&Reset button to abort change and recover the

previous configuration setting.

3.3.5 Wireless - Advanced Settings
These settings are only for more technically adednesers who have a
sufficient knowledge about wireless LAN. Theseisgtt should not be changed
unless you know what effect the changes will havgaur WLAN Broadband
Router.

17




USER’S MANUAL OF WLAN BROADBAND ROUTER

Version: 1.2

ALceess Point.

Fragment Threshold:
B T8 Threshold:

Beacon Interval:
Preamble Type:
IAFP:

PFrotection:

A ggregation:
Shorxt GI:

WLAN FPartition:
RF Output Power:

Wireless Advanced Settings

Thess sethings are only for more technically advanced vsers who have a sufficient knowled ge about wireless
LAN. These sethings should not be changed waless wou know what effect the changes will have on wonr

2546 {356-2345)
2347 0-2247)
100 (30-1024 ms)

(®) Long Preamble ) Short Preamble

@) Ensbled O Dissbled

() Ensbled  (® Dissbled

(&) Enahled () Disabled

(® Enahled () Disabled

(O Enabled (&) Disabled

®ims Owe Osoe O1s O15%

(sG] (Fee

Screen snapshot — Wireless Advanced Settings

Item Description

Fragment Threshold Set the data packet fragmenttitreshold, value can be
written between 256 and 2346 bytes.
Refer to 4.10 What is Fragment Threshold?

RTS Threshold Set the RTS Threshold, value canriitew between 0

and 2347 bytes.
Refer to 4.11 What is RTS(Request To Send) Thrdghol

Beacon Interval

Set the Beacon Interval, valuelbmawritten between 20
and 1024 ms.
Refer to 4.12 What is Beacon Interval?

Preamble Type Click to select theng Preamble or Short Preamble
support on the wireless data packet transmission.
Refer to 4.13 What is Preamble Type?

IAPP Click to enable or disable the IAPP function.
Refer to_ 4.20 What is Inter-Access Point Proto@diiP)?

Protection Protect 802.11n user priority.

Aggregation Click to enable or disable the Aggregatunction.

18




USER’S MANUAL OF WLAN BROADBAND ROUTER Version: 1.2

Refer to 4.33 What is Aggregation?

Short Gl Click to enable or disable the short Guatdrvals
function.
Refer to_4.34 What is Guard Intervals (GI)?

WLAN Partition Click to enable or disable that peets associated
wireless clients from communication with each ather

RF Output Power To adjust transmission power level.

Apply Changes Click thapply Changes button to complete the new
configuration setting.

Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.6 Wireless - Security Setup
This page allows you setup the wireless securiiyn Dn WEP, WPA, WPA2 by
using encryption keys could prevent any unauthdremess to your wireless
network.

Wireless Security Setup

This page allows vou semp the wireless secdty, Tom on WEP oo WEPA by vsing Encryption Eevs could prevent
any vnanthorized acvess to your wireless network,

Select SSID: | RootAP-MyWLAN v | | ApplyChanges | [Reset |
— CER
802.1x Axthentication: ]
Authentication: ) Open Systern. O Shared Koy @ futo
Key Length: Bt v
Eey Format: f-HE}{ I:IICI chara;:he:rs]l v
Encryption Key: [ErTr——

Screen snapshot — Wireless Security Setup
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ltem Description

Select SSID Select the SSID from multiple APs.

Encryption Select the encryption supported over wireless acdds
encryption method can be None, WEP, WPA, WPA2 or
WPA-Mixed
Refer to 4.9 What is WEP?
4.15 What is Wi-Fi Protected Access (WPA)?
4.16 What is WPA2?

Use 802.1x While Encryption is selected to be WEP.

Authentication

Click the check box to enable IEEE 802.1x
authentication function.
Refer to 4.17 What is 802.1x Authentication?

Authentication Type

Click to select the authentication typeQpen System,
Shared Key or Auto selection.

Key Length

Select the WEP shared secret key leingih pull-down
menu. The length can be chose between 64-bit and
128-bit (known as “WEP2") keys.

The WEP key is composed of initialization vectot (2
bits) and secret key (40-bit or 104-bit).

Key Format

Select the WEP shared secret key fofmoiat pull-down
menu. The format can be chose between plant text
(ASCII) and hexadecimal (HEX) code.

Encryption Key

Secret key of WEP security encrypfionction.

WPA Authentication  While Encryption is selected to be WPA.

Mode Click to select the WPA Authentication Mode with
Enterprise (RADIUS) or Personal (Pre-Shared Key).
Refer to_4.15 What is Wi-Fi Protected Access (WPA)?

WPA Cipher Suite Select the Cipher Suite for WPA encryption.

4.18 What is Temporal Key Integrity Protocol (TKPP)
4.19 What is Advanced Encryption Standard (AES)?

WPAZ2 Cipher Suite

Select the Cipher Suite for WPA2 encryption.

Pre-Shared Key Forma¥hile Encryption is selected to be WPA.

Select the Pre-shared key format from the pull-down
menu. The format can be Passphrase or Hex (64
characters))WPA, Personal(Pre-Shared Key) only]

Pre-Shared Key

Fill in the key value. [WPA, Pers@?re-Shared Key)
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only]
Enable Click to enable Pre-Authentication. [WPA2/WPA2
Pre-Authentication ~ Mixed only, Enterprise only]
Authentication Set the IP address, port and login password infooma
RADIUS Server of authentication RADIUS sever.
Apply Changes Click thapply Changes button to complete the new
configuration setting.
Reset Click th&Reset button to abort change and recover the

previous configuration setting.

WEP encryption key (secret key) length:

Length 64-bit 128-bit
Format
ASCII 5 characters 13 characters
HEX 10 hexadecimal codes 26 hexadecimal codes

3.3.7 Wireless - Access Control
If you enable wireless access control, only thdsats whose wireless MAC
addresses are in the access control list will lbe @bconnect to your Access
Point. When this option is enabled, no wirelessnth will be able to connect if
the list contains no entries.

Wireless Access Control

If vou choose "Allowed Listed’, only those clients whose wireless MAC addresses are in the access control list
will be able to connect to vour Access Point. When Deny Listed' is selected, these wireless clients on the list
will not be able to connect the Access Point.

Wireless Access Control Mode: Allow Listed v

MAC Address: Comment:

Apply Changes ] [Reset]

Current Access Control List:

00:02:72:81:86:01 5T-1 ]
00:00:35:66:66-30 5T-2 ]
’ Delete Selected ] [ Delete All ] [ Reset ]

Screen snapshot — Wireless Access Control
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Item Description
Wireless Access Click theDisabled, Allow Listed or Deny Listed of drop
Control Mode down menu choose wireless access control mode.

This is a security control function; only thoseealis
registered in the access control list can linkhie t
WLAN Broadband Router.

MAC Address Fill in the MAC address of client tgyrgter this WLAN
Broadband Router access capability.

Comment Fill in the comment tag for the registezkent.

Apply Changes Click thapply Changes button to register the client to
new configuration setting.

Reset Click thdreset button to abort change and recover the
previous configuration setting.

Current Access Contrdk shows the registered clients that are allowelthtoto

List this WLAN Broadband Router.

Delete Selected Click to delete the selected didrt will be access
right removed from this WLAN Broadband Router.

Delete All Click to delete all the registered cliefrom the access
allowed list.

Reset Click th&Reset button to abort change and recover the

previous configuration setting.

3.3.8 WDS Settings
Wireless Distribution System uses wireless medeotomunicate with other
APs, like the Ethernet does. To do this, you mastisese APs in the same
channel and set MAC address of other AP that yout ¥eacommunicate with in
the table and then enable the WDS.
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WDS Settings
Wireless Distribution System wses wirless media to commuonicate with other APs, like the
Bhernet does. To do this, you must s2t these APs in the same channel and se1 MAC address of
atfrer APs which vou want (o communicare with in the table and then énable the WDS,
¥ EnahleWD3
MAC Address;
Data Rate: Ao
Comment;
[ ApplyChanges | | Resst | [ Set Security ] [ Show Statistics |
Currcnt WDS AP List:
Reset
Screen snapshot — WDS Setup
Item Description
Enable WDS Click the check box to enable wirelassitution

system. Refer to 4.21 What is Wireless Distribution

System (WDS)?

MAC Address Fill in the MAC address of AP to registhe wireless
distribution system access capability.

Data Rate Select the transmission data rate from pull-downume
Data rate can be auto-select, 1M to 54Mbps or MCS.

Comment Fill in the comment tag for the registekéd

Apply Changes Click thapply Changes button to registethe AP to nev
configuration setting.

Reset Click thd&Reset button to abort change and recover the
previous configuration setting.

Set Security Click button to configure wirelessiséy like
WEP(64bits), WEP(128bits), WPA(TKIP), WPA2(AES)
or None

Show Statistics It shows the TX, RX packets, réatistics

Delete Selected Click to delete the selected didmt will be removed
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from the wireless distribution system.

Delete All Click to delete all the registered APam the wireless
distribution system allowed list.
Reset Click thdReset button to abort change and recover the

previous configuration setting.

I WDS Security Setup

Requirement: Set [Wireless]->[Basic Settings]->[MbatAP+WDS
This page is used to configure the wireless sgchatween APs.
Refer to_3.3.6 Wireless Security Setup

WDS Security Setup

This page allows vou setp the wireless secmudty for WS, When enabled, won monst make swie each
WS device has adopted the same encryption alzoudthn and Eey,

Encryption: Mome -
WEF Key Format:

WEF Eey:

Pre-Shared Key Format:

Pre-Shared Key:

[ Apply Changes ] [Close] [RESE't]

Screen snapshot — WDS Security Setup

Il WDS AP Table
This page is used to show WDS statistics
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00:02:72:81:86-0a
00:02:72:81:86:0b

[ Refresh l [ Close l

WDS AP Table

This table shows the MAC address, transmission, receiption packet counters and state
infarmation for each confisured WDE AP

MAC Address  TxPackets TxErrors RxPackets TxRate(Mbps)
0 0 1

A
22 14 0 1

Screen snapshot — WDS AP Table

ltem Description

MAC Address It shows the MAC Address within WDS.

Tx Packets It shows the statistic count of gEtkets on the wirele
LAN interface.

Tx Errors It shows the statistic count of errortqeackets on the
Wireless LAN interface.

Rx Packets It shows the statistic count of recepatkets on the

wireless LAN interface.

Tx Rare (Mbps)

It shows the wireless link rate wittW/DS.

Refresh

Click to refresh the statistic countershenscreen.

Close

Click to close the current window.
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3.3.9 Site Survey

This page is used to view or configure other AP yeurs.

manwally when client raode is enabled,

MyWLAN
linux-wlan
RTL8186-VEN-GW
Sales

Tekom_Office

alex

MyWLAN

Wireless Site Survey

00:02:72.00:81:86
00027241 0ad
O0elde:8l 8623
00202 72:04:68:52
0002 72:00:95 th
dbde:fic:0d:2a:dd
00:02:72:85:15:99

11 B+3)
& (B)
11 B+
11 (B}
S (B)
1B}
11 (B+3)

AP
AP
AP
AP
AP

Ad hoc
AP

o
o
¥ES
¥ES
o

no

76
&6
53
35
32
32

This page provides tool 1o soan the wireless network, Fany Access Point or IBSS is found, wou conld chosse o connert it

elele]elelle|e

Screen snapshot — Wireless Site Survey

Item Description

SSID It shows the SSID of AP.

BSSID It shows BSSID of AP.

Channel It show the current channel of AP occupied.

Type It show which type AP acts.

Encrypt It shows the encryption status.

Signal It shows the power level of current AP.

Select Click to select AP or client you'd like tormect.

Refresh Click th&efresh button to re-scan site survey on the

screen.

Connect Click th&€€onnect button to establish connection.

3.3.10 WPS

This page allows you to change the setting for V\WRBFi Protected Setup).
Using this feature could let your wireless clieatamically syncronize its
setting and connect to the Access Point in a mimitteout any hassle.
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could et your wireless client a
i minnte without any hassle,

[ DisableWPS
WPS Status:
Self-PIN Number:

Push Button Configuration;

Wi-Fi Protected Setup

This page allows vou 1o change the sewing for WES (Wi-Fi Protected Setup). Using this featre

[ Apply Changes ] i_RLE

utomicatly syncronize its setiing and conpect w0 the Access Point in

Configured UnConfigored
L B8A4540

Current Kev Info:
Cipen MNong NI
Client PIN Number:

Screen snapshot — Wi-Fi Protected Setup

Item Description
Disable WPS Click on to disable the Wi-Fi Protecgsdup function.
WPS Status Show WPS statu€mnfigured or UnConfigured.

Self-PIN Number

Fill in the PIN Number of AP to rsigr the wireless
distribution system access capability.

Push Button

The Start PBC button provides tool to scan the wireless

Configuration network. If any Access Point or IBSS is found, yowld
connect it automatically when client join PBC mode.

Apply Changes Click thépply Changes button to complete the new
configuration setting.

Reset Click thd&Reset button to abort change and recover the

previous configuration setting.

Current Key Info

Authentication : It shows the Authenticatioils opened ¢
closed.

Encryption : It shows the Encryption mode.

Key : It shows the Encryption key.

Client PIN Number

Fill in th&lient PIN Number from your Client sites.
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3.3.11 Schedule

This page is to configure the wireless activatiomestamp by users.

Wireless Schedule

Thiz page allows wou setup the wireless schedule mule. Please do not forget to configure system time before
enable this feature.

[]Enable Wireless Schedule
Days :

Everyday Sun Mon Tue Wed Thu Fri Hat
Time :

24 Hours From : To

(P e (R

Version: 1.2

Screen snapshot — Wireless Schedule

Item Description

Enable Wireless Click on to enable the wireless schedule function.
Schedule

Days Click the one or more of days to set the rules
Time Click 24 hrs or set the starting time and egdime.
Apply Changes Click thapply Changes button to complete the new

configuration setting.

Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.12 LAN Interface Setup

This page is used to configure the parameterofal larea network that
connects to the LAN ports of your WLAN Broadbanduf. Here you may

change the setting for IP address, subnet mask,FDEHC.
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LAN Interface Setup

This page 15 vsed o configuee the pammeters for local ares netwodk which connects 1o the LAN port of
your Scress Point, Here yon may change the seting for P addresss, subnet mask, DHCE, et

IP Address: [192.168.1.254

Subnet Mask: 255.255,255.0

DHCP: ;'sm v

DHCP Client Range:  [192.163.1.100 |- 19216801200 |
Static DHCP: [ Set Smtic DHCP |

Domain Mame-
802.1d Spanning Tree: | Disakled «
e S . s

(oG] (=)

Screen snapshot — LAN Interface Setup

ltem Description

IP Address Fill in the IP address of LAN interfacéghis WLAN
Access Point.

Subnet Mask Fill in the subnet mask of LAN intedaof this WLAN
Access Point.

DHCP Click to selecbisabled, Client or Server in different

operation mode of wireless Access Point.

DHCP Client Range Fill in the start IP address aendl IP address to allocade
range of IP addresses; client with DHCP functiansi
be assigned an IP address from the range.

Show Client Click to open th&ctive DHCP Client Table window tha
shows the active clients with their assigned IPresk]
MAC address and time expired informati¢8erver
mode only]

Static DHCP Select enable or disable the Static DHCP functiomf
pull-down menu[Server mode only]
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|
Set Static DHCP Manual setup Static DHCP IP address for specificQVMA

address[Server mode only]

Domain Name Assign Domain Name and dispatch to DEI@Rts. It is
optional field.

802.1d Spanning Tree Select enable or disableBBE B02.1d Spanning Tree
function from pull-down menu.

Clone MAC Address  Fill in the MAC address thathie MAC address to be
cloned. Refer to 4.24 What is Clone MAC Address?

Apply Changes Click thapply Changes button to complete the new
configuration setting.
Reset Click thdreset button to abort change and recover the

previous configuration setting.

I Static DHCP Setup
Static DHCP Setup

This page allowes you meserve [P addresses, and assizn the satas P addiess to the network device with the specified MAC addiess any timne it
requests an [P address, This is almost the same as when a device has a static [P address esxcept that the device must sl request an P addiess from
the DHCF server.

IP Address:
MAC Address:
Comment:

Static DHCP List:
IR I N I
’ Delete Selected ] ’ Dielete All ] Feset

Screen snapshot — Static DHCP Setup

Item Description

IP Address If you select the Set Static DHCP on LiAtdrface, fill
in the IP address for it.

MAC Address If you select the Set Static DHCP or\Listerface, fill
in the MAC address for it.

Comment Fill in the comment tag for the registebeatic DHCP.

Apply Changes Click thapply Changes button to complete the new

configuration setting.
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Reset Click thdreset button to abort change and recover the
previous configuration setting.

Static DHCP List It shows IP Address MAC Address from the Static
DHCP.

Delete Selected Click to delete the selected didmt will be removed
from the Static DHCP list.

Delete All Click to delete all the registered cliefrom the Static
DHCP list.

Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.13 WAN Interface Setup
This page is used to configure the parameters iie area network that
connects to the WAN port of your WLAN Broadband RouHere you may
change the access metho®tatic | P, DHCP, PPPoE , PPTP L2TP or GSM
3.5G by click the item value of/VAN Access Type
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| Static IP
WAN Interface Setup

This page s vsed to configure the parroetes for Intemet network which conmects to the WAN port of vour Access
Peint. Here vou may chimze the access method o static [P, DHCF, FFPoE, FFTE, USB3G or L2TE by click the

itern yalue of WAN Access type
WAN Access Type: iStatiJ: IF vi
IP Address: 11?2.1.1.1
Subnet Mask: !255.255.255.0
Default Gateway: !1?2.1 1254
DHNE 1: |
DHNS 2: I
DHNE 3: |

Clone MAC Address: |WZI

Enable oFNFP

Enable IGMPF Froxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable FTFP Server Access on WAN

Enable IPsec pass throngh on VPN conmection
Enable PPTP pass through on VPN connection
Enable I2TP pass through on VPN connection
Enable IPv6 pass through on YPH connection

= KT O 3O B O

a1 1 X

Enable Automatic Reboot: IC' day

Apply Changes | Rﬂsetl

Screen snapshot — WAN Interface Setup — Static IP

Item Description

Static IP Click to select Static IP support on Wiiterface. There
are IP address, subnet mask and default gatewi@rygset
need to be done.
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IP Address If you select the Static IP support kNAhterface, fill
in the IP address for it.

Subnet Mask If you select the Static IP suppo\N interface, fill
in the subnet mask for it.

MTU Size Fill in the mtu size of MTU Size. The defavalue is
1500.

DNS 1 Fill in the IP address of Domain Name Sefiver

DNS 2 Fill in the IP address of Domain Name SeR:er

DNS 3 Fill in the IP address of Domain Name SeB:er

Clone MAC Address  Fill in the MAC address thathie MAC address to be
cloned. Refer to 4.24 What is Clone MAC Address?
Enable Web Server Click the checkbox to enable web configuration from

Access on WAN WAN side.
Enable FTP Server Click the checkbox to enable FTP Server Access on
Access on WAN WAN

Enable IPsec pass  Click the checkbox to enable IPSec packet passigjiro
through on VPN
connection

Enable PPTP pass  Click the checkbox to enable PPTP packet pass ghrou
through on VPN

connection

Enable L2TP pass  Click the checkbox to enable L2TP packet pass tiirou
through on VPN

connection

Enable IPv6 pass Click the checkbox to enable IPv6 packet pass tiitou

through VPN

connection

Enable Automatic Click the checkbox to enable Automatic Reboot packe

Reboot pass through.

Apply Changes Click thapply Changes button to complete the new
configuration setting.

Reset Click th&Reset button to abort change and recover the

previous configuration setting.
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[l DHCP Client
WAN Interface Setup

This page s nsed to configore the parroetes for Intemet network which connects o the WAN podt of vour Access
Peint. Here you mas chinge the access methed o static [P, DHCF, FFPoE, FPTE, USE3G or LITE by click the

iten yalue of WAN Access type.
WAN Access Type: IDHCP Client vI
Host Name: |

" Failover Enabled

" Attain DNS Automatically
% Set DNS Manually

DNS 1: |
DNS 2: ]
|

DNS 3:

Clone MAC Address: ICCOICDIUII

Enable oFNFP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable FTF Server Access on WAN

Enable IPsec pass throngh on VPN connection
Enable PPTFP pass through on YPN connection
Enable L2TF pass through on VPN connection
Enable IPv6 pass through on VPN connection

<7

< Kl W O O

I O

Enable Auntomatic Reboot: |‘3jl day

Apply Changss | Rt |

Screen snapshot — WAN Interface Setup — DHCP Client

ltem Description

DHCP Client Click to select DHCP support on WANeriaice for IP
address assigned automatically from a DHCP server.

. |
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Host Name Fill in the host name of Host Name. Tékault value is
empty

MTU Size Fill in the mtu size of MTU Size. The defavalue is
1492

Failover Enabled Click the checkbox to enable Waitgacket pass
through

Attain DNS Click to select getting DNS address o CP support.

Automatically Please sele@et DNS Manually if the DHCP support is
selected.

Set DNS Manually Click to select getting DNS addrfes DHCP support.

DNS 1 Fill in the IP address of Domain Name Sefiver

DNS 2 Fill in the IP address of Domain Name SeBer

DNS 3 Fill in the IP address of Domain Name SeBier

Clone MAC Address  Fill in the MAC address thathie MAC address to be
cloned. Refer to 4.24 What is Clone MAC Address?
Enable uPNP Click the checkbox to enable uPNP ioimct
Refer to 4.22 What is Universal Plug and Play (uPNP
Enable IGMP Proxy Click the checkbox to enable IGMP Proxy.
Enable Ping Access orClick the checkbox to enable WAN ICMP response.

WAN

Enable Web Server Click the checkbox to enable web configuration from
Access on WAN WAN side.

Enable FTP Server  Click the checkbox to enable FTP Server Access on
Access on WAN WAN

Enable IPsec pass  Click the checkbox to enable IPSec packet passigfro
through on VPN

connection

Enable PPTP pass  Click the checkbox to enable PPTP packet pass ghrou
through on VPN

connection

Enable L2TP pass  Click the checkbox to enable L2TP packet pass tiirou
through on VPN

connection

Enable IPv6 pass Click the checkbox to enable IPv6 packet pass tjtrou
through on VPN

connection
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|
Enable Automatic Click the checkbox to enable Automatic Reboot packe

Reboot pass through.

Apply Changes Click thapply Changes button to complete the new
configuration setting.

Reset Click thdReset button to abort change and recover the

previous configuration setting.
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[l PPPoE

WAN Interface Setup

This page 15 vsed 0 confizue the pararneters for Intemet netweock which connects to the W AN port of your Aoress

Foint, Here wom toay change the aceess methed to static IP, DHCE, FFEGE, FETE, USB3G or L2TE by click the

ttern walne of WAN Access type

WAN Access Type: |PPP'0E vI
User Name: |

Password: |

Service Name:

Connection Type:

Idle Time:
MTU Size:

|

l Clonfinmons :j Eommest EiEonmnee
[ (1-1000 reinmtes

[1452 (1360-1452 bivtes)

" Attain DNS Automatically
& Set DNS Manually

DHNE 1:
DNE 2:
DNE 3:

Clone MAC Address:

3 A I B Y

0|

Enable uPNP

Enable IGMP Froxy

Enable Ping Access on WAN

Enable Web Server Access on WAN
Enable FTF Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on YPH connection
Enable IPv¥6 pass through on VPN connection

Apply Changes

lozr:mcmxm

Enable Automatic Reboot: IC' day

Rmeti

Screen snapshot — WAN Interface Setup — PPPoE
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ltem Description

PPPoOE Click to select PPPoOE support on WAN interfatere
are user name, password, connection type andinoie t
settings need to be done.

User Name If you select the PPPoE support on WA&Iace, fill in
the user name and password to login the PPPoErserve

Password If you select the PPPoE support on WAIHate, fill in

the user name and password to login the PPPoErserve

Service Name

Fill in the service name of ServicenlaThe default
value is empty.

Connection Type

Select the connection type froni-ghalvn menu. There
areContinuous, Connect on Demand andManual three
types to select.

Continuous connection type means to setup the
connection through PPPoE protocol whenever this
WLAN Broadband Router is powered on.

Connect on Demand connection type means to setup the
connection through PPPoE protocol whenever you send
the data packets out through the WAN interfaceetlaee

a watchdog implemented to close the PPPoE conmectio
while there are no data sent out longer than tleetiiche
set.

Manual connection type means to setup the connection
through the PPPOE protocol by clicking tbennect

button manually, and clicking tHgisconnect button
manually.

Idle Time

If you select the PPPoE and Connect om#rel
connection type, fill in the idle time for auto-desnect
function. Value can be between 1 and 1000 minutes.

MTU Size

Fill in the mtu size of MTU Size. The deltavalue is
1452. Refer to 4.2%/hat is Maximum Transmission Ui

(MTU) Size?

Attain DNS
Automatically

Click to select getting DNS address RIPPOE support.
Please sele@et DNS Manually if the PPPoOE support is
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selected.

Set DNS Manually

Click to select getting DNS addrfes Static | P support.

DNS 1

Fill in the IP address of Domain Name Seifver

DNS 2

Fill in the IP address of Domain Name SeR:er

DNS 3

Fill in the IP address of Domain Name SeBser

Clone MAC Address

Fill in the MAC address thathie MAC address to be
cloned. Refer to 4.24 What is Clone MAC Address?

Enable uPNP

Click the checkbox to enable uPNP foimct
Refer to 4.22 What is Universal Plug and Play (upPNP

Enable IGMP Proxy Click the checkbox to enable IGMP Proxy.

Enable Ping Access orClick the checkbox to enable WAN ICMP response.

WAN

Enable Web Server
Access on WAN

Click the checkbox to enable web configuration from
WAN side.

Enable FTP Server
Access on WAN

Click the checkbox to enable FTP Server Access on
WAN

Enable IPsec pass
through on VPN
connection

Click the checkbox to enable IPSec packet passigfro

Enable PPTP pass
through on VPN
connection

Click the checkbox to enable PPTP packet pass ghrou

Enable L2TP pass
through on VPN
connection

Click the checkbox to enable L2TP packet pass tiirou

Enable IPv6 pass
through on VPN
connection

Click the checkbox to enable IPv6 packet pass tiitou

Enable Automatic
Reboot

Click the checkbox to enable Automatic Reboot packe
pass through.

Reset

Click th&Reset button to abort change and recover the
previous configuration setting.
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v PPTP
WAN Access Type: EFTE -
IP Address: !1?2.1.1.2
Subnet Mask: I255.255.255.[:|
Server [P Address: !1?2.1.1.1
User Name: |
Password: !
Connection Type: I Cremtinmens :j Connect izoomnect
Mie Tune: E (1-1000 retmates)
MTU Size: Ilflﬁﬂl (1400-1460 biytes)

I Request MPPE Encayption | Request MPPC Compression

" Attain DNS Automatically
¥ Set DNS Manually

DNS 1: |
DNS 2: |
I

DNE 3:

Clone MAC Address: !Wﬂ

Enable uPHMP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN
Enable FTP Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable [2TP pass through on YPN connection
Enable IPv6 pass through on ¥PHN connection

T A R Y |

< =

=,

™

Apply Changss | Resat |

Screen snapshot — WAN Interface Setup — PPTP

ltem Description
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PPTP Allow user to make a tunnel with remote siteatly to
secure the data transmission among the connetiger.
can use embedded PPTP client supported by thierrtn
make a VPN connection.

IP Address If you select the PPTP support on WARIrface, fill in
the IP address for it.

Subnet Mask If you select the PPTP support on WitRIrface, fill in
the subnet mask for it.

Server IP Address Enter the IP address of the FS&Rer.

User Name If you select the PPTP support on WABrfate, fill in
the user name and password to login the PPTP server

Password f you select the PPTP support on WANfaxter fill in
the user name and password to login the PPTP server

Connection Type Select the connection type froni-ghalvn menu. There

areContinuous, Connect on Demand andManual three
types to select.
Continuous connection type means to setup the
connection through PPTP protocol whenever this WLAN
Broadband Router is powered on.
Connect on Demand connection type means to setup the
connection through PPTP protocol whenever you send
the data packets out through the WAN interfaceetlaee
a watchdog implemented to close the PPTP connection
while there are no data sent out longer than tleetiiche
set.
Manual connection type means to setup the connection
through the PPTP protocol by clicking t@ennect
button manually, and clicking tH&isconnect button
manually.

Idle Time If you select the PPTP and Connect on &aimn
connection type, fill in the idle time for auto-d@snect
function. Value can be between 1 and 1000 minutes.

MTU Size Fill in the mtu size of MTU Size. The defavalue is
1460. Refer to 4.28Vhat is Maximum Transmission Ul
(MTU) Size?

Request MPPE Click the checkbox to enable requ&RBencryption.
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Request MPPC
Compression

Click the checkbox to enable request MPPC
compression.

Attain DNS
Automatically

Click to select getting DNS address RIPTP support.
Please sele@et DNS Manually if the PPTP support is
selected.

Set DNS Manually

Click to select getting DNS addrfes PPTP support.

DNS 1

Fill in the IP address of Domain Name Seifver

DNS 2

Fill in the IP address of Domain Name Sef:er

DNS 3

Fill in the IP address of Domain Name SeB:er

Clone MAC Address

Fill in the MAC address thathie MAC address to be
cloned. Refer to 4.24 What is Clone MAC Address?

Enable uPNP

Click the checkbox to enable uPNP foimct
Refer to 4.22 What is Universal Plug and Play (upPNP

Enable IGMP Proxy

Click the checkbox to enable IGMP Proxy.

Enable Ping Access orClick the checkbox to enable WAN ICMP response.

WAN

Enable Web Server
Access on WAN

Click the checkbox to enable web configuration from
WAN side.

Enable FTP Server
Access on WAN

Click the checkbox to enable FTP Server Access on
WAN

Enable IPsec pass
through on VPN
connection

Click the checkbox to enable IPSec packet passigfro

Enable PPTP pass
through on VPN
connection

Click the checkbox to enable PPTP packet pass ghrou

Enable L2TP pass
through on VPN
connection

Click the checkbox to enable L2TP packet pass tiirou

Enable IPv6 pass
through on VPN
connection

Click the checkbox to enable IPv6 packet pass tiitou

Enable Automatic
Reboot

Click the checkbox to enable Automatic Reboot packe
pass through.

Reset

Click thdreset button to abort change and recover the
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previous configuration setting.

V L2TP
WAN Access Type: LITFE -
IP Address: |1?2.1.1.2
Subnet Mask: |255.255.255.[:|
Server IP Address: |1?2.1.1.1
User Name: |
Password: |
Connection Type: | Comtinuous _vJ Commies Disconmest
Hdle Time: B (1-1000 mines)
MTU Size: 14&0 (1400- 1460 biytes)

' Attain DNS Automatically
" Set DNS Manually

DNS 1: |
DNE 2: |
|

DNS 3:

Clone MAC Address: immm:r:m

Enable aPHNP

Enable IGMF Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN
Enable FTP Server Access on WAN

Enable IPsec pass through on YPN connection
Enable PPTP pass through on ¥YPN connection
Enable I2TP pass through on VPN connection
Enable IPv6 pass through on VPN connection

i N S O |

1 X

Bukle Ansositie Beboor: 10- lday

0 S |

Arply Changes Reset

Screen snapshot — WAN Interface Setup — PPTP
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Item Description

L2TP Allow user to make a tunnel with remote sitectly to
secure the data transmission among the connetigenr.
can use embedded TP client supported by this router
make a VPN connection.

IP Address If you select the L2TP support on WANiface, fill in
the IP address for it.

Subnet Mask If you select the L2TP support on WAiéiface, fill in
the subnet mask for it.

Server IP Address Enter the IP address of the L3diver.

User Name If you select the L2TP support on WANiiface, fill in
the user name and password to login the L2TP server

Password f you select the L2TP support on WAN fata, fill in
the user name and password to login the L2TP server

Connection Type Select the connection type fronirgpalvn menu. There

areContinuous, Connect on Demand andManual three
types to select.
Continuous connection type means to setup the
connection through L2TP protocol whenever this WLAN
Broadband Router is powered on.
Connect on Demand connection type means to setup the
connection through L2TP protocol whenever you send
the data packets out through the WAN interfaceetlaee
a watchdog implemented to close the L2TP connection
while there are no data sent out longer than tleetiiche
set.
Manual connection type means to setup the connection
through the L2TP protocol by clicking ti@nnect
button manually, and clicking tH&isconnect button
manually.

Idle Time If you select the L2TP and Connect on @ath
connection type, fill in the idle time for auto-desnect
function. Value can be between 1 and 1000 minutes.
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MTU Size Fill in the mtu size of MTU Size. The deflavalue is
1460. Refer to 4.28Vhat is Maximum Transmission Ui
(MTU) Size?

Attain DNS Click to select getting DNS address I#TP support.

Automatically

Please sele@et DNS Manually if the L2TP support is
selected.

Set DNS Manually

Click to select getting DNS addries L2TP support.

DNS 1

Fill in the IP address of Domain Name Seifver

DNS 2

Fill in the IP address of Domain Name SeR:er

DNS 3

Fill in the IP address of Domain Name SefB:er

Clone MAC Address

Fill in the MAC address thathie MAC address to be
cloned. Refer to 4.24 What is Clone MAC Address?

Enable uPNP

Click the checkbox to enable uPNP foimct
Refer to 4.22 What is Universal Plug and Play (upPNP

Enable IGMP Proxy

Click the checkbox to enable IGMP Proxy.

Enable Ping Access orClick the checkbox to enable WAN ICMP response.

WAN

Enable Web Server
Access on WAN

Click the checkbox to enable web configuration from
WAN side.

Enable FTP Server
Access on WAN

Click the checkbox to enable FTP Server Access on
WAN

Enable IPsec pass
through on VPN
connection

Click the checkbox to enable IPSec packet passigfro

Enable PPTP pass
through on VPN
connection

Click the checkbox to enable PPTP packet pass ghrou

Enable L2TP pass
through on VPN
connection

Click the checkbox to enable L2TP packet pass tiirou

Enable IPv6 pass
through on VPN
connection

Click the checkbox to enable IPv6 packet pass tiitou

Enable Automatic
Reboot

Click the checkbox to enable Automatic Reboot packe
pass through.

Reset

Click thdreset button to abort change and recover the
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VI USB3G

WAN Access Type:  [USESG  ~]

USB3G Devices: [Eto =
User Name: |

Password: |

PIN: |

APN: [imtemet

Dial Number: [Fooe

MTU Size: M0 ga01e90tye)

" Enable Automatic 3Gwatchdog feature
" Enable keep alive HSPA
™ Advanced

& Attain DNS Automatically
" Set DNS Manually

DHE 1:

l
DNS 2: |
DNS 3: |

Clone MAC Address: ICIICIIDCDJI]

Enable NP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable FTF Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass throngh on YPN connection
Enable I2TF pass through on VPN connection
Enable IPv6 pass through on VPN connection

% I [ R I

< Xl

Enable Automatic Reboot: l“ day

5

Aprly Changes | Rﬂsetl
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Screen snapshot — WAN Interface Setup — USB3G

ltem Description

USB3G Click to select USB3G support on WAN integathere
are 3.5G Devices, Authentication Number and APN
settings need to be done.

3.5G Devices Select 3.5G device.

User Name Please fill in user name from operator.

Password Please fill in password from operator.

PIN Please fill in PIN form operator.

APN Please fill in APN(Access Point Name) from ager.

Dial Number Please fill in Dial Number from openato

MTU Size Fill in the mtu size of MTU Size. The defavalue is
1460. Refer to 4.28Vhat is Maximum Transmission Ul
(MTU) Size?

Enable Automatic Click the checkbox to enable Automatic 3Gwatchdog
3Gwatchdog feature feature.
Enable keep alive Click the checkbox to enable HSPA.

HSPA

Advanced Click the checkbox to enable Advanced.

IP If you select the USB3G support on WAN interfafdée
in the IP address for it.

Ping Interval

Packet Size Fill in the Packet size of Packet Sike.default value is
500.

Attain DNS Click to select getting DNS address @8B3G support.

Automatically Please sele@et DNS Manually if the USB3G support is
selected.

Set DNS Manually Click to select getting DNS addrfes Static | P support.

DNS 1 Fill in the IP address of Domain Name Sefiver

DNS 2 Fill in the IP address of Domain Name SeR:er

DNS 3 Fill in the IP address of Domain Name SeBier

Clone MAC Address  Fill in the MAC address thathie MAC address to be
cloned. Refer to 4.24 What is Clone MAC Address?
Enable uPNP Click the checkbox to enable uPNP ioimct
Refer to 4.22 What is Universal Plug and Play (uPNP
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Enable IGMP Proxy Click the checkbox to enable IGMP Proxy.

Enable Ping Access orClick the checkbox to enable WAN ICMP response.

WAN
Enable Web Server Click the checkbox to enable web configuration from
Access on WAN WAN side.

Enable FTP Server
Access on WAN

Click the checkbox to enable FTP Server Access on

WAN

Enable IPsec pass
through on VPN
connection

Click the checkbox to enable IPSec packet passigfro

Enable PPTP pass
through on VPN
connection

Click the checkbox to enable PPTP packet pass ghrou

Enable L2TP pass
through on VPN
connection

Click the checkbox to enable L2TP packet pass tirou

Enable IPv6 pass
through on VPN
connection

Click the checkbox to enable IPv6 packet pass titrou

Enable Automatic

Click the checkbox to enable Automatic Reboot ptacke

Reboot pass through.

Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.14

IPV6 — WAN Setting

IPv6 Address Settings

WAN Access Type: IStatic IF 'l

WANTIPy6 0000 - fooo0  :foooo - joooo

E
Address  foooo  : o000 :fooo0 0000
Default jpooo :joooo :foooo - joooo
Gateway  |00D0 - 0000 - |0OOD - {0000
DNSL: |
Apply Changes I Heset
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ltem Description

Static IP Click to select Static IP support on Wikiterface. There
are IP addresses, subnet mask and default gateway
settings need to be done.

WAN IPv6 Address Static IP support on WAN interfafigin the IPv6
address for it.

Default Gateway Static IP support on WAN interfddein the default
gateway for WAN interface out going data packets.

DNS1 Fill in the IP address of Domain Name serverl.

Apply Changes Click thapply Changes button to register the ports to
port filtering list.

Reset Click th&Reset button to abort change and recover the

previous configuration setting.
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3.3.15

IPv6 - Configuring DHVPV6

Configuring DHCPv6

Interface MName !hrD

LAN IPvé Address |0000
Enable 1

‘ [nooo

fpooo cjoooo cfoooo fpoco - foooo o000 i

Address From: IEDm :db8:1:2::1000

Address To

Apply Changes I

iznm db:1:2::2000

Item

Description

Interface Name

LAN IPv6 Address

Fill in the IPv6 address of LANe@nfaces of this WLAN
Access Point.

Enable

Click the checkbox to enable Address FirdtAddress
To.

Address From

Fill in the start IP address to ale@arange of IP
address from the range.

Address To Fill in the end IP address to allocat@nge of IP address
from the range.

Apply Changes Click thapply Changes button to register the ports to
port filtering list.

3.3.16 IPv6 - Configuring Router Advertisement

Cofiguring Router Advertisement

Enable [

radwdinterfacename |hr13

IaxBirAdvinterval |EDD

MmFBirddvInterval |195

prefixl

Enabled =

prefix 2001 :jooo0 cfoooo  joooo joooo c o000 cfoooo joooo  / fe4

AdvOrLinkFlag

AdvAutonomousFlag W

Apply Changes I Reset I

Item

Description

Enable

Click the checkbox to enable MaxRtrAdvin&and
MixRtrAdvinterval.

Radvdinterfacename

Specify the interface name.

MaxRtrAdvinterval

Set the Radvdinterfacename, diéfaalue can be written
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between 600.
MixRtrAdvinterval Set the Radvdinterfacename, défaalue can be written
between 198.

PrefixI

Enable Click the checkbox to enable Radvdinterfaoenand
MaxRtrAdvinterval.

Prefix

AdvOnLinkFlag Click the checkbox to enable AdvOnLinkFlag.
AdvAutonomousFlaglick the checkbox to enabfdvAutonomousFlag

Apply Changes Click thapply Changes button to register the ports to
port filtering list.
Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.17 Firewall
Ipv6 firewall used to enable/disable the speciBbowork protocols like DNS,
HTTP, HTTPs, SSH pass thru network security.

Firewall

[P firewrall used to enableddisable the specific network protocols ke DHE HTTE, HTTFs,
S5H passtheg network security

<l

Enable 55H

Enable DNS

Enahle HTTP
Enahle HTTP S
Enable Ping Access

AR

Apply Changes Resget l

Item Description

Enable SSH Click the checkbox to enable SSH.

Enable DNS Click the checkbox to enable DNS.

Enable HTTP Click the checkbox to enable HTTP.

Enable HTTPS Click the checkbox to enable HTTPS.

Enable Ping Access Click the checkbox to enablg Rotess.

Apply Changes Click thapply Changes button to register the ports to
port filtering list.

Reset Click thdreset button to abort change and recover the
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previous configuration setting.

3.3.18 Firewall - Port Filtering
Entries in this table are used to restrict certgires of data packets from your
local network to Internet through the Gateway. Osuch filters can be
helpful in securing or restricting your local netkio

Port Filtering

Entries in this table are used to restrict certain types of data packets from vour local network to Internet
through the Gateway. Use of such filters can be helpfil in securing or restricting yvour local network.

Enable Port Filtering

Port Range: - Protocol:| Both % | Comment:

l Apply Changes l’F‘deset]

Current Filter Table:

~ PortRamge  Protcol  Commemt  Select
L

20-21 TCP+UDP FIP

[ Delete Selected l ’ Delets All ] ’F‘desetl

Screen snapshot — Firewall - Port Filtering

Item Description

Enable Port Filtering  Click to enable the portiilhg security function.
Port Range To restrict data transmission from the local netnam
Protocol certain ports, fill in the range of start-port asmti-port,
Comments and the protocol, also put your comments on it.

The Protocol can be TCP, UDP or Both.
Comments let you know about whys to restrict data from

the ports.

Apply Changes Click thapply Changes button to register the ports to
port filtering list.

Reset Click thdreset button to abort change and recover the
previous configuration setting.

Delete Selected Click to delete the selected poge that will be
removed from the port-filtering list.

Delete All Click to delete all the registered eesrirom the
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port-filtering list.
Reset Click thdReset button to abort change and recover the
previous configuration setting.

3.3.19 Firewall - IP Filtering
Entries in this table are used to restrict certgires of data packets from your
local network to Internet through the Gateway. Bsuch filters can be
helpful in securing or restricting your local netko

IP Filtering

Entries in this table are used to restrict certain types of data packets from your local network to Internet
through the Gateway. Use of such filters can be helpful in secuning or restricting vour local network.

Enable IP Filtering

Loal IP Address: Protocol:| Both % | Comment:

[ Apply Changes ][Hesetl

Current Filter Table:

192.168.1.201 TCP+UDP 5T-1 ']
192.168.1.202 TCP ST-2 ]
[ Delete Selectad l [ Delete All l [ Reset ]

Screen snapshot — Firewall - IP Filtering

Item Description

Enable IP Filtering Click to enable the IP filtegisecurity function.
Local IP Address To restrict data transmission from local network on
Protocol certain IP addresses, fill in the IP address aad th
Comments protocol, also put your comments on it.

TheProtocol can be TCP, UDP or Both.
Comments let you know about whys to restrict data from
the IP address.

Apply Changes Click thapply Changes button to register the IP addre
to IP filtering list.

Reset Click thd&Reset button to abort change and recover the
previous configuration setting.

Delete Selected Click to delete the selected IPemddthat will be
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removed from the IP-filtering list.

Delete All Click to delete all the registered eatrirom the
IP-filtering list.
Reset Click thdReset button to abort change and recover the

previous configuration setting.

3.3.20 Firewall - MAC Filtering
Entries in this table are used to restrict certgires of data packets from your
local network to Internet through the Gateway. Osuch filters can be
helpful in securing or restricting your local netko

MAC Filtering

Entries in this table are used to restrict certain tvpes of data packets from vour local network to Internet
through the Gateway. Use of such filters can be helpful in securing or restricting vour local network.

Enahble MAC Filtering

MAC Address: Comment:

’ Apply Changes l ’Reset]

Current Filter Table:

00:02:72:00:81:90 ST-1 ]
00:02:72:00:81:91 5T-2 ]
[ Delete Selected ] [ Delete All ] [ Reset ]

Screen snapshot — Firewall - MAC Filtering

ltem Description

Enable MAC Filtering Click to enable the MAC filteg security function.
MAC Address To restrict data transmission from local network on
Comments certain MAC addresses, fill in the MAC address godr

comments on it.
Comments let you know about whys to restrict data from
the MAC address.

Apply Changes Click thapply Changes button to register the MAC
address to MAC filtering list.
Reset Click thd&Reset button to abort change and recover the

previous configuration setting.
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Delete Selected Click to delete the selected MA@ress that will be
removed from the MAC-filtering list.

Delete All Click to delete all the registered eesrirom the
MAC-filtering list.

Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.21 Firewall - Port Forwarding
Entries in this table allow you to automaticallgirect common network
services to a specific machine behind the NAT fakwl hese settings are only
necessary if you wish to host some sort of seikerd web server or mail
server on the private local network behind youre@aty's NAT firewall.

Port Forwarding

Entries in this table allow vou to automatically redirect common networtk services to a specific machine behind
the NAT firewall. These settings are only necessary if vou wish to host some sort of server like a web server or
mail server on the private local network behind vour Gateway's NAT firewall.

Enable Port Forwarding

IP Address: Protocol: | Both Port Range: - Comment:

[ Apply Changes ]’Reset]

Current Port Forwarding Table:

192.168.1.201 TCP+UDP 20-21 FTP ]

[ Delete Selected ] ’ Delete All ] [F‘\esetl

Screen snapshot — Firewall - Port Forwarding

Item Description

Enable Port ForwardinGlick to enable the Port Forwarding security fuoeti

IP Address To forward data packets coming from WAN to a specif
Protocol IP address that hosted in local network behind\IA€
Port Range firewall, fill in the IP address, protocol, portnge and
Comment your comments.

TheProtocol can be TCP, UDP or Both.
ThePort Range for data transmission.
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Comments let you know about whys to allow data
packets forward to the IP address and port number.

Apply Changes

Click thapply Changes button to register the IP addre
and port number to Port forwarding list.

Reset

Click thdReset button to abort change and recover the
previous configuration setting.

Delete Selected

Click to delete the selected IPesm$cand port number
that will be removed from the port-forwarding list.

Delete All Click to delete all the registered eesrirom the
port-forwarding list.
Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.22 Firewall — URL Filtering
URL Filtering is used to restrict users to accemcHic websites in internet.

URL Filtering

kevvwonds listed below,

Enable URL Filtering

[ ALl T ] [Rf:se:t ]

Current Filter Table:

TEL filter iz nzed to deny LAN nrs from accessing the internet. Block thos TELz which contain

URL Address: wrarwrnl-filier-list.oom

ey rl-filter-list com ]

’ Delete 2elected ] [DeleheAll] ’Reset]

Screen snapshot — Firewall — URL Filtering

Item Description

Enable URL Filtering  Click to enable the URL Fiitey function.

URL Address Add one URL address.

Apply Changes Click thapply Changes button to save settings.
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|
Reset Click thdreset button to abort change and recover the
previous configuration setting.
Delete Selected Click to delete the selected URIress that will be
removed from the URL Filtering list.
Delete All Click to delete all the registered eesrirom the URL
Filtering list.
Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.23 Firewall - DMZ

A Demilitarized Zone is used to provide Internatveses without sacrificing
unauthorized access to its local private netwoykidally, the DMZ host
contains devices accessible to Internet traffichsas Web (HTTP) servers,
FTP servers, SMTP (e-mail) servers and DNS servers.

A Demilitarized Zone is used to provide Intemet services without sacrificing unauthonzed access to its local
private network. Tvpically, the DMZ host contains devices accessible to Intemnet traffic, such as Web (HTTP )
servers, FTP servers, SMTP (e-mail) servers and DNS servers.

Enable DAMZ

DMZ Host IP Address: | 192.168.1.201

[ Apply Changes ][Reset]

Screen snapshot — Firewall - DMZ

Item Description

Enable DMZ Click to enable the DMZ function.

DMZ Host IP Address To support DMZ in your firewdksign, fill in the IP
address of DMZ host that can be access from the WAN

interface.

Apply Changes Click thapply Changes button to register the IP addre
of DMZ host.

Reset Click th&Reset button to abort change and recover the

previous configuration setting.
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3.3.24 Firewall — VLAN
Entries in this table could configure wired or s VLAN settings for
scalability, security and network management.

VLAN Settings

Entries in below table ame nsed to confiz vlan settings, VLAMNs ae created o provide the sesnentation services
traditiomally provided by roaters, VAN address 1ssues such as scalability, seculty, snd network managetoent,

[l Enable VLAN

-_--E--

Ethermet Fortl LAN

Ethernet Port? LAN |:|
Bthermet Port3 LAN |:|
Bthernet Portd LAN |:|
Wirgless Primary 4P LAN |:|
Virtal AP1 LAN |:|
Virtal AF2 LAN |:|
Virtnal AP3 LAN |:|
Virtual AP4 LAN ]
Ethermet PortS WAN |:|

(oG ] [Fee]

Screen snapshot — Firewall — VLAN

Item Description

Enable VLAN Click to enable the LAN function.

Enable Click Enable Ethernet LAN port, Wireless, &dRVAN
port.

Tag When ‘Tag’ is enabled,

Router will add a 802.1Q tagging (4 bytes long MDYV
Priority, and CFI) in the
header of each outgoing packet.

VID The VID on WAN and LAN port need not be the sam
When the packet is forwarded from LAN to WAN, the
VID of LAN
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port will be carried to WAN port. Also, when packet
come from WAN to LAN,

router will forward this packet to the LAN port, thi
matched VID.

Priority Select port priority.

CFlI

Click to Enable CFI.

3.3.25 Firewall — Virtual Server
Virtual server have option to configure ports sepely for public and private
side. Example, if you want to forward public po t® private port 21.

Virtual Server

Wirtnal server have option to oonflgme ports separately for public and peivate side. Exarnple, if you want 40 forsard, poblic
port 25 to private port 21,

[] Enable Virtual Server

IP Address: | | Port.  Protocol: ©"'  Public PortRange:| - |Comment:

(s ] [Fee]

Current Virtual Server Table:

Screen snapshot — Firewall — Virtual Server

Item Description

Enable Port ForwardinGlick to enable the Port Forwarding security fuoeti

IP Address To forward data packets coming from WAN to a specif
Port IP address that hosted in local network behindNIAE
Protocol firewall, fill in the IP address, protocol, portge and
Port Range your comments.

Comment ThePort for LAN data transmission.

TheProtocol can be TCP, UDP or Both.
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ThePort Range for WAN data transmission.
Comments let you know about whys to allow data
packets forward to the IP address and port number.

Apply Changes Click thapply Changes button to register the IP addre
and port number to Port forwarding list.

Reset Click thdreset button to abort change and recover the
previous configuration setting.

Delete Selected Click to delete the selected IPesms$cand port number
that will be removed from the port-forwarding list.

Delete All Click to delete all the registered eesrirom the
port-forwarding list.

Reset Click thdreset button to abort change and recover the

previous configuration setting.
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3.3.26 Route Setup

This page is used to setup dynamic routing protoceldit static route

entry.
Routing Setup

This page is used o setop dymarnds routing protecc] or edit static ronte entey,

™ Enable Dynamic Route

NAT: & Enakled 7 Disakled
Transmit: & Disabled T EIF1 T RE2
Receive: & Disabled O EIF1 T RIE2

Apply Changes Feset

" Enable Static Route

IP Address: |

Subnet Mask: I
Gateway: |

Metric: [
Interface: LAW |

ApplyChangss | Resst|  ShowRoweTable |

Static Route Table:

Delmas_elm| D,elefﬂfﬁ,]ll RESH'

Screen snapshot — Routing Setup

Item Description

Enable Dynamic RouteClick to enable the Dynamic Router function.
NAT Click to enable or disable the NAT function
Transmit Click to disable or RIP1, RIP2 the Trarisimnction.
Receive Click to disable or RIP1, RIP2 the Trandomtction.

Enable Static Route Click to Enable the Static Rofiinction
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IP Address
Subnet Mask
Default Gateway

Manually Specify the packets arrive at the destmat
The internal network can be avoided through therhmt
of the packet exchange.

Metric Fill in the Metric value. The default valimempty.

Interface Click to select LAN or WAN interface.

Apply Changes Click thépply Changes button to complete the new
configuration setting.

Reset Click thdreset button to abort change and recover the

previous configuration setting.

Show Route Table

Click button to show route table

Reset

Click thdreset button to abort change and recover the
previous configuration setting.

3.3.27 QoS

Entries in this table improve your online gamingesience by ensuring that your game traffic

is prioritized over other network traffic, suchREP or Web.

62




USER’S MANUAL OF WLAN BROADBAND ROUTER Version: 1.2

QoS

Entries in this takle irnpeove your cnling samning erperience by ensuring that your gamme taffic is priceitized over
other netwar traffic, such a3 FTF oo Weh,

™ Enable QoS
¥ Automatic Uplink Speed

Manual Uplink Speed (Kbps): 1%

¥ Automatic Downlink Speed
Manual Downlink Speed (Ebps): |12

QoS Rule Setting:

Address Type: Gp ©MAC

Local IP Address: | =

MAC Address: [

Mode: | Guarenteed mainiroum bendwidth 7]

Uplink Bandwidth (Ebps):
Downlink Bandwidth (Ebps):

—
—
Comment: Ii
=

Apply Changes Feset |

Current (oS Rules Table:

De.]&‘h&;S_&]&cﬁl Delet'eﬁ]ll Resét.l

Screen snapshot — QoS

Item Description

Enable QoS Click to enable the QoS function.

Automatic Uplink Click checkbox to enable Uplink speed by system.
Speed
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Manual Uplink Input number to set Uplink speed.

Speed(Kbps)

Manual Downlink Click checkbox to enable Downlink speed by system.
Speed(Kbps)

Manual Downlink Input number to set Downlink speed.
Speed(Kbps)

QoS Rule Setting

Address Type Click the set type either IP or MAQrads.

Local IP Address Input the range IP address of LAN.

MAC Address Input MAC address.

Mode There are 2 options to control the bandwiGthe is

Guaranteed minimum bandwidth. The other is
Restricted maximum bandwidth.
Uplink bandwidth Set Uplink bandwidth for range of IP addresses or

(Kbps) specific MAC address

Downlink bandwidth  Set Downlink bandwidth for range of IP addresses or

(Kbps) specific MAC address

Comment Comment let you know about whys the reésiata from
the QoS

Apply Change ClickApply Change button to register the QoS list

Reset ClickReset button to abort change and recover the

previous configuration setting.

3.3.28 USB Storage & Printer Server
This functions for Router’s USB port and it can gogt plug-in a USB mass
storage and through FTP service or Network Fileri8bdo access it. Default
address i$tp://192.168.1.254and FTP server address is depend on your LAN
IP address
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USB Storage & Printer Server

This funiction iz for Router's USE port and it can support plug-in a TTSB mass storage and
through FTP service or Hetwork File Bhating to access it. Default address is
frpf192.168.1 254, and FTP server address is depend on ywour LAN IP address.

158 Storage Information

UISB Siorage List: Hone
USH Storage status:  Unconnected

FTP Server information

I Enable FTP Server
Select Shared Folder: [none v|  Curvent Shared Folder:

FTP Username: Irl:l ot ReadWWrite &ccount

FTF Password: I'rn:lclﬂ 234 Setto * (star) requires no password

FTP Username: Igueat Read Only Account

FTF Password: ]guesﬂ 2ad Setto * (star) requires no password
Printer Server Information

" Enable Printer Server

Apply Change | RHeset |

Screen snapshot — USB Storage & Printer Server
Item Description

USB Storage
I nformation

USB Storage List It lists mounted USB storage ID.

USB Storage Status It shows USB storage link status

FTP Server
I nformation

FTP Username Assign FTP server login name. Deigudtot.
Read/Write Account.

FTP Password Assign FTP server login password.ultagaroot1234.

FTP Username Assign FTP server login name. Defaaliest. Read
only Account.

FTP Password Assign FTP server login password.ultagaquest1234.

Printer Server
I nformation
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Enable Printer Server Click to enable Printer Serve

Apply Change Click thé\pply Change button to save and enable
services.
Reset Click thdReset button to abort change and recover the

previous configuration setting.

3.3.29 Management - Statistics
This page shows the packet counters for transnmissid reception regarding
to wireless, Ethernet LAN and Ethernet WAN networks

Statistics

This page shows the packet counters for transmission and reception regarding to wireless and Ethernet
networks.

1361
ackets 25883
1529

ackets 1269

Wireless LAN

Ethernet LAN

Ethernet WAN

ackets 30386

Screen snapshot — Management - Statistics

ltem Description

Wireless LAN It shows the statistic count of sent packets orwiineless
Sent Packets LAN interface.

Wireless LAN It shows the statistic count of received packetthen
Received Packets wireless LAN interface.

Ethernet LAN It shows the statistic count of sent packets on the
Sent Packets Ethernet LAN interface.

Ethernet LAN It shows the statistic count of received packetthen
Received Packets Ethernet LAN interface.

Ethernet WAN It shows the statistic count of sent packets on the
Sent Packets Ethernet WAN interface.

Ethernet WAN It shows the statistic count of received packetthen
Received Packets Ethernet WAN interface.
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Refresh Click the refresh the statistic counterghenscreen.

3.3.30 Management - DDNS
This page is used to configure Dynamic DNS sertodeave DNS with
dynamic IP address.

Dynamic DNS Setting

Drynamic DINS is a service, that provides vou with a valid, unchanging, internet domain name (an URL) to go with
that (possibly everchanging) IP-address.

[ Enable DDXNS

Service Provider :
Domain Name :
User Name/Email:
Password/Key:
Note:

For TZ0, you can have a 30 days fres trial hers or manags your TZ0 account in contral pans!

For DynDNS, vou can create your DynDNS account here

[ Apply Change ][F‘\esetl

Screen snapshot — Management — DDNS

Item Description

Enable DDNS Click the checkbox to enabBIBNS service. Refer to
4.25 What is DDNS?

Service Provider Click the drop down menu to pickugright provider.

Domain Name To configure the Domain Name.

User Name/Email Configure User Name, Email.

Password/Key Configure Password, Key.

Apply Change Click thé\pply Changes button to save and enable
DDNS service.

Reset Click th&Reset button to abort change and recover the

previous configuration setting.

3.3.31 Management - Time Zone Setting
This page is used to configure NTP client to getent time.
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Time Zone Setting

em cam mnaintain the systern tirne by synchronizing with 2 poblic time server over the Intemet,

Current Time : Vr 208 Mon 8 Day 22 Hr 1 Mn 17 See 27
Time Zone Select - | (GMT-08:001Facific Tiree (U8 & Conada); Tijama v
Enable NTF client update
[] Automatically Adjust Daylight Saving
NTP server : @ | 19254141 - North America +

O Mammal [P Setting)

(ot i | () (Fefet]

Screen snapshot — Management — Time Zone Settings

Item

Description

Current Time

It shows the current time.

Time Zone Select

Click the time zone in your coyntr

Enable NTP client
update

Click the checkbox to enable NTP client update eR&d
4.26 What is NTP Client?

Automatically Adjust
Daylight Saving

Click to enable Daylight Saving adjustment
automatically.

NTP Server Click select default or input NTP semRaddress.

Apply Change Click thé&pply Changes button to save and enable NTP
client service.

Reset Click th&Reset button to abort change and recover the
previous configuration setting.

Refresh Click the refresh the current time showithenscreen.

3.3.32 Management — Denial-of-Service
This page is used to enable and setup protectipretegent attack by hacker’s
program. It provides more security for users.
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Denial of Service

& "dendal-of-sreace ™ (Dod) attack 13 charactenzed by an explcit atempt by hackers to prevent kgtomate wers of &
arvice foom neing that moves

(] Enable DoS Preventicn

Whole System Flood: STH Packets/Second
Whole System Flood: FIN Packets/Second
Whole System Flood: ODF Packets/Second
Whole System Flood: ICMP Packets/Second
Per-Source [P Flood: SYN Packets/Second
Per-Source IP Flood: FIN Packets/Second
Per-Source IP Flood: TDP Packetz/Second
Per-Source IP Flood: ICMP Packets/Second
TCHUDF FortScan Sensitivily
TCMP Smurf

TP Land

IF Spoof

IP TeasDrop

PingOfDeath

TCPF Scan

TCP SynWithData
TDF Bomb

UDP EchoChargen

Enable Source IF Blocking Block time (sec)

Apply Changes |

Screen snapshot — Management — Denial-of-Service

ltem Description
Enable DoS Preventioflick the checkbox to enable DoS prevention.

Whole System Flood /Enable and setup prevention in details.
Per-Source IP Flood...

Select ALL Click the checkbox to enable all prevemtitems.
Clear ALL Click the checkbox to disable all previentitems.
Apply Changes Click thépply Changes button to save above settings.

3.3.33 Management - Log
This page is used to configure the remote log semmd shown the current log.
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System Log

Thiz page can ke nsed to set remaote log server and show the system log,

Enable Log
system all wireless DoS 11s
[ Enable Remote Log Log Server IP Address:

fep 15 15:45:30 Eklogd started: BusyBox +1.8.2 (2009-09-15 14:35:01 CET)
Bep 15 15:45:30 Linux wersion 2.6.19 {root®localhost,localdomalnd (gcc
version 3.4.6-1.3.6) #26 Tue Sep 15 14:34:50 CRT 208ep 15 15:45:30 CPU
revizlon 1s: 0000f£00

Bep 15 15:45:30 Determined physical RaM map:

Sep 15 15:45:30  memory: 02000000 @ 00000000 (usable)

Zep 15 15:45:30 User-defined physical R4 map:

Sep 15 15:45:30  wmemory: 02000000 @ 00000000 {nsable)

Zep 15 15:45:30 On node 0 totalpages: 8192

Zep 13 15:45:30 DM4 zone: A4 pages used for memmap

ep 13 15:45:30 DM4 zome: 0 pages reserved

ep 13 15:45:30 DM4 zome: B128 pages, LIFO hatch:0

Aep 13 15:45:30 Normal zone: 0 pages used for memmap

Bep 15 15:45:3% initlal reset Led

Refresh Clese

Screen snapshot — Management — Log

Item Description

Enable Log Click the checkbox to enable log.

System all Show all log of wireless broadband router
Wirelessy Only show wireless log

DoS Only show Denial-of-Service log

11s Only show Mesh log

Enable RemoteLog  Click the checkbox to enable remote log service.

Log Server | P Address Input the remote log IP address

Apply Changes Click thépply Changes button to save above settings.
Refresh Click the refresh the log shown on theestre
Clear Clear log display screen

3.3.34 Management - Upgrade Firmware

This page allows you upgrade the Access Point feinevio new version.
Please note, do not power off the device duringugilead because it may

crash the system.
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Upgrade Firmware
This page allows vou upgrade the Access Point finmrware to new version. Please note. do not power off the
device during the upload because it may crash the system.
Select File:

Screen snapshot — Management - Upgrade Firmware

ltem Description

Select File Click th&rowse button to select the new version of web

firmware image file.

Upload Click theJpload button to update the selected web
firmware image to the WLAN Broadband Router.

Reset Click thdreset button to abort change and recover the

previous configuration setting.

3.3.35 Management Save/ Reload Settings

This page allows you save current settings toeadiilreload the settings from

the file that was saved previously. Besides, yauldceset the current
configuration to factory default.

Save/Reload Settings

This page allows vou save current settings to a file or reload the settings from the file which was saved
previously. Besides, vou could reset the current confizuration to factory default.

Save Settings to File:
Load Settings from File: Upload
Reset Settings to Default:

Screen snapshot — Management - Save/Reload Settings

Item Description

Save Settings to File  Click tf&ave button to download the configuration
parameters to your personal computer.

Load Settings from Fil€lick theBrowse button to select the configuration files

then click theUpload button to update the selected
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configuration to the WLAN Broadband Router.
Reset Settings to Click theReset button to reset the configuration
Default parameter to factory defaults.

3.3.36 Management - WatchDog
Use ping command to identify whether the routdurgtional or not. User has
to set IP address, interval and fail count to decaboot router.

WatchDog Setting

e ping coromand 0 identify whether the roater is fonctional or not, User has 1o set TP addvess, interval and fail connt 10
decide rehoot router,
[l Enable WatchDog
WatchDog TP Address: | 0
Ping Interval: : (30-600 seoonds)
Ping Fail to reboot Counter: | [(3-30)

(At ] [Fes]

Screen snapshot — Management - Password Setup

Item Description

Enable WatchDog Click to Enable the WatchDog fuorcti
WatchDog IP Address Fill in the IP address. If esudoesn’t get request form
the IP address, router will restart.

Ping Interval Set router how long to ping IP addres

Ping Fail to reboot  Set router how many times to ping IP address
Counter

Apply Changes Click thapply Changes button to save settings.

Reset Click th&Reset button to abort change and recover the

previous configuration setting.

3.3.37 Management — Reboot
This page is used to reboot system
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Reboot

This page is nsed to whoot 3ystem.

Do you want to reboot ?

Screen snapshot — Management - Password Setup

ltem Description

Apply Change Click to reboot system.

3.3.38 Management - Password Setup
This page is used to set the account to accesgehaerver of Access Point.
Empty user name and password will disable the ptiote

Password Setup

This page is used to set the account to access the web server of Access Point. Empty user name and password
will disable the protection.

User Name:

New Password:

Confirmed Password:

[ Apply Changes ][ Reseat ]

+

Screen snapshot — Management - Password Setup

Item Description
User Name Fill in the user name for web managetogitt control.
New Password Fill in the password for web managéehegm control.

Confirmed Password  Because the password inpuvisilite, so please fill in
the password again for confirmation purpose.

Apply Changes Clear tHgser Name andPassword fields to empty,
means to apply no web management login control.
Click the Apply Changes button to complete the new
configuration setting.
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Reset Click thdReset button to abort change and recover the
previous configuration setting.
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4 Frequently Asked Questions (FAQ)

4.1What and how to find my PC’s IP and MAC address?
IP address is the identifier for a computer or devan a TCP/IP network. Networks
using the TCP/IP protocol route messages baseleoitaddress of the destination.
The format of an IP address is a 32-bit numerigeskiwritten as four numbers
separated by periods. Each number can be zerdbtd=8b example, 191.168.1.254
could be an IP address.

The MAC (Media Access Control) address is your cotaps unigue hardware number.
(On an Ethernet LAN, it's the same as your Etheaddtess.) When you're connected to
the Internet from your computer (or host as therimt protocol thinks of it), a
correspondence table relates your IP address tocgomoputer's physical (MAC) address
on the LAN.

To find your PC’s IP and MAC address,
v' Open the Command program in the Microsoft Windows.
v' Type inipconfig /all then press thEnter button.

» Your PC’s IP address is the one entitled IP Addeegkyour PC’s MAC address is
the one entitled Physical Address.

4.2What is Wireless LAN?
A wireless LAN (WLAN) is a network that allows asseto Internet without the need

for any wired connections to the user’s machine.

4.3What are ISM bands?
ISM stands for Industrial, Scientific and Medicadio frequency bands that the Federal
Communications Commission (FCC) authorized for less LANs. The ISM bands are
located at 915 +/- 13 MHz, 2450 +/- 50 MHz and 580075 MHz.

4.4How does wireless networking work?
The 802.11 standard define two modes: infrastreatsode and ad hoc mode. In
infrastructure mode, the wireless network consift least one access point connected
to the wired network infrastructure and a set akleiss end stations. This configuration
is called a Basic Service Set (BSS). An ExtendetliG=Set (ESS) is a set of two or
more BSSs forming a single subnetwork. Since magtarate WLANS require access
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to the wired LAN for services (file servers, prirgelnternet links) they will operate in
infrastructure mode.

Distribuoton Swstem (D)

P

Aﬂces Point

‘“n

. e
l"‘\-,__ Bagic Bervice et (BRI ij

ExtendedMet (ERD
Example 1: wireless Infrastructure Mode

Ad hoc mode (also called peer-to-peer mode or dagandent Basic Service Set, or
IBSS) is simply a set of 802.11 wireless statidrad tommunicate directly with one
another without using an access point or any cdroreto a wired network. This mode
Is useful for quickly and easily setting up a wasd network anywhere that a wireless
infrastructure does not exist or is not requiradskrvices, such as a hotel room,
convention center, or airport, or where acceshdontired network is barred (such as for
consultants at a client site).

Independent Bazic Bervice Set (IBEE)

Example 2: wireless Ad Hoc Mode

4.5What is BSSID?
A six-byte address that distinguishes a particalparticular access point from others.
Also know as just SSID. Serves as a network |IDamne.

4.6What is ESSID?
The Extended Service Set ID (ESSID) is the nambehetwork you want to access. It
is used to identify different wireless networks.
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4.7What are potential factors that may causes intenfes?

Factors of interference:

» Obstacles: walls, ceilings, furniture... etc.

» Building Materials: metal door, aluminum studs.

» Electrical devices: microwaves, monitors and elegkmotors.
Solutions to overcome the interferences:

v" Minimizing the number of walls and ceilings.

v' Position the WLAN antenna for best reception.

v' Keep WLAN devices away from other electrical desiogg: microwaves,

monitors, electric motors, ... etc.
v/ Add additional WLAN Access Points if necessary.

4.8What are the Open System and Shared Key autheotsat
IEEE 802.11 supports two subtypes of network autba&tion services: open system and
shared key. Under open system authentication, amgyess station can request
authentication. The station that needs to authatetivith another wireless station sends
an authentication management frame that contaegléntity of the sending station.
The receiving station then returns a frame thatcatds whether it recognizes the
sending station. Under shared key authenticatiact) &ireless station is assumed to
have received a secret shared key over a secuneatthat is independent from the
802.11 wireless network communications channel.

4 9What is WEP?
An optional IEEE 802.11 function that offers fratr@nsmission privacy similar to a
wired network. The Wired Equivalent Privacy genesatecret shared encryption keys
that both source and destination stations canaugkeit frame bits to avoid disclosure to
eavesdroppers.

WERP relies on a secret key that is shared betweeobée station (e.g. a laptop with a
wireless Ethernet card) and an access point (basa station). The secret key is used to
encrypt packets before they are transmitted, andtagrity check is used to ensure that
packets are not modified in transit.

4.10 What is Fragment Threshold?
The proposed protocol uses the frame fragmentatiechanism defined in IEEE 802.11
to achieve parallel transmissions. A large dataé&as fragmented into several
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fragments each of size equal to fragment thresiyduning the fragment threshold
value, we can get varying fragment sizes. The detetion of an efficient fragment
threshold is an important issue in this schemtndffragment threshold is small, the
overlap part of the master and parallel transmmssis large. This means the spatial
reuse ratio of parallel transmissions is high.dntcast, with a large fragment threshold,
the overlap is small and the spatial reuse ratiovis However high fragment threshold
leads to low fragment overhead. Hence there iadetoff between spatial re-use and
fragment overhead.

Fragment threshold is the maximum packet size f@ddagmentation. Packets larger
than the size programmed in this field will be fragnted.

If you find that your corrupted packets or asymmegtacket reception (all send packets,
for example). You may want to try lowering yourdgraentation threshold. This will
cause packets to be broken into smaller fragmé&htsse small fragments, if corrupted,
can be resent faster than a larger fragment. Fraigien increases overhead, so you'll
want to keep this value as close to the maximumevak possible.

4.11 Whatis RTS (Request To Send) Threshold?
The RTS threshold is the packet size at which pgac&esmission is governed by the
RTS/CTS transaction. The IEEE 802.11-1997 standbwod/s for short packets to be
transmitted without RTS/CTS transactions. Eachastatan have a different RTS
threshold. RTS/CTS is used when the data packetesizeeds the defined RTS
threshold. With the CSMA/CA transmission mechanim,transmitting station sends
out an RTS packet to the receiving station, andsifar the receiving station to send
back a CTS (Clear to Send) packet before sendmgdtual packet data.

This setting is useful for networks with many cterVith many clients, and a high
network load, there will be many more collisiony. |Bwering the RTS threshold, there
may be fewer collisions, and performance shouldawg. Basically, with a faster RTS
threshold, the system can recover from problenmsifaRTS packets consume valuable
bandwidth, however, so setting this value too loN it performance.

4.12 What is Beacon Interval?
In addition to data frames that carry informatioonfi higher layers, 802.11 includes
management and control frames that support datafea The beacon frame, which is a
type of management frame, provides the "heartldat wireless LAN, enabling
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|
stations to establish and maintain communicatioraniorderly fashion.

Beacon Interval represents the amount of time b&tvibeacon transmissions. Before a
station enters power save mode, the station nbedseacon interval to know when to
wake up to receive the beacon (and learn whetleee tre buffered frames at the access
point).

4.13 What is Preamble Type?
There are two preamble types defined in IEEE 808pELification. A long preamble
basically gives the decoder more time to procespthamble. All 802.11 devices
support a long preamble. The short preamble iggdedito improve efficiency (for
example, for VoIP systems). The difference betwertwo is in the Synchronization
field. The long preamble is 128 bits, and the sts86 bits.

4.14 What is SSID Broadcast?
Broadcast of SSID is done in access points by #aedn. This announces your access
point (including various bits of information abattto the wireless world around it. By
disabling that feature, the SSID configured in¢hent must match the SSID of the
access point.

Some wireless devices don't work properly if SSiDtibroadcast (for example the

D-link DWL-120 USB 802.11b adapter). Generally @uy client hardware supports

operation with SSID disabled, it's not a bad ideeun that way to enhance network
security. However it's no replacement for WEP, M##itéring or other protections.

4.15 What is Wi-Fi Protected Access (WPA)?
Wi-Fi's original security mechanism, Wired Equivaldrivacy (WEP), has been
viewed as insufficient for securing confidentiasimess communications. A longer-term
solution, the IEEE 802.11i standard, is under dgwalent. However, since the IEEE
802.11i standard is not expected to be publishétithe end of 2003, several members
of the WI-Fi Alliance teamed up with members of tREE 802.11i task group to
develop a significant near-term enhancement to MgeEurity. Together, this team
developed Wi-Fi Protected Access.

To upgrade a WLAN network to support WPA, Accessiowill require a WPA
software upgrade. Clients will require a softwapgnade for the network interface card,
and possibly a software update for the operatistesy. For enterprise networks, an
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authentication server, typically one that suppBADIUS and the selected EAP
authentication protocol, will be added to the netwo

4.16 What is WPA2?
It is the second generation of WPA. WPAZ2 is basethe final IEEE 802.11i
amendment to the 802.11 standard.

4.17 What is 802.1x Authentication?
802.1x is a framework for authenticated MAC-levatess control, defines Extensible
Authentication Protocol (EAP) over LANs (WAPOL). @standard encapsulates and
leverages much of EAP, which was defined for diakauthentication with
Point-to-Point Protocol in RFC 2284.

Beyond encapsulating EAP packets, the 802.1x stdradso defines EAPOL messages
that convey the shared key information critical\vioreless security.

4.18 What is Temporal Key Integrity Protocol (TKIP)?
The Temporal Key Integrity Protocol, pronouncedhkge is part of the IEEE 802.11.i
encryption standard for wireless LANs. TKIP is tiext generation of WEP, the Wired
Equivalency Protocol, which is used to secure 8D@iiteless LANs. TKIP provides
per-packet key mixing, a message integrity checkare-keying mechanism, thus
fixing the flaws of WEP.

4.19 What is Advanced Encryption Standard (AES)?
Security issues are a major concern for wirelesBl£AES is the U.S. government’s
next-generation cryptography algorithm, which welplace DES and 3DES.

4.20 What is Inter-Access Point Protocol (IAPP)?
The IEEE 802.11f Inter-Access Point Protocol (IABEpports Access Point Vendor
interoperability, enabling roaming of 802.11 Stasiavithin IP subnet.

IAPP defines messages and data to be exchangeddrefecess Points and between
the IAPP and high layer management entities to aappaming. The IAPP protocol
uses TCP for inter-Access Point communication abdé tbr RADIUS request/response
exchanges. It also uses Layer 2 frames to updat®tivarding tables of Layer 2
devices.
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4.21 What is Wireless Distribution System (WDS)?
The Wireless Distribution System feature allows WWLAP to talk directly to other APs
via wireless channel, like the wireless bridgeeyreater service.

4.22 What is Universal Plug and Play (UPNP)?
UPNP is an open networking architecture that ctssisservices, devices, and control

points. The ultimate goal is to allow data commatian among all UPnP devices
regardless of media, operating system, programbamguage, and wired/wireless
connection.

4.23 What is Maximum Transmission Unit (MTU) Size?
Maximum Transmission Unit (MTU) indicates the netlwetack of any packet is larger
than this value will be fragmented before the tnaission. During the PPP negotiation,
the peer of the PPP connection will indicate itsWi&hd will be accepted. The actual
MTU of the PPP connection will be set to the smallee of MTU and the peer’s MRU.
The default is value 1400.

4.24 What is Clone MAC Address?
Clone MAC address is designed for your specialiagipbn that request the clients to
register to a server machine with one identified 1&ddress.
Since that all the clients will communicate outsidarld through the WLAN Broadband
Router, so have the cloned MAC address set on th&N\Broadband Router will solve
the issue.

4.25 What is DDNS?
DDNS is the abbreviation of Dynamic Domain NamevBerlt is designed for user own

the DNS server with dynamic WAN IP address.

4.26 What is NTP Client?
NTP client is designed for fetching the currentdgtamp from internet via Network
Time protocol. User can specify time zone, NTP eell? address.

4.27 What is VPN?
VPN is the abbreviation of Virtual Private Netwolkis designed for creating point-to
point private link via shared or public network.
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4.28 What is IPSEC?
IPSEC is the abbreviation of IP Security. It isdise transferring data securely under
VPN.

4.29 What is WLAN Block Relay Between Clients?
An Infrastructure Basic Service Set is a BSS witlomponent called afccess Point
(AP). The access point provides a local relay fismctor the BSS. All stations in the
BSS communicate with the access point and no looc@@amunicate directly. All frames
are relayed between stations by the access pdirgt.dcal relay function effectively
doubles the range of the IBSS

4.30 What is WMM?
WMM is based on a subset of the IEEE 802.11e WLAMN@raft standard. WMM adds
prioritized capabilities to Wi-Fi networks and apizes their performance when multiple
concurring applications, each with different latgaad throughput requirements,
compete for network resources. By using WMM, enersstisfaction is maintained in a
wider variety of environments and traffic conditsoWVMM makes it possible for home
network users and enterprise network managersddele/hich data streams are most
important and assign them a higher traffic priority

4.31 Whatis WLAN ACK TIMOUT?
ACK frame has to receive ACK timeout frame. If raendoes not receive in specified
period, it will be retransmitted.

4.32 What is Modulation Coding Scheme (MCS)?
MCS is Wireless link data rate for 802.11n. Thetighput/range performance of a AP
will depend on its implementation of coding schenM€S includes variables such as
the number of spatial streams, modulation, andi¢te rate on each stream. Radios
establishing and maintaining a link must automégicgegotiate the optimum MCS
based on channel conditions and then continuoaglisathe selection of MCS as
conditions change due to interference, motionngdand other events.

4.33 What is Frame Aggregation?
Every 802.11 packet, no matter how small, hasedfeékmount of overhead associated
with it. Frame Aggregation combines multiple smafiackets together to form one
larger packet. The larger packet can be sent witth@uoverhead of the individual
packets. This technique helps improve the effigresfdhe 802.11n radio allowing more
end user data to be sent in a given time.
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4.34 What is Guard Intervals (GI)?
A Gl is a period of time between symbol transmisgiuat allows reflections (from
multipath) from the previous data transmissionetbls before transmitting a new
symbol.
The 802.11n draft specifies two guard interval€r&)(short) and 800ns (long).
Support of the 400ns Gl is optional for transmitl a&ceive. The purpose of a guard
interval is to introduce immunity to propagatiorajes, echoes, and reflections to which
digital data is normally very sensitive.
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5 Configuration Examples

5.1Example One — PPPoE on the WAN

Sales division of Company ABC likes to establisSWBAN network to support mobile
communication on sales’ Notebook PCs. MIS engige#ects information and plans
the WLAN Broadband Router implementation by théofwing configuration.

WAN configuration:

PPPoE

User Name H890123456

Password PW192867543210
LAN configuration

|P Address 192.168.1.254

Subnet Mask 255.255.255.0

Default Gateway 0.0.0.0

DHCP Client Range |192.168.1.100 — 192.168.1.200
WLAN configuration
SSD MyWLAN
Channel Number 11

SRID: MyWLAN -

Chanrnel: 11

DHCP client ‘M‘\___;___g

Sall: MyWLAN
Chanrel: 11
DHCP client

o
:' .‘! SETD: MyWLAN

- Channel: 11
SEID: My WLAN SSID : MyWLAN DHCP client

Channel: 11 Channel : 11
DHCP client DHCP range : 192.168.1.100 to 192.168.1.200

L Ethernet Cable -
: Ethernet 2
Cable

= g

% Tnternet xDELS CIL DHCP client
Bridge mode ﬁ
PPPoE connection parameiers: Power adapter

Uszer Name: HE90123456
Passwrod pwl 92867543210

Figure 3 — Configuration Example One — PPPoE oWA&l
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Configure the WAN interface:
Open WAN Interface Setup page,

select PPPOE then enter the User
Name ‘H890123456"and Password

“PW192867543210 the password

is encrypted to display on the screen.

Press | AplyChangss |  button to

confirm the configuration setting.

Configurethe LAN interface:
Open LAN Interface Setup page,
enter the IP Address
“192.168.1.254 Subnet Mask
“255.255.255.Q Default
Gateway 0.0.0.0, enable DHCP
Server, DHCP client range
“192.168.1.100to
“192.168.1.200

WAN Interface Setup

This page is usd 1o configurs the parameters for Intemet network which connerts 10 the WAN port of your Access
Peint, Here wou may change the aceess method to static [P, DHCP, PPPeE, PPTP, L2TP or GEM 3.5G by click the
T valng of WAN Acress type,

WAN Access Type: FFFoll |

User Name:
Password:

Service Name:

Connection Type: [ Continnens 7| [ Comes
Idle Time: 5 | (1-1000 minutes)
MTU Size: 145 (136011452 bytes)

© Attain DNS Automatically
© Set DNS Manually
DNS 1: i
DNS 2:
DNS 3: ‘
Clone MAC Address: 000000000000
[ Enable wPNP
Enable IGMP Prozy
[ Enable Ping Access on WAN
] Enable Web Server Access on WAN
[ Enable FTP Server Access on WAN
Enable IPsec pass through on VPN connection
Enable PPTP pass throngh on VPN connection
Enable L2TP pass through on VPN connection

Arply Changes | (Rt

LAN Interface Setup

This page is vsed to configure the parameters for local area network which connects to the LAN port of
your Aocess Point, Here you iy change the setting for TP addresss, subnet mask, DHCE, etc..

IP Address: [192.168.1.254
Subnet Mask: (2552552350
DHCP: [Servex |
DHCP Clicnt Range:  [192168.1.100 | - [192.168.1.200 Show Client

Static DHCP: Set Static DHCP

Domain Name:

802.1d Spanning Tree: | Disabled

Clone MAC Address: 000000000000

Apply Chings | [Reset

Press[ Apply Changes ] button to confirm the configuration setting.
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Configurethe WLAN interface:
Open WLAN Interface Setup page,
enter the SSIDMyWLAN ”, Channel
Number “11".

Press | ApdlyChangss |  button to
confirm the configuration setting.

Version: 1.2

Wireless Basic Settings

nsedt 1o configure the parameters for wireless LAN clients which may connect 1o your
. Here wou may changs wirgless encryption seitings as well as wireless network

[ Disable Wireless LAN Interface

Band: 24 GHz (B+G+N)
Network Type:

S8 MyWLAN

Channel Width: A0z

Control Sideband: Upper

Channel Nurnber: 8]

Broadeast SSID; Enabled

WM

Data Rate: Auto

Associated Clients: Show Active Clients

Enable Mac Clone (Single Ethernet Client)
[T] Enable Universel Repeater Mode (Acting as AP and client simulianeouly)

S51D of Extended [nterface:

=

5.2Example Two — Fixed IP on the WAN

Company ABC likes to establish a WLAN network tggart mobile communication
on all employees’ Notebook PCs. MIS engineer ctdl@edformation and plans the
WLAN Broadband Router implementation by the follagiconfiguration.

WAN configuration:

Fixed IP

IP Address 192.168.2.254

Subnet Mask 255.255.255.0

Default Gateway 192.168.2.10

DNSAddress 168.95.1.1
LAN configuration

IP Address 192.168.1.254

Subnet Mask 255.255.255.0

Default Gateway 192.168.2.254

DHCP Client Range |192.168.1.100 — 192.168.1.200
WLAN configuration

SSD MyWLAN

Channel Number 11
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B8ID: MyWLAN
Channel 11

DHCE client

S9ID: MyWLAN

Charnel: 11
THCF client

% Internet

SSID : MyWLAN
Channel : 11

DHCP range : 192.168.1.100 to 192.168.1.200
WAN TP : 192.168.2.254/255.255.255.0

2310 My WILAN
Channel: 11
DHCE client

-~

BE8ID: My WLAN
Channel: 11
DHCF ¢lisnt

Ethernet Cable g

o — R
8 ]|
S
Ethernat 192.168.2.10/255.255.255.0
Cable
#DALS CWL

Router mode

DHCP client

Power adapter

Figure 4 — Configuration Example Two — Fixed IPtbe WAN

Configure the WAN interface:

Open WAN Interface Setup page,
select Fixed IP then enter IP
Address 192.168.2.254"subnet
mask 255.255.255.Q Default

gateway 192.168.2.10

Press

to confirm the configuration the

setting.

button

¥
Access Point, Here you my
item value of WAN Acce:

WAN Interface Setup

zrameters for Intemet network which connects 1o the WAN port of your

the access method 1o static [P, DHCP, PPPoE or PPTP by click the

|| Enable IPsec pass through on VPN connection
[¥] Enable FPTP pass throvgh on VPN connection
|+| Enable L2TP pass through on VPN connection

Apply Changes

WAN Access Type: Static [P
IP Address: 143,168,2,254
Subnet Mask: 255,253.255.0
Default Gateway: 192.168.2.10
MTU Size: 130 (L400-1 500 bytes)
DNS1:
DNS 2
DNS 3:
Clone MAC Address: CROO00COM000
[T EnablewPNP
["] Enable [GMP Proxy
[Z] Enable Ping Access on WAN
["] Enable Web Scrver Access on WAN
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Configurethe LAN interface:

Open LAN Interface Setup

This page is nsed to configure the pararneters for local area network which connerts to the LAN port of
page’ enter the IP AddreSS vonr Socess Point, Here yon may change the setting for [P addvesss, subnet mask, DHCE, etc.,
“192.168.1.25%4 Subnet Mask

“255.255.255.Q enable DHCP A4 i

LAN Interface Setup

. Subnet Mask: [255.255.235.0
Server, DHCP client range e
DHCP: ESEr\rEI |
192.168.1.100to DHCP Client Ringe: (192168100 |- [192168..200 | [ Show Clent |
“192.168.1.200 Sttic DHCP:
Domain Name: 1l
Press [ Apply Changes l 802.1d Spanning Tree: | Disabled v |

Clone MAC Address: 000000000000

button to confirm the

configuration setting.

Configurethe WLAN interface:
Open WLAN Interface Setup Wireless Basic Settings

This s used to configure the pars 5 for wireless LAN clients which may nect 1 youwr
pag e y enter the SS I D A ijnzl.lﬁgzre g.'c:.:1r::'_-l':' .:hr:ng‘:! :.uliT;:ac.:\ C‘I:Cr!’;f:l:ll)ll :o .-c;'_\ :\-‘;E\?.sl \:H_:I;::;::I '.\:':-min e
parameters.
“MyWLAN ", Channel Number
| Disable Wircless LAN Interface
“ 1 11: e =
* Band: 24 GHz (B+G+N)
e
MNetwork Type:
551D My WLAN
Channel Width: AOMILE
Press | ApplyChanges |  button| :
Control Sideband: Upper
to confirm the configuration ChamelNumber: 11
1 Broadeast SSID: Enzbled
setting.
WMM:
Darta Rate: Auto
Associated Clients: Show Active Cliems

Enable Mac Clone (Single Ethernet Client)
[T Enable Universal Repeaier Mode (Acling as AP and clien! simulianeouly)

351D of Extended Interface:

[Re |
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